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Student Access & Success Metrics
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UNTS Enterprise Audit Report Inventory

Internal UNT System Internal | Fiscal Year 2009 09-011 HSC Finance Advancement Office UNT System The written agreement between the Center and the UNTHSC Review and update the agreement between the Center and the |Management agrees. In process. The Vice President for Development |Doug White, VP of Institutional Original Date 11/30/2012 Closed
Audit Follow-Up Review Foundation has not been revised or reaffirmed since September Foundation including a "right to audit clause." Refer to Legal will raise this topic at the April 2009 Foundation Board meeting and Advancement Revised Date 12/31/16
1994. Counsel and the AGB-CASE model agreement for guidance. complete by the June meeting. The updated agreement will be

distributed upon approval of appropriate Center and Foundation
Administrators.

Internal UNT System Internal | Fiscal Year 2009 09-011 HSC Finance Advancement Office UNT System The written agreement between the Center and the UNTHSC Low Distribute or make available the reaffirmed agreement to Management agrees. In process. The Vice President for Development [Doug White, VP of Institutional Original Date 11/30/2012 Closed
Audit Follow-Up Review Foundation has not been revised or reaffirmed since September stakeholders including Center administrators, Advancement will raise this topic at the April 2009 Foundation Board meeting and Advancement Revised Date 12/31/16
1994. Office employees, and the Foundation Board of Directors. complete by the June meeting. The updated agreement will be

distributed upon approval of appropriate Center and Foundation
Administrators.
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Internal

UNT System Internal
Audit

Fiscal Year 2013

11-038 UNT

Finance

Salary Adjustments
Review

UNTS Enterprise Audit Report Inventory

Equity Adjustments - Documentation did not consistently,
sufficiently, and clearly demonstrate how the equity adjustments
were determined.

High

Maintain documentation that demonstrates the process was
followed and validates how the determination was made for the
decision/sal
/ y

Human Resources has developed a written standard operating
procedure on this process and provided that to Internal Audit.
Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the
findings and the recommendation. This is in addition to the
information Human Resources has always provided on the Equity
Adjustment Request Form. The recommendation to add the term
equity adjustment to the Salary Administration Procedures, Policy
1.6.2 will be moved forward by Human Resources to administration.

Marci Bailey, Human Resources
Director, Denton Campus

3/19/2013

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

11-038 UNT

Finance

Salary Adjustments
Review

Equity Adjt - D ion did not
sufficiently, and clearly demonstrate how the equity adjustments
were determined.

High

Document internal procedures for reviewing equity
adjustments.

Human Resources has developed a written standard operating
procedure on this process and provided that to Internal Audit.
Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the
findings and the recommendation. This is in addition to the
information Human Resources has always provided on the Equity
Adjustment Request Form. The recommendation to add the term
equity adjustment to the Salary Administration Procedures, Policy
1.6.2 will be moved forward by Human Resources to administration.

Marci Bailey, Human Resources
Director, Denton Campus

3/19/2013

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

11-038 UNT

Finance

Salary Adjustments
Review

Equity Adjustments - Documentation did not consistently,
sufficiently, and clearly demonstrate how the equity adjustments
were determined.

High

Include the definition of equity adjustment in administrative
procedures for policy 1.6.2

Human Resources has developed a written standard operating
procedure on this process and provided that to Internal Audit.
Additionally, Human Resources now creates a written report for each
equity adjustment request that outlines the data reviewed, the
findings and the recommendation. This is in addition to the
information Human Resources has always provided on the Equity
Adjustment Request Form. The recommendation to add the term
equity adjustment to the Salary Administration Procedures, Policy
1.6.2 will be moved forward by Human Resources to administration.

Marci Bailey, Human Resources
Director, Denton Campus

1/1/2013

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

11-038 UNT

Finance

Salary Adjustments
Review

UNT

Position Reclasses — The Annual Position Classification Review

report did not and clearly d
the analysis related to how all of the position reclasses were
determined.

Maintain ion that ates the process was

followed and validates how the determination was made for the
on decision/salary adj

Human Resources has discussed with Internal Audit the expectations
of what they consider appropriate documentation and asked for
suggestions or a recommended model and is awaiting that feedback.
During the next reclassification review process, Human Resources will
tweak documentation procedures to incorporate recommendations
from this audit. Human Resources will ensure that any position that
needs addressed after the formal ‘call’ for requests, has a completed
position information questionnaire. The 28 data entry errors have
been corrected in EIS.

Marci Bailey, Human Resources
Director, Denton Campus

3/19/2013

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

12-001 SYS

Finance

UNT Stadium
Construction Review

UNT System

No Detail Review Of Invoice Support Documentation — UNT System
Facilities performs only a high-level review of the monthly invoice
(progress billing) including supporting documentation received from
the primary contractor.

Moderate

Conduct periodic, sample based reviews of invoice support
documentation to ensure the accuracy of the detail information
and calculations pertaining to the category totals including labor
charges.

UNT System Facilities will revise and implement payment application
review procedures. For large projects, UNT System Facilities may utilize
an independent Construction Auditing firm to review the multiple
payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.

Don Lynch, Director of System
Facilities Administration
Y

12/31/2012

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

12-001 SYS

Finance

UNT Stadium
Construction Review

UNT System

No Detail Review Of Invoice Support Documentation — UNT System
Facilities performs only a high-level review of the monthly invoice
(progress billing) including supporting documentation received from
the primary contractor.

Moderate

Ensure primary contractors provide adequate labor expense
support documentation for future construction projects.

UNT System Facilities will revise and implement payment application
review procedures. For large projects, UNT System Facilities may utilize
an independent Construction Auditing firm to review the multiple
payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.

Don Lynch, Director of System
Facilities Administration
Y

12/31/2012

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

12-001 SYS

Finance

UNT Stadium
Construction Review

UNT System

No Detail Review Of Invoice Support Documentation — UNT System
Facilities performs only a high-level review of the monthly invoice
(progress billing) including supporting documentation received from
the primary contractor.

Moderate

Consider utilizing the services of a third party company that
specializes in reviewing contractor construction documentation.

UNT System Facilities will revise and implement payment application
review procedures. For large projects, UNT System Facilities may utilize
an independent Construction Auditing firm to review the multiple
payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.

Don Lynch, Director of System
Facilities Administration
Y

12/31/2012

Closed
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UNTS Enterprise Audit Report Inventory

Internal UNT System Internal | Fiscal Year 2013 12-001 SYS Finance UNT Stadium UNT System Incorrect Retainage Amount — The primary contractor did not apply Moderate |Review Application and Certificate for Payment forms and UNT System Facilities agrees with the report finding. Don Lynch, Director of System 12/31/2012 Closed
Audit Construction Review the retainage percentage to contractor fees as required by the supporting documentation to verify that dollar amounts, UNT System Facilities will revise and implement payment application  |Facilities Administration
contract terms including retainage, are accurate and in compliance with review procedures. For large projects, UNT System Facilities may utilize |y
contract terms. an independent Construction Auditing firm to review the multiple
payment applications. For smaller projects, Departmental resources
may be utilized. A project size threshold to determine large and small
projects will be established in the procedures.
Internal UNT System Internal | Fiscal Year 2013 12-002 SYS Finance Annual UNT System Non-Compliance with Yield Percentages of Investment Policy the yields and re-balancing the Investment yields have been and continue to be at historically low Allen Clemson, Vice Chancellor 8/1/2012 Closed
Audit Investments/Commerc investments to comply with UNT System Investment Policy levels. We do not anticipate that this condition will persist in the long |for Administration and Chief of
ial Paper 04.100, Objective 6; and term. However, please note that UNT System policy 8.20, which was | Staff
adopted in August 2012, supersedes 10.007 for UNTD, 4.100 for UNT
System and successfully resolves the finding noted above. As such, at
this point, we feel that no further management action is required.
Internal UNT System Internal | Fiscal Year 2013 12-002 SYS Finance Annual UNT System Non-Compliance with Yield Percentages of Investment Policy the yields and re-balancing the Investment yields have been and continue to be at historically low Carlos Hernandez, Vice 8/1/2012 Closed
Audit Investments/Commerc investments to comply with UNT Dallas Investment Policy levels. We do not anticipate that this condition will persist in the long |President for Finance and
ial Paper 10.007, Objective 6. term. However, please note that UNT System policy 8.20, which was [ Administration/CFO — UNT
adopted in August 2012, supersedes 10.007 for UNTD, 4.100 for UNT | Dallas
System and successfully resolves the finding noted above. As such, at
this point, we feel that no further management action is required.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 17 cardholders reviewed, 15 (88%) were not in full compliance High Require all personnel in the GSBS be retrained on purchasing Management agrees. The Dean'’s office will ensure that all Purchasing |Aleta Wheeler, Senior Executive 11/30/2012 Closed
Audit Students Biomedical with purchasing card policies. card policies and procedures. Card holders in GSBS complete a refresher training course of the Assistant
Sciences Review Purchasing Card requirements.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 17 cardholders reviewed, 15 (88%) were not in full compliance High Follow procurement card program policies and procedures. GSBS Dean’s office does not authorize P-Cards and authorization and | Aleta Wheeler, Senior Executive 11/30/2012 Closed
Audit Students Biomedical with purchasing card policies. training is handled by BSC. Based on our correspondence with BSC, we | Assistant
Sciences Review were told that training and refresher training are required and offered
by the BSC. It should be noted that beginning in 2009, refresher
training was required every other year. However, with the creation of
the BSC and subsequent move, that has not been tracked. The BSC
goal is to start with 2013 and have every participant take refresher
training annually.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC ProjID charges for equipment usage by the Department of Molecular | Moderate |Work with the Office of Grant and Contract Management, and [Management agrees. The Acting Chair will work with the Lab Director [Johnny He, Acting Chair 12/31/2012 Closed
Audit Students Biomedical Biology & | hadi rates, dupli charges and Office of Financial Planning and Budget to establish a service and Office of Grant and Contract Management, and Office of Financial
Sciences Review lacked documentation. center Planning and Budget to establish a service center.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full li di Request of overpay from traveler unless Agrees. reimbursement of Thomas Yorio, Provost and 12/31/2012 Closed
Audit Students Biomedical with travel policy. you determine it is not cost effective to do so. overpayments from traveler on October 5, 2012. Executive Vice President For
Sciences Review Academic Affairs
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full compliance Moderate |Establish a travel monitoring process to ensure that travel is Management Agrees. All administrative staff that prepare travel Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical with travel policy. properly approved, and that vouchers are submitted with documents should complete a refresher course (from the BSC) within | Mifflin, Chair; Art Eisenberg,
Sciences Review supporting documentation. the next 6 months. Additionally, each department chair should discuss | Chair; Meharvan Singh, Chair;
travel policies and procedures with their faculty Johnny He, Chair; and Jamboor
Vishwanatha, Dean.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Of the 102 travel vouchers reviewed, 53 were not in full compliance Moderate | Provide training to faculty and staff on travel policies. Management Agrees. All administrative staff that prepare travel Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical with travel policy. documents should complete a refresher course (from the BSC) within | Mifflin, Chair; Art Eisenberg,
Sciences Review the next 6 months. Additionally, each department chair should discuss | Chair; Meharvan Singh, Chair;
travel policies and procedures with their faculty Johnny He, Chair; and Jamboor
Vishwanatha, Dean.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Personal reimbursements to deptID holders did not have supervisor Low Establish a process to ensure that personal reimbursements to |Management Agrees. Each Chair and Dean’s Office will work with their [Anuja Ghorpade, Chair; Steve 12/31/2012 Closed
Audit Students Biomedical approval. the deptID/projID holders are properly approved. administrative staff to ensure that step by step procedures are Mifflin, Chair; Art Eisenberg,
Sciences Review followed. Chair; Meharvan Singh, Chair;
Johnny He, Chair; and Jamboor
Vishwanatha, Dean.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Cash handling is not properly segregated or safeguarded in the Low Develop and implement cash handling procedures that ensure | Management agrees. The Chair will work with staff to develop and Art Eisenberg, Chair 10/1/2012 Closed
Audit Students Biomedical Department of Forensic & Investigative Genetics, and cash receipts cash is protected and deposited in a timely manner. implement cash handling procedures that ensure cash is protected
Sciences Review are not all deposited within one day as required by policy. and deposited in a timely manner.
Internal UNT System Internal | Fiscal Year 2013 12-007 HSC Academic and Graduate School of UNTHSC Three projlDs were overspent and deficits were not cleared within the Low Require all Pls to submit a default deptID (i.e. the Pls F&A Management agrees. OGCM is working with management to LeAnn Forsberg, Executive 12/21/2012 Closed
Audit Students Biomedical 90 day close out period. deptID) at the time a projID is established that will be used if the |implement a process which utilizes the applicable F&A recovery deptID [ Director, Office of Grant and
Sciences Review grant is overspent. as the default funding source for all projID’s. Contract Management
3
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Internal

UNT System Internal

Fiscal Year 2013

12-007 HSC

Academic and

Graduate School of

UNTHSC

UNTS Enterprise Audit Report Inventory

UNTHSC travel policy regarding partial day meal rates is unclear.

Develop in coordination with the Office of Financial Planning

Management Agrees. The Business Service Center will submit

Susan Sims, BSC Director of

1/31/2013

Closed

Audit Students Biomedical and Budget a clear partial day meal policy for UNTHSC. recommendations to the BSC Operations Committee for standardizing |Payments
Sciences Review travel policy and procedure across the UNT System. The issue
i above will be addressed.
Internal UNT System Internal | Fiscal Year 2013 12-008 HSC Finance Cost Transfer Process UNTHSC Cost Transfers — Of the 28 transfers reviewed, 12 transfers had no Low Develop a cost transfer form that collects all required Office of Grant and Contract Management (OGCM) agrees with the LeAnn Forsberg, Executive 5/31/2013 Closed
Audit Review explanation for why the correction was made over 90 days after the information including reason for transfers occurring 90 days suggestion to develop a cost transfer form. However, we have Director of the Office of Grant
original charges. after the original charge. reviewed federal regulations which state, “cost transfers should be And Contract Management and
accomplished within.... 90 days from discovery of the error.” Our Mazen Barakat, Manager, Grant
current policy statement of 90 days from transaction date is not in line |and Contract Accounting
with federal regulations and will be updated to reflect the language of
the federal compliance documents. The cost transfer form will be in
line with our modified policy and current federal regulations.
Internal UNT System Internal | Fiscal Year 2013 12-008 HSC Finance Cost Transfer Process UNTHSC Cost Transfers — Of the 28 transfers reviewed, 12 transfers had no Low Require all principal investigators to complete the cost transfer |We have developed a cost transfer form and will post on the 0GCM LeAnn Forsberg, Executive 5/31/2013 Closed
Audit Review for why the correction was made over 90 days after the form prior to making the transfer. website for use by faculty and staff. Director of the Office of Grant
original charges. And Contract Management and
Mazen Barakat, Manager, Grant
and Contract Accounting
Internal UNT System Internal | Fiscal Year 2013 12-008 UNT Governance and [ NCAA APR Reporting UNT Based on the review, Internal Audit found the methods used by the NA None None NA NA N/A
Audit Regulatory Review Athletics Compliance Office and the NCAA Certifying Official in the
Compliance Registrar's Office to be effective.
Internal UNT System Internal | Fiscal Year 2013 12-009 HSC Governance and [ Compliance Program UNTHSC Audit work completed by the former Director for Research Moderate |Retain research compliance documentation in accordance with [Management agrees. The Office for Research Compliance will maintain |Brian Gladue, Ph.D., Executive 1/25/2013 Closed
Audit Regulatory Review Compliance was not available. the UNTHSC Records Retention Schedule. Documentation complete Director for Research
Compliance should include, but not limited to: documentation of work Compliance
performed, findings noted, and solutions implemented.
Internal UNT System Internal | Fiscal Year 2013 12-009 HSC Governance and | Compliance Program UNTHSC The Institutional Compliance Office is not made aware of all Moderate |Modify the reporting structure in the Office of Research to Management agrees. Dr. Brian Gladue has joined the UNTHSC Brian Gladue, Ph.D., Executive 1/25/2013 Closed
Audit Regulatory Review compliance issues in research. ensure that all compliance issues are reported to the Compliance Council to ensure that research compliance mattersand | Director for Research
Compliance Institutional Compliance Office. updates are communicated regularly to William LeMaistre and other |Compliance
of the y team.
Internal UNT System Internal | Fiscal Year 2013 12-010 UNT Academic and Academic Programs UNT Based on results of the procedures performed, all new degree NA None NA NA NA N/A
Audit Students Review programs established during fiscal year 2011 and 2012 appeared to
bein I with THECB requi and University policy.
Internal UNT System Internal | Fiscal Year 2013 12-011 HSC Finance Texas College of UNTHSC Only one indivi is ing cash toi Develop and implement procedures that ensure cash handling is | Management agrees. TCOM will add a second individual to the D. Thomas Dayberry, Associate 10/1/2012 Closed
Audit Osteopathic Medicine participating in training exercises for TCOM students. properly segregated. distribution process separating the responsibilities of verification of Dean for Academic Affairs
Dean Expenses Review eligibility from distribution
Internal UNT System Internal | Fiscal Year 2013 12-011 HSC Finance Texas College of UNTHSC Of 12 personal reimbursements to the Dean, 11 were not in full Moderate |Ensure personal reimbursements for meals include a list of Management agrees. TCOM will assure full compliance with policy. Don Peska, Dean of TCOM 10/1/2012 Closed
Audit Osteopathic Medicine compliance with purchasing policy related to documentation attendees by name and designation as well as the business
Dean Expenses Review requirements. purpose.
Internal UNT System Internal | Fiscal Year 2013 12-011 HSC Finance Texas College of UNTHSC Of 31 travel vouchers for the Dean, 23 did not have prior approval of Low Submit Requests for Approval of Travel prior to travel as Management agrees. TCOM will assure full compliance with policy. Don Peska, Dean of TCOM 10/1/2012 Closed
Audit Osteopathic Medicine travel or support for mileage reimbursements. required by policy.
Dean Expenses Review
Internal UNT System Internal | Fiscal Year 2013 12-011 HSC Finance Texas College of UNTHSC Of 31 travel vouchers for the Dean, 23 did not have prior approval of Low Submit mileage documentation with travel vouchers as Management agrees. TCOM will assure full compliance with policy. Don Peska, Dean of TCOM 10/1/2012 Closed
Audit Osteopathic Medicine travel or support for mileage reimbursements. required by policy.
Dean Expenses Review
Internal UNT System Internal | Fiscal Year 2013 12-012 UNT Academic and Intra- UNT Documentation related to the Intra System Agreements between D to Agreements with signature D all FY ag before the of the fiscal year. Jean Bush, Senior Associate Vice 8/31/2013 Closed
Audit Students System/Interagency UNT and UNT Dallas does not meet best practice standards: authorizations; and Agreements will include signature authorization. President for Finance UNT
Review Carlos Hernandez, CFO and Vice
President for Finance and
Administration UNT Dallas
Internal UNT System Internal | Fiscal Year 2013 12-012 UNT Academic and Intra- UNT Documentation related to the Intra System Agreements between Moderate |Discuss and d future Ag before the D all FY ag before the of the fiscal year. Jean Bush, Senior Associate Vice 8/31/2013 Closed
Audit Students System/Interagency UNT and UNT Dallas does not meet best practice standards: of the fiscal year. Agreements will include signature authorization. President for Finance UNT
Review Carlos Hernandez, CFO and Vice

President for Finance and
Administration UNT Dallas
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UNTS Enterprise Audit Report Inventory

Internal UNT System Internal | Fiscal Year 2013 12-014 UNT Governance and Mean Green Club UNT Non-Compliance with UNT Policy 7.2 — The procedure for accepting Moderate |Coordinate with the Office of Development to be in compliance |Four years ago the Athletic Department met with Advancement to Dan Johnston, Athletic 9/1/2013 Closed
Audit Regulatory Review and processing Mean Green Club donations is not in compliance with with UNT policy 7.2, Fundraising and Private Support. develop a system to handle Mean Green Club (MGC) Donations. The  [Advancement, Director of
Compliance UNT policy 7.2, Fundraising and Private Support. crux of the problem is two-fold. First most MGC send in their Mike Ashbaugh,
ticket renewals and MGC renewals in the same envelope utilizing the |Senior Associate Athletics
same credit card or check. The current process was agreed upon to Director for Business
alleviate ticket orders from being sent to the foundation where there |Operations, and Troy Taylor,
was no method of processing. Secondly, a large majority of our MGC | Assistant Athletic Director
members renew in August. With the need to immediately process Business Operations.
MGC credit so that parking passes and tickets can be distributed, we
cannot afford the lag time of those orders first going to advancement.
This process was streamlined almost four years ago with the
agreement of both parties. My remedy would be to modify the policy
and | would agree with that recommendation.
Management will meet with University Advancement to create a policy
revision to be submitted for adoption.
Internal UNT System Internal | Fiscal Year 2013 12-014 UNT Governance and Mean Green Club UNT Inappropriately Retaining Credit Card Information — The Mean Green | Moderate |Dispose of credit card information in a secure manner when As discussed with the Audit staff, all but the last four digits of the Troy Taylor, Assistant Athletic 7/30/2013 Closed
Audit Regulatory Review Club is inappropriately retaining credit card information. there is no longer an immediate need for the information. credit card number submitted on Mean Green Club renewal forms will | Director, Business Operations
Compliance be redacted so as to protect the information. Currently stored data and Jessica Hulsebosch, Mean
will be corrected beginning immediately. Green Club Director.
Internal UNT System Internal | Fiscal Year 2013 12-015 UNT Finance Endowment Review UNT Non-Compliance with Memorandum of Understanding (MOU) Low Develop a process to ensure annual reports are prepared and The Division of Advancement will generate endowment reports for all |Rachel Kimball, Assistant 3/15/2013 Closed
Audit Requirements of The Lupe Murchison Foundation Scholarship distributed to the donor. In addition, monitor the process for organizations in their annual reporting process. Director of Donor Relations
Endowment — A report, containing academic year ending information effectiveness to ensure with MOU requit under
about the fund, was not prepared and distributed to the Donor. the management of Kim Wendt,
Senior Director of Annual Giving
and Donor Relations
Internal UNT System Internal | Fiscal Year 2013 12-015 UNT Finance Endowment Review UNT Non-Compliance with Memorandum of Understanding (MOU) Low Develop a process to ensure Faculty development expenditures |CMHT has opened a new disbursement deptID 77851 so it will be Judith Forney, Ph.D., Dean of 12/31/2012 Closed
Audit Requirements of The J.C. Penney Lectureship in Merchandising do not exceed fifty percent (50%) of the annual distribution. In | easier to monitor spending. The percent of expense for faculty CMHT
Endowment — Faculty development expenditures for FY 2011 addition, monitor the process for effectiveness to ensure development is documented on a spreadsheet and maintained for this
exceeded the MOU provision that up to fifty percent (50%) of the i with MOU requi deptID.
annual distribution may be used to support faculty development.
Internal UNT System Internal | Fiscal Year 2013 12-018 DAL Academic and UNT Dallas Work- UNT Dallas Three student workers were paid under the Work-Study Student Moderate |Discuss with the Office of Research Services how to proceed Pl will discuss with the Office of Research Services how to proceed with [ Gloria B. Bahamon, Assistant 2/28/2013 Closed
Audit Students Study Student Mentorship Program without meeting the eligibility requirements. with the sponsor regarding the funds already disbursed to the sponsor regarding funds disbursed to ineligible students follow Provost for College Readiness
Mentorship Contract Specifically, two students did not meet the enrollment requirement ineligible students. sponsor’s instructions.
and one student did not meet the financial need requirement.
Internal UNT System Internal | Fiscal Year 2013 12-018 DAL Academic and UNT Dallas Work- UNT Dallas Three student workers were paid under the Work-Study Student Moderate |Develop a consistent process for verifying student eligibility each [Although there is a process in place to determine eligibility before Gloria B. Bahamon, Assistant 2/28/2013 Closed
Audit Students Study Student Mentorship Program without meeting the eligibility requirements. semester. mentors are hired, there is a need to improve the process and modify |Provost for College Readiness
Mentorship Contract Specifically, two students did not meet the enrollment requirement guidelines. Eligibility will be verified in EIS every semester after the
and one student did not meet the financial need requirement. 12th day of class (census day). Mentors will be required to inform the
Pl of changes in their academic status that may affect their eligibility to
continue in the program. They will be required to report the change as
soon as it occurs. Mentors will sign an acknowledgment to document
that they received the guidelines and agree to follow those guidelines.
The financial aid office will continue to determine financial need. The
financial aid administrator verifying eligibility will take screen shots of
the students need to document their financial aid eligi
Internal UNT System Internal | Fiscal Year 2013 12-020 UNT Governance and Animal Care Review UNT Animal care and use training is not sufficiently documented or Moderate |Develop a System for monitoring and documenting the type of |ORED and the IACUC Chair will implement requirements for Dr. Kenneth Sewell, Associate By the end of the fall 2012 Closed
Audit Regulatory monitored. animal care and use training personnel have received. completion of online training for all personnel involved in an animal Vice President for Research semester
Compliance care and use protocol before the protocol can be approved by the
IACUC. This training will be offered through the Collaborative
Institutional Training Initiative (CITI) program administered by the
University of Miami School of Medicine. Completion of both a CITI
basic IACUC course and a species-specific course (as available) will be
required.
Internal UNT System Internal | Fiscal Year 2013 12-020 UNT Governance and Animal Care Review UNT The key pad entry code to the Science Research Building’s Animal Moderate |Develop a process and procedure for changing the entry codes |The Office of Research & Economic Development will work with the Dr. Kenneth Sewell, Associate By the end of the fall 2012 Closed
Audit Regulatory Care Facility is not changed periodically, or when personnel change. into the Animal Care Facility of the Science Research Building. Facility Manager for UNT’s primary animal facility in the Science Vice President for Research semester
Compliance Research Building to implement a procedure under which the security
code for the facility will be changed at least every three months.
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Internal UNT System Internal | Fiscal Year 2013 12-021 UNT Finance Employment Waiver UNT Incorrectly Reporting Employment Waivers — Student Accounting and | Moderate |Modify the process for Employment Waivers to ensure waivers Management has modified the business process to ensure Kayle Godinez, Sr. Director 12/1/2012 Closed
Audit Review University Cashiering Services is incorrectly reporting the number of are properly coded. Employment Waivers are properly classified and accurately reported in | Student Accounting and
Employment Waivers awarded. IFRS reporting. University Cashiering Services
Internal UNT System Internal | Fiscal Year 2013 12-021 UNT Finance Employment Waiver UNT Incorrectly Reporting Employment Waivers — Student Accounting and | Moderate |Modify the process for IFRS reporting to ensure Employment Management has modified the business process to ensure Kayle Godinez, Sr. Director 12/1/2012 Closed
Audit Review University Cashiering Services is incorrectly reporting the number of Waivers are reported in the correct category, either TEC 54.211 |Employment Waivers are properly classified and accurately reported in | Student Accounting and
Employment Waivers awarded. or TEC 54.212. IFRS reporting. University Cashiering Services
Internal UNT System Internal | Fiscal Year 2013 12-021 UNT Finance Employment Waiver UNT Insufficient Review and Approval — There is not sufficient, Moderate |SAUCS, the Graduate School, and the Provost’s Office should Change wording of the Section 2.2.10 of the UNT Policy Manual to Mark Wardell, Dean, The 8/1/2013 Closed
Audit Review independent review and approval of Employment Waivers prior to coordinate to identify a process for independent reflect the Employment Waiver must be signed by dean of the Toulouse Graduate School
processing. review/approval of Employment Waivers; and |graduate school or “her or his designee.”
Internal UNT System Internal | Fiscal Year 2013 12-021 UNT Finance Employment Waiver UNT Insufficient Review and Approval — There is not sufficient, di The desij ind dent reviewer/approver should ensure |Change Employment Waiver form to include three questions to help  |Mark Wardell, Dean, The 8/1/2013 Closed
Audit Review independent review and approval of Employment Waivers prior to that Employment Waivers are awarded in accordance with programs determine eligibility. Change Employment Waiver form to Toulouse Graduate School
processing. eligibility requirements. include graduate dean’s signature.
Internal UNT System Internal | Fiscal Year 2013 12-021 UNT Finance Employment Waiver UNT Insufficient Review and Approval — There is not sufficient, Moderate | Either comply with UNT Policy 2.2.10 by requiring approval by ~|Change processing procedure to require graduate dean’s signature Mark Wardell, Dean, The 8/1/2013 Closed
Audit Review independent review and approval of Employment Waivers prior to the dean of the graduate school or revise the policy to reflect prior to final approval by Student Accounting Toulouse Graduate School
processing. the actual process for awarding Employment Waivers.
Internal UNT System Internal | Fiscal Year 2013 12-024 UNT Academic and Student Worker UNT There is no process in place to reasonably assure that individuals in Low The UNT Career Center, Provost's Office, and UNT Human Both the Career Center and Provost’s Office will perform audits of Shaun Stoehr, Student 9/1/2013 Closed
Audit Students Review positions that require enroliment are actually enrolled. Resources should coordinate to establish a process to student employment records in conjunction with the supplemental Employment Coordinator
reasonably assure that students in positions that require pay period following the first student payroll in the fall and spring Melinda Lilly, Assistant Director
enrollment are actually enrolled. semesters (specifically October 15 and March 1) to insure that those  |for Academic Resources
receiving paychecks are enrolled students.
b. Work with EIS Team to develop an automated report that cross-
checks when a student withdraws from UNT or drops all their classes
with the student payroll records. Also, the ePAR system will check
student status of an employee when hired into student job codes. If
the person is not a student, the department is provided a warning.
These two items should help prevent this in the future
Internal UNT System Internal | Fiscal Year 2013 12-024 UNT Academic and Student Worker UNT Internal Audit identified five UNT policies related to student Low The UNT Career Center, Provost's Office, and UNT Human Write a new overarching policy for student employment positions, as | Yolanda Niemann, Senior Vice 9/1/2013 Closed
Audit Students Review employment that require enrollment; however, not all policies Resources should evaluate and modify UNT policies related to  |well as, develop operational procedures for the various job codes Provost
contain the same enrollment requirements. student employment so enrollment requirements are as connected to the new overarching policy. Dan Naegeli, Executive Director,
consistent as possible. Career & Leadership
Development
Valerie (Robertson) Hodges,
Assistant Director, Finance &
Administration
Marci Bailey, Director, UNT
Human Resources
Internal UNT System Internal | Fiscal Year 2013 12-024 UNT Academic and Student Worker UNT Internal Audit identified five UNT policies related to student Low The UNT Career Center, Provost's Office, and UNT Human Write a new overarching policy for student employment positions, as | Yolanda Niemann, Senior Vice 9/1/2013 Closed
Audit Students Review employment that require enrollment; however, not all policies Resources should develop supplemental procedures to assist well as, develop operational procedures for the various job codes Provost
contain the same enrollment requirements. University departments in determining the correct job code. connected to the new overarching policy. Dan Naegeli, Executive Director,
Career & Leadership
Development
Valerie (Robertson) Hodges,
Assistant Director, Finance &
Administration
Marci Bailey, Director, UNT
Human Resources
Internal UNT System Internal | Fiscal Year 2013 12-024 UNT Academic and Student Worker UNT The Controller's Office does not notify an employee's supervisor and Low The Controller's Office should continue their process of Suggested Management Action 4: We believe that the current policy as|Carlos Hernandez, Ed D, CPA, 11/1/2012 Closed
Audit Students Review Vice President of indebtedness to the University as required by UNT evaluating and revising UNT Policy 2.2.26 to ensure compliance |submitted complies with FERPA requirements. Once adopted, we will |Associate VP for Finance and
Policy 2.2.26, Employee Indebtedness Owed to the University. with UNT Policy 18.1.9 FERPA. review the policy periodically (not less than every 5 years) for Controller
Additionally, Student Accounting and Cashiering Services (SACS) is not amendment as needed.
sending a report detailing employee indebtedness to the Controller’s
Office, as required by UNT Policy 2.2.26.
Internal UNT System Internal | Fiscal Year 2013 12-024 UNT Academic and Student Worker UNT The Controller's Office does not notify an employee's supervisor and Low SACS should produce an employee debt report that identifies all | A process has been adopted that allows identification of “career” Terri Miller, Assistant Director 6/1/2012 Closed
Audit Students Review Vice President of indebtedness to the University as required by UNT employees that owe money to the university. Subsequently, the |employees with a past-due balance in student accounting records. It is [of SACS
Policy 2.2.26, Employee Indebtedness Owed to the University. Controller's Office should notify employees' supervisors and important to note that student accounting records do not represent a
Additionally, Student Accounting and Cashiering Services (SACS) is not Vice Presidents of indebtedness to the University as required by |complete record of all possible indebtedness (i.e. does not include
sending a report detailing employee indebtedness to the Controller’s policy. parking fines). We will continue to collaborate with University
Office, as required by UNT Policy 2.2.26. departments as appropriate to facilitate collection of past due
balances from employees and students alike.
6
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Noncompliance With Texas Education Code 54.5031 — UNT Dallas
Administrators failed to establish a Student Service Fee Advisory
Committee (SSFAC) as required by Texas Education Code 54.5031.
Having no policy to govern and procedures to guide management of
student service fees contributed to the noncompliance.

Moderate

Because the committee is now established, UNT Dallas
administrators should develop a process to insure the SSFAC
remains a formal, working committee and that input from the
committee is obtained, regarding the establishment or changes
to the type, amount, and expenditure of student service fees as
provided by the Texas Education Code. The process should
consist of establishing a University policy that is aligned with
requirements of Texas Education Code 54.5031 and include
operational procedures to govern activities of the SSFAC.

The Director of Student Life has reviewed TEC 54.5031 and Student
Service Fee Advisory Committee (SSFAC) standards, which describes
membership (elected & appointed), SSFAC charge, terms of service,
operating procedures, and process by which the SSFAC effectively
reviews, di: and renders its r ion to the University
Leadership.

In an effort to clarify why the majority of implementation dates are
prior to the date of the audit report, it’s important to note that this
audit occurred April 2012 through May 24, 2013, and a number of
corrective steps had already occurred well before the audit report was
available.

Dr. Jared Cobb, Director of
Student Life

2/1/2013

Internal UNT System Internal | Fiscal Year 2013 12-026 DAL Academic and UNT Dallas Student UNT Dallas Noncompliance With Texas Education Code 54.5031 — The UNT Dallas| Moderate [Obtain SSFAC r d. regarding the all ion, Student Service Fee Advisory Committee (SSFAC) was informed of the |Dr. Jared Cobb, Director of 1/1/2014 Closed
Audit Students Service Fees Review student body or the student government was not made aware of disbursement and expenditure of the $319,955.38 held in additional funding from UNT Dallas reserve account 301011 and asked |Student Life
$319,955.38 in student service fees that were transferred from UNT reserve account 301011. to consider various renovations which would enhance Student Life at
and recorded in UNT Dallas reserve account 301011. UNT Dallas. After several discussions, forums, etc. SSFAC recommend
five (5) projects to the President’s office for approval. Cost of projects
totaled $191,000.00. Additional projects will be identified and voted
on once the first slate of projects has been completed. This will allow
us to properly evaluate the best use of the remaining $128,955.38 and
to provide additional funding in the event unforeseen expenses arise
during i of the app imp!
Internal UNT System Internal | Fiscal Year 2013 12-026 DAL Academic and UNT Dallas Student UNT Dallas Training - Training provided did not adequately prepare the Student Moderate |Provide SSFAC members the training opportunities needed for | The Student Service Fee Advisory Committee (SSFAC) will go through | Dr. Jared Cobb, Director of 2/1/2013 Closed
Audit Students Service Fees Review Service Fee Advisory Committee (SSFAC) members to perform the service on the Student Service Fee Advisory Committee and for |training prior to the review, discussion, and recommendation in the Student Life
duties as outlined in Texas Education Code 54.5031. performing the duties outlined in Texas Education Code use of any Student Service Fee monies. Training will be conducted by
54.5031. University liaison to the SSFAC and/or Associate Provost of Student
Success.
Internal UNT System Internal | Fiscal Year 2013 12-026 DAL Academic and UNT Dallas Student UNT Dallas Conflict of Interest - The advisor to the Student Service Fee Advisory Moderate |The advisor to the Student Service Fee Advisory Committee University will assign a liaison to the Student Service Fee Advisory Dr. Charlotte Tullos, Associate 10/1/2012 Closed
Audit Students Service Fees Review Committee has a conflict of interest in that the advisor’s salary is should consider the following management actions: Committee (SSFAC) whose salary is not an item by which the Provost of Student Success
subject to the committee’s annual allocation and approval process. o Resign as advisor to the committee; committee would vote upon in its annual allocation and approval
o Fund the advisor's salary through a source other than student |process. Liaison moving forward will be Director of Student Life and/or
Service fees; or other designee by the Associate Provost of Student Success who meets
o Reassign the advisor role to another employee whose salary is |the stipulations outlined above.
not dependent on the committee's annual allocation and
approval decision.
Internal UNT System Internal | Fiscal Year 2013 12-026 DAL Academic and UNT Dallas Student UNT Dallas Conflict of Interest - The chief student affairs administrator served in Moderate |The chief student affairs administrator should consider the The University will appoint the Director of Student Life and/or other Dr. Charlotte Tullos, Associate 10/1/2012 Closed
Audit Students Service Fees Review positions that present a potential conflict of interest between the following management actions: designee by the Associate Provost of Student Success to serve as Provost of Student Success
UNT Dallas Administration and the Student Service Fee Advisory o Resign as a voting member of the committee. liaison to the Student Service Fee Advisory Committee (SSFAC).
Committee. o Reassign the membership position to another employee or Designee to committee will act in a liaison capacity and not be eligible
student. to be a voting member of the SSFAC.
o Recuse oneself from participating in committee activities.
o Abstain from voting on conflicting interests.
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Gifts and Grant Management — University gifts and grants are being Moderate |Coordinate with the individual responsible for research at UNT  |University Advancement disagrees that gifts and grants are being Doug Smith, Vice President for February 1, 2013. Closed
Audit i i and i Dallas, the UNT Dallas CFO/Vice President Finance and mismanaged and monitored. We believe that we have an effective University Advancement and
Administration, and the ORS (UNT Office of Research Service), to [system in place for gift management. With respect to grant Beverly Mendoza, Manager of
clearly document Advancement’s role in managing and management, University Advancement’s responsibility is to monitor ~ [Advancement Services
monitoring grants. and track grants to ensure donor intent is followed. University
Advancement believes it is within its purview to manage private
grants. Publicly funded grants should be managed by the Office of
Research Services (ORS).
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Gifts and Grant Management — University gifts and grants are being Moderate |Coordinate with the UNT Dallas CFO and the ORS to update the |University Advancement commits to contact ORS and work through Doug Smith, Vice President for 1/9/2013 Closed
Audit i i and i intra-system cooperation agreement between UNT Dallas and  |the roles and definitions of gifts and grants, as well as work with ORS | University Advancement and
ORS for services to support grant management. The updates and the UNT Dallas CFO regarding the contract modification to reflect |Beverly Mendoza, Manager of
should state the role of Advancement personnel in the grant the agreed upon roles and definitions. Advancement Services
management process.
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Gifts and Grant Management — University gifts and grants are being Moderate |Review the current report of all gifts and grants for UNT Dallas  [University Advancement commits to review current gifts and grants Doug Smith, Vice President for 1/9/2013 Closed
Audit inconsistently managed and monitored. with ORS staff and determine which should be managed by ORS |based on agreed-upon definitions and to delineate University Advancement and
as defined by the ORS policy, and make appropriate changes management/tracking roles after the meeting with ORS has concluded |Beverly Mendoza, Manager of
where necessary. to ensure proper monitoring and management are in place. Advancement Services
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Gifts and Grant Management — University gifts and grants are being di Update all reporting to the Board of Regents, University Advancement agrees to update reporting methods for the |Doug Smith, Vice President for 1/9/2013 Closed
Audit inconsistently managed and monitored. where applicable, regarding UNT Dallas gifts to clearly delineate |Board of Regents based upon the agreed-upon definitions of gifts and |University Advancement and
between gifts and grants as defined by ORS UNT. grants after the meeting with ORS has concluded. Beverly Mendoza, Manager of
Advancement Services
7
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Gifts and Grant Management — University gifts and grants are being
i i and i

Moderate

Update UNT Dallas policies and procedures where applicable
based on the updated agreement. Coordinate training for
Advancement and faculty personnel from ORS to detail roles
and responsibilities regarding grant management.

University Advancement agrees to update department policies and
procedures after the meeting with ORS has concluded.

Doug Smith, Vice President for
University Advancement and
Beverly Mendoza, Manager of
Advancement Services

1/9/2013

Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Procedures for managing, tracking, monitoring and reporting gifts are | Moderate [Update and reconcile current gift processing procedures with University Advancement continues to assess gift processing Doug Smith, Vice President for 1/9/2013 Closed
Audit currently being developed in conjunction with the implementation of UNT policies and procedures already established. Ensure UNT procedures to ensure they meet the highest industry standards that ~ [University Advancement and
the Raisers Edge software system. policies and procedures are followed and referenced where ensure safety, privacy and documentation. University Advancement | Beverly Mendoza, Manager of
required in relation to any and all intra-system cooperation will update and document controls and processing procedures that Advancement Services
agreement and accreditation requirements. reflect Raisers Edge implementation.
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Procedures for managing, tracking, monitoring and reporting gifts are | Moderate |Update and document controls and processing procedures for [ University Advancement commits to update and document controls | Doug Smith, Vice President for 1/9/2013 Closed
Audit currently being developed in conjunction with the implementation of gifts in the new Raiser’s Edge fundraising and donor and processing procedures that reflect Raisers Edge impls ation, |University Ad and
the Raisers Edge software system. management system. Work with UNT Advancement personnel |the new relationship with UNT Dallas Foundation, and staffing Beverly Mendoza, Manager of
to implement the new system and coordinate user access and | resources. Advancement Services
data entry procedures and controls.
Internal UNT System Internal | Fiscal Year 2013 12-027 DAL Finance UNT Dallas Gift Review UNT Dallas Procedures for managing, tracking, monitoring and reporting gifts are | Moderate |Determine any changes to management reporting based on the [University Advancement commits to assess and continually update gift | Doug Smith, Vice President for 1/9/2013 Closed
Audit currently being developed in conjunction with the implementation of implementation and use of the new system. processing procedures. University Advancement and
the Raisers Edge software system. Beverly Mendoza, Manager of
Advancement Services
Internal UNT System Internal | Fiscal Year 2013 12-028 UCD Finance UCD Cash Loss Review |  Universities Center at Dallas |Segregation of Duties — One individual was recording, depositing, and | Moderate |To the extent staffing levels permit, separate the duties of Monica Castillo will be in charge of duties during store operating Monica Castillo, UCD Student 9/14/2012 Closed
Audit reconciling the cash received in the UCD Student Store. collecting, recording, depositing, and reconciling cash receipts hours. She will make all deposits and sign off on receipts at the end of |Store Cashier
among different individuals. the day. Araceli Cadena & Eva Randles will count the money every Eva Randles, Office Manager
Friday morning before bank deposit is made. (Araceli is the only key Araceli Cadena, Coordinator of
holder to the safe deposit box.) Eva Randles will write the bank deposit|Recruitment and Advising
slip and Araceli will make the deposit to Wells Fargo and return a
receipt to Eva Randles to confirm correct deposit was made. Eva
Randles will continue to email a UCD Student Store report that
includes a detailed bank deposit slip, and any shortages or overages
relevant for the week.
Internal UNT System Internal | Fiscal Year 2013 12-028 UCD Finance UCD Cash Loss Review |  Universities Center at Dallas | Purchasing Cards — The use of purchasing cards was not consistent Moderate |Follow the Purchasing Card Guide, specifically as it relates to: Review items before purchasing to identify that they are within Berri O’'Neal, Executive Director 9/14/2012 Closed
Audit with policy. * Use of card for UNT business purposes only; Purchasing Card guidelines. for the Universities Center
* Completing Controlled Item Code Equipment Forms; at Dallas
* Unacceptable purchases such as memberships; and Monica Rodriguez, Assistant to
* Keeping a receipt for every purchase on file. the Executive Director
Eva Randles, Office Manager
Araceli Cadena, Coordinator of
Recruitment and Advising
Internal UNT System Internal | Fiscal Year 2013 12-028 UCD Finance UCD Cash Loss Review | Universities Center at Dallas  |Petty Cash — The change fund was used as petty cash. Moderate [Follow policy as it relates to the use of petty cash: Universities Center at Dallas does not plan on creating a petty cash Araceli Cadena, Coordinator of 9/14/2012 Closed
Audit * Reimburse the change fund; and fund through PPS. UCD will continue to store $100 in change for the Recruitment and Advising
 Create a petty cash fund through PPS. register which is never to be used as petty cash. Only one individual Monica Castillo, UCD Student
has access to the change box used for the register at the UCD student |Store Cashier
store. The change fund was reimbursed and continues to have a
balance of $100.
Internal UNT System Internal | Fiscal Year 2013 12-028 UCD Finance UCD Cash Loss Review | Universities Center at Dallas [P —All employ knew the p: to access the cash Moderate |Deactivate the shared password for the cash register and assign |Nick Schmitt, IT Specialist, has changed the UCD Student Store log in Nick Schmitt, Information 9/7/2012 Closed
Audit register, including terminated employees. each those needing access their own password. and each individual needing access to the computer has their own log- | Technology Specialist
in username/password. Monica Castillo, UCD Student
Store Cashier
Internal UNT System Internal | Fiscal Year 2013 12-028 UCD Finance UCD Cash Loss Review |  Universities Center at Dallas |Cash Register Funds — Cash was left overnight in the cash register Low Safeguard cash by securing all funds outside of the student store|Once register has been closed for the night the money will be locked in [ Monica Castillo, UCD Student 9/7/2012 Closed
Audit inside the store. when the store is closed. a closed file cabinet. Only one individual will have access to this key Store Cashier
and money.
Internal UNT System Internal | Fiscal Year 2013 12-029 UNT Finance Recreational Sports UNT The Recreational Sports Office has established effective and efficient NA None NA NA NA N/A
Audit Office Cash procedures for handling cash. Additionally, controls have been
Handling Review established to comply with UNT Policies 2.2.1 and 2.2.31.
Internal UNT System Internal | Fiscal Year 2013 12-030 UNT Academic and Transition Review UNT Our review of the processes and related controls and our testing NA None NA NA NA N/A
Audit Students Office of Research and indicated that the major business procedures and controls are
Economic adequate.
Development
Internal UNT System Internal | Fiscal Year 2013 13-001 DAL Governance and [ UNT Dallas President’s UNT Dallas The UNT Dallas President’s travel and non-travel expenditures were in NA None NA NA NA N/A
Audit Regulatory Expenditures Review compliance with his employment agreement. Additionally, his
Compliance compensation for fiscal year 2012 was compliant with his
employment agreement.
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Internal UNT System Internal | Fiscal Year 2013 13-001 HSC Governance and Joint Admission UNTHSC Overall, UNTHSC was in compliance with policies, NA None NA NA NA N/A
Audit Regulatory Medical Program procedures, laws, and regulations that could have a significant
Compliance Review impact on JAMP operations and reports. All expenditures were
in compliance with the guidelines and were properly classified
on the Annual Expenditure Report for the fiscal year ended
August 31, 2012. In addition, the annual report submitted to
JAMP accurately reflects the financial activities of the program.
Internal UNT System Internal | Fiscal Year 2013 13-001 SYS Governance and Chancellor’s UNT System Internal Audit observed a proactive approach to monitoring expenses NA None NA NA NA N/A
Audit Regulatory Expenditure Review and reimbursements, with a strong attention to detail and adherence
Compliance to policy. This level of detail was evidenced through support
documentation retained by the Office of the Chancellor.
No observations were made during the review that required
management action.
Internal UNT System Internal | Fiscal Year 2013 13-001 UNT Governance and NCAA Minimum UNT None NA NA NA NA NA N/A
Audit Regulatory Agreed Upon
Compliance Procedures
Internal UNT System Internal | Fiscal Year 2013 13-002 HSC Governance and HSC President’s UNTHSC Travel, entertainment, and business expenses for which the President NA None NA NA NA N/A
Audit Regulatory Expenses was reimbursed, or that were paid on behalf of the President during
Compliance Review fiscal year 2012, were in compliance with UNTHSC policies and the
| I . iti ditures reviewed were
reasonable, appropriate, and documented as to business purpose.
Internal UNT System Internal | Fiscal Year 2013 13-002 SYS Governance and Vice Chancellor and UNT System Based on the results of the procedures performed, Internal Audit NA None NA NA NA N/A
Audit Regulatory General Counsel noted the following:
Compliance Expenditures Review * Travel i i to the Vice C and General
Counsel were deemed appropriate, reasonable, and in compliance
with UNT System Travel Policy 04-901 and UNT Travel Policy 2.1.15.
* Travel expenditures for the employees of the Office of General were
also deemed appropriate, reasonable, and in compliance with travel
policies.
* The Right to Travel form is prepared for out of state travel.
* P-card purchases are performed by one p-card holder and reviewed
by the p-card reconciler and approver.
* Non-travel expenditures were deemed appropriate for the Office of
General Counsel.
* The process and procedure for selecting outside legal counsel
includes a review by the Texas Attorney General’s office.
* Outside legal counsel invoices are reviewed by the requesting
department, Office of General Counsel, and the Texas Attorney
General’s office.
There were no suggested management actions.
Internal UNT System Internal | Fiscal Year 2013 13-003 DAL Finance UNT Dallas Purchasing UNT Dallas Non-compliance with Business Service Center Purchasing Card Moderate |Require purchasing cardholders, reconcilers and approvers to We concur, cardholder and reconciler will be required to complete BSC [J. Carlos Hernandez, Vice 8/1/2013 Closed
Audit Card Review Program Guideli —The following if of i with attend BSC-provided PCard training; and emphasize the PCard training. President for Finance and
the BSC program guidelines were noted: importance of complying with purchasing guidelines, University Administration/CFO
policy, and state regulations.
Internal UNT System Internal | Fiscal Year 2013 13-003 HSC Governance and Annual UNTHSC UNTHSC Overall, we found that investments were safeguarded, diversified, NA None NA NA NA N/A
Audit Regulatory Investment Review and provided sufficient liquidity to meet the reasonable anticipated
Compliance financial needs of the UNTHSC. UNTHSC is in compliance with the
Public Funds Investment Act (PFIA) and the state higher education
investment reporting requirements.
Internal UNT System Internal | Fiscal Year 2013 13-004 HSC Governance and Family Medicine UNTHSC All expenditures were in compliance with the guidelines and were NA None NA NA NA N/A
Audit Regulatory Residency Program properly classified on the Annual Report for the fiscal year ended
Compliance August 31, 2012. All THECB funds appropriated to UNTHSC were
received and accounted for in accordance with the THECB guidelines.
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Internal UNT System Internal | Fiscal Year 2013 13-004 UNT Governance and President’s UNT Overall, the President’s travel, business and entertainment, and NA None NA NA NA N/A
Audit Regulatory Expenditures Review employment compensation comply with the employment agreement
Compliance and UNT/System Policies. Expenditures appear to be reasonable,
appropriate, and well documented to provide assurance as to their
business purposes.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Annual Audit — The Student Investment Group did not ensure that an [ Moderate |Establish an audit committee and ensure an annual audit is Chair of FIREL will meet with the chair of the Department of Marcia, Staff, Chair of Finance, 8/1/2013 Closed
Audit Regulatory Investment Fund annual audit was performed by UNT accounting majors as required performed. Accounting to discuss means of encouraging participation in SIG and |Insurance, Real Estate and Law
Compliance Review by the donor agreement. the audit function by accounting majors. Implementation and
compliance rests ultimately with the members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Annual Audit — The Student Investment Group did not ensure thatan | Moderate |Develop strategies to engage accounting and auditing students | Chair of FIREL will meet with the chair of the Department of Marcia, Staff, Chair of Finance, 8/1/2013 Closed
Audit Regulatory Investment Fund annual audit was performed by UNT accounting majors as required to perform the annual audit. Accounting to discuss means of encouraging participation in SIG and |Insurance, Real Estate and Law
Compliance Review by the donor agreement. the audit function by accounting majors. Implementation and
compliance rests ultimately with the members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Annual Audit — The Student Investment Group did not ensure that an [ Moderate | Consult with the advisor and accounting faculty to determine | Chair of FIREL will meet with the chair of the Department of Marcia, Staff, Chair of Finance, 8/1/2013 Closed
Audit Regulatory Investment Fund annual audit was performed by UNT accounting majors as required incentives that could be offered to encourage student Accounting to discuss means of encouraging participation in SIG and |Insurance, Real Estate and Law
Compliance Review by the donor agreement. participation in the annual audit. the audit function by accounting majors. Implementation and
compliance rests ultimately with the members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Maintaining Records — The Student Investment Group did not record | Moderate |The Student Investment Group should record and retain Chair of FIREL will work with the SIG to develop a template for SIG Marcia, Staff, Chair of Finance, 8/1/2013 Closed
Audit Regulatory Investment Fund and retain meeting minutes and voting records. meeting minutes, including voting records. meetings, including voting records. Implementation and compliance Insurance, Real Estate and Law
Compliance Review rests ultimately with the members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Quarterly Reports — Quarterly reports contained inaccuracies related | Moderate | Consult with the faculty advisor to gain an understanding on The Chair of FIREL will continue to remind SIG leaders prior to the due |Marcia, Staff, Chair of Finance, 7/1/2013 Closed
Audit Regulatory Investment Fund to expenses and revenues and were not completed timely. how to properly report expenses and revenues in the quarterly |dates of the reports. Reports will be signed by the preparer and one Insurance, Real Estate and Law
Compliance Review reports. SIG officer. ion and i rests with the
members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Quarterly Reports — Quarterly reports contained inaccuracies related | Moderate [ Develop a process to ensure reports are completed timely. The Chair of FIREL will continue to remind SIG leaders prior to the due |Marcia, Staff, Chair of Finance, 7/1/2013 Closed
Audit Regulatory Investment Fund to expenses and revenues and were not completed timely. dates of the reports. Reports will be signed by the preparer and one Insurance, Real Estate and Law
Compliance Review SIG officer. ion and i rests with the
members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-005 UNT Governance and Student-Managed UNT Quarterly Reports — Quarterly reports contained inaccuracies related | Moderate |Establish an audit committee to assist in preparing and The Chair of FIREL will continue to remind SIG leaders prior to the due |Marcia, Staff, Chair of Finance, 7/1/2013 Closed
Audit Regulatory Investment Fund to expenses and revenues and were not completed timely. reviewing the reports. dates of the reports. Reports will be signed by the preparer and one Insurance, Real Estate and Law
Compliance Review SIG officer. ion and i rests with the
members of the SIG.
Internal UNT System Internal | Fiscal Year 2013 13-006 HSC Academic and Financial Aid Review UNTHSC Overall, the Office of Financial Aid (OFA) has appropriate procedures NA None NA NA NA N/A
Audit Students and controls in place to comply with the UNTHSC policies, state laws
and the U.S. Department of Education regulations.
Internal UNT System Internal | Fiscal Year 2013 13-008 HSC Academic and Student Finance UNTHSC Overall, the Office of Student Finance has appropriate procedures NA None NA NA NA N/A
Audit Students Review and controls in place to comply with the UNTHSC policies and state
laws.
Internal UNT System Internal | Fiscal Year 2013 13-009 HSC Information Meaningful Use Stage UNTHSC Overall, UNTHSC appropriately documented and attested to NA None NA NA NA N/A
Audit Technology 1 Meaningful Use Stage 1 requirements as defined by CMS & TMHP.
Attestation Review No observations were made during the review that required
management action.
Internal UNT System Internal | Fiscal Year 2013 13-010 UNT Finance UNT Dining Services UNT UNT Dining Services is not verifying that they have been billed in Moderate |Implement a process and procedure to audit the Ben E. Keith We will be conducting periodic audits of the Ben E. Keith invoices and |Suzan Cruz, Business Manager 2/1/2014 Closed
Audit A/P Audit accordance with the contract terms with Ben E. Keith. invoices to verify that UNT is billed in accordance with the verifying the 6.5% margin is being enforced.
contract terms.
Internal UNT System Internal | Fiscal Year 2013 13-010 UNT Finance UNT Dining Services UNT UNT Dining Services is not scanning its Retail Dining Service invoices Low Develop a procedure to scan Retail Dining Service invoices. We are committed to completing the suggested electronic/scan Retail [Suzan Cruz, Business Manager 9/1/2014 Closed

Audit

A/P Audit

and supporting documentation as required by the Delegated Voucher
Payable Agreement with the UNT System Business Service Center.

invoices as requested. We will be contacting our Retail Vendors and
discussing the changes that are required by the University with regards
to electronic/scanned invoicing and how we can streamline a process
that will work for both parties.
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Students

Space Planning Review
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OSMP has not completed a Space Inventory Survey since 2009 which
was conducted by Facilities.

Action for Director of Office of Space
Management and Planning:

Conduct periodically a Space Inventory Survey preferably
annually if possible, and update information into the Space
Management System data base in order to ensure that
information recorded in the data base is complete and accurate.

Agreed at time of observation however Survey is currently in progress.
OSMP has invested more than a year in discovery, specification and
development of an expanded and more robust system that will not
only allow us to complete a yearly space survey but will enable UNT to
collect and disseminate valuable data that will benefit Research
Services, the Registrar, Facilities, Risk Management, HR, Classroom
Support, Asset Management and virtually every other unit on campus.
Additional auditee comments: OSMP currently maintains the data for
and completes THECB and Federal required reporting for the UNT
Denton and Dallas campuses as well as some of the space occupied by
the System. The combined total of approximately 7.3 million square
feet of space, according to industry standards for staff required for
CAFM systems, should require 3-4 people full time to maintain it after
initial setup. At this time OSMP has 1 FTE dedicated to the role of
system project and mail eof all
space data.

Cheryl Benningfield, Space
Inventory Manager

4/26/2013

Closed

Internal

UNT System Internal | Fiscal Year 2013

Audit

13-012 UNT

Academic and
Students

Space Planning Review

UNT has only one

who is fully
System data base.

in using and
the Space

Action for Director of Office of Space
Management and Planning:

Provide appropriate training to another employee in order to
ensure continuity of the Space Management System.

Agreed. Although Jessica, the Office Manager has taken several
training classes since May, the complexity and certain administrative
rights of the Space Management System make training of existing
regular staff difficult. Each member of the current OSMP staff has a full
time position and associated workload and only one person’s position
includes the responsibility for the system. The amount of training and
ongoing use that would be required to achieve competence in the
maintenance of the system does not lend itself to an “additional
duties as assigned” task or one that is a part-time on occasion role.
Additional auditee comments: The need for additional personnel to be
trained as well as another FTE for the Space Management System is
crucial especially if our office is expected to continue State reporting
for the UNT Dallas and System campuses. The addition of the new Law
School, Shared Services under the System, and UNT Dallas campus
failing their THECB space audit, cannot be achieved with the current
staff in OSMP. We will need one additional FTE in order to address
these critical issues.

Cheryl Benningfield, Space
Inventory Manager

5/1/2013

Closed

Internal

UNT System Internal | Fiscal Year 2013

Audit

13-012 UNT

Academic and
Students

Space Planning Review

UNT

OSMP does not have detailed operational written procedures

g the assi and re of University space.

Low

Suggested Management Action for Director of Office of Space
Management and Planning:

Develop detailed written departmental procedures, outlining
the OSMP operational processes and controls.

Agreed at time of observation however certain written procedures
have since been written.

1. OSMP now has written procedures for communications and
processes concerning the Space Assessment Committee and

A ation approval/non-app | of such requests.

2. Detailed written procedures have been completed for the Space
Inventory Survey process and were published online in April, 2013.
Additional written OSMP operational procedures have been identified
and are being developed at this time.

Jessica Shumate, Office
Manager

12/1/2013

Closed

Internal

UNT System Internal | Fiscal Year 2013

Audit

13-017 UNT

Academic and
Students

Parking Services
Review

UNT

Parking Meters - Parking operations does not have adequate controls
over parking meter receipts. Under current procedures employee
theft could occur and remain undetected. Reported Receipts from
meter parking for fiscal year 2012 were $448,884.

High

Parking and Transportation Services management should
consider the following management actions:

Do not provide keys to personnel responsible for collection of
receipts which will allow them access to those receipts.

1.Agreed. Individuals collecting each meters locked storage container
do not have access to the container. Once the coinage is dumped into
the larger locked collection container via a mechanical process the
meter coinage collection container is returned to the meter. The
locked collection container is then returned to the Parking Office when
collections are complete. The individuals collecting the coinage do not
have access to the locked collection container.

Geary L. Robinson, Ph.D., CAPP
Director, Parking and
Transportation Services

6/30/2013

Closed

Internal

UNT System Internal | Fiscal Year 2013

Audit

13-017 UNT

Academic and
Students

Parking Services
Review

Parking Meters - Parking operations does not have adequate controls
over parking meter receipts. Under current procedures employee
theft could occur and remain undetected. Reported Receipts from
meter parking for fiscal year 2012 were $448,884.

High

Reconcile revenue recorded in the Meter Manager system to
deposit bank receipts.

Agreed. Revenue will be recorded and entered in the Meter Manager
System. Upon receiving the

bank deposit receipts they will be used to reconcile the revenue
recorded in the Meter Manager system.

Geary L. Robinson, Ph.D., CAPP
Director, Parking and
Transportation Services

12/31/2013

Closed
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Written Procedures - The Parking Office does not have written
procedures addressing major business processes.

Moderate

Parking and Transportation Services management should
consider the following management action:

Develop detailed written procedures for applicable
departmental business processes.

Agreed. Written procedures are being developed addressing the
collection, recording, depositing, and reconciliation of parking
revenue. The written procedures being drafted for the Parking and
Transportation Services operations will provide consistency, and
guidance with regards to established University and departmental
controls and procedures. Additional auditee comments: The parking
office previously had written procedures and prior managers had been
directed to update those procedures to maintain consistency with UNT
policies and maintain accountability within the operation.
Management within the operation was realigned and a new Director
was recruited and hired effective January 2013.

Geary L. Robinson, Ph.D., CAPP
Director, Parking and
Transportation Services

12/31/2013

Closed

Internal UNT System Internal | Fiscal Year 2013 13-017 UNT Academic and Parking Services UNT The following equipment at the Union Circle garage facility is either Moderate |Evaluate and determine Parking garage operational and Agreed. Parking and Transportation Services has evaluated and Geary L. Robinson, Ph.D., CAPP 1/31/2014 Closed
Audit Students Review inoperable or not fully operable since May 2012. reporting needs. determined the Parking garage operational and reporting needs. Director, Parking and
*West Exit Booth — not operable, no power pad to perform Transportation Services
transactions, currently out for repair.
*West Exit Verifier (stand- alone equipment) — not operable, Internal
Power Pad needs repair. In addition, access card reader not operable.
*Middle Exit Booth — partly operable, Power Pad is able to process
locally, however the local system has lost the ability to communicate
information to the Scan Net data base.
*Pay-Station Equipment — not operable, Power Pad needs repair.
Internal UNT System Internal | Fiscal Year 2013 13-017 UNT Academic and Parking Services UNT The following equipment at the Union Circle garage facility is either Moderate |Determine whether to either maintain current garage Agreed. PTS is working with our software provider T2 Systems, Inc. to | Geary L. Robinson, Ph.D., CAPP 1/31/2014 Closed
Audit Students Review inoperable or not fully operable since May 2012. operational systems and repair necessary equipment, or replace |develop a plan to maintain Director, Parking and
*West Exit Booth — not operable, no power pad to perform applicable equipment and/or software to meet the expectations | current garage operational systems and repair necessary equipment. | Transportation Services
transactions, currently out for repair. and needs of the University parking garage operations. The plan will include replacing
*West Exit Verifier (stand- alone equipment) — not operable, Internal applicable equipment and software to meet the expectations and
Power Pad needs repair. In addition, access card reader not operable. needs of the University parking
*Middle Exit Booth — partly operable, Power Pad is able to process garage operations.
locally, however the local system has lost the ability to communicate
information to the Scan Net data base.
*Pay-Station Equipment — not operable, Power Pad needs repair.
Internal UNT System Internal | Fiscal Year 2013 13-017 UNT Academic and Parking Services UNT There is no reconciliation of the physical inventory of permits keptin | Moderate |Maintain a physical inventory record of permits with cumulative | Agreed. The maintaining of the physical inventory record of permits Geary L. Robinson, Ph.D., CAPP 10/31/2013 Closed
Audit Students Review the office to permits sold. balances noting beginning balances, purchased additions, and  |with cumulative balances noting beginning balances, purchased Director, Parking and
permit removals for each type of parking permit stored and additions, and permit removals for each type of parking permit stored |Transportation Services
locked in the storage-cage area and also for permits maintained |and locked in the storage-cage area and also for permits maintained in
in the cabinet in the front sales area. the cabinet in the front sales area is being developed.
Internal UNT System Internal | Fiscal Year 2013 13-017 UNT Academic and Parking Services UNT There is no reconciliation of the physical inventory of permits keptin | Moderate |Reconcile office inventoried permit usage to office sales PTS will reconcile office inventoried permit usage to office sales Geary L. Robinson, Ph.D., CAPP 10/31/2013 Closed
Audit Students Review the office to permits sold. documentation. documentation Director, Parking and
Transportation Services
Internal UNT System Internal | Fiscal Year 2013 13-017 UNT Academic and Parking Services UNT Parking Office credit card receipts are not being reconciled to source Moderate |Reconcile Parking Office credit card receipts to original source Agreed. PTS will reconcile Parking Office credit card receipts to original |Geary L. Robinson, Ph.D., CAPP 10/31/2014 Closed
Audit Students Review transaction activity recorded in the T-2 and Scan-Net systems. transaction activity. Implementation will ensure that credit card |source transaction activity. Director, Parking and
revenues are recorded and reconciled to transaction source Transportation Services
documentation.
Internal UNT System Internal | Fiscal Year 2013 13-023 UNT Academic and Enrollment UNT None of the departments that process cash receipts were in Moderate |Revise cash handling written procedures to include, but not We will follow-through with the suggestion management action plan. |Dr. Elizabeth With, Vice 9/1/2013 Closed
Audit Students Management Audit compliance with UNT Policy 2.1.10.1 Cash Controls. Two departments limited to: President for Student Affairs
had no written procedures and two other departments had  a reconciliation process;
inadequate written procedures.  authorization of persons (named) to collect cash;
* separation of duties; and
* mai e of cash receipts logs
Internal UNT System Internal | Fiscal Year 2013 13-023 UNT Academic and Enrollment UNT None of the departments that process cash receipts were in Moderate |Request assistance and a review by Student Accounting and We will follow-through with the suggestion management action plan. |Dr. Elizabeth With, Vice 9/1/2013 Closed
Audit Students Management Audit compliance with UNT Policy 2.1.10.1 Cash Controls. Two departments University Cashiering Services. President for Student Affairs
had no written procedures and two other departments had
i written procedures.
Internal UNT System Internal | Fiscal Year 2013 13-023 UNT Academic and Enrollment UNT The Student Financial Aid and Scholarships department does not Low Amend the check receipting process to include redacting the We will follow-through with the suggestion management action plan. |Dr. Elizabeth With, Vice 9/1/2013 Closed
Audit Students Management Audit redact bank account information on checks before scanning into bank account number and bank routing number before President for Student Affairs
Image Now. scanning into Image Now.
Internal UNT System Internal | Fiscal Year 2013 13-028 DAL Academic and UNT Dallas Facilities UNT Dallas Overall, based on the results of procedures performed, the facilities NA None NA NA NA N/A
Audit Students Certification Review development projects and acquisitions of real property complied with
rules established by the Texas Administrative Code and within the
parameters specified in the project applications that were submitted
to THECB.
12
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Students received scholarships from the Texas Apartment Association
(TAA) that were not processed through the Office of Student
Financial Aid and Scholarships (SFAS).

Students enrolled in the Residential Property Management (RPM)
degree program offered by the Department of Finance, Insurance,
Real Estate and Law (FIREL) are eligible to apply for a scholarship from
the TAA. Scholarships awarded by TAA are sent directly to the
student. Consequently, the awards are not processed through SFAS.

Recommendations for Chair of the FIREL Department:

Coordinate with the Office of Financial Aid to determine if
receipt of the TAA resulted in any dsin
federal financial aid and if so, adjustments should be resolved
and reported as required.

| ation will provide that scholarships
awarded by the Texas Apartment Association will be
coordinated and processed through the Office of Student
Financial Aid and Scholarships; compliance with Federal
Regulations, University policy, SFAS guidelines, and MOU
requirements will be achieved; and the overall control
environment will be strengthened.

2:The donor I its own p
scholarships to students and makes
the awards totally independent of the University. Management has no
direct knowledge of which
students receive the scholarships or in what amounts. To the best of
management’s knowledge and
belief, the funds are paid directly to the students. However,

has no direct k led
of any such receipt.
Since the scholarships are provided by an independent third party,
students are required to report
the scholarship amounts to SFAS. Management is not aware of any
mechanism by which it is required to and/or can report scholarships
made by third parties to UNT students of which management has no
direct knowledge.
Management agrees to consult with the UNT Office of Financial Aid to
determine University policy and procedures related to any required
reporting of scholarships made to UNT students by third parties when
the award is not made by the department or program and is

to provide

ed by an indi dent third party. agrees to
comply with the policies and procedures prescribed by the Office of
Financial Aid.

Marcia J. Staff, Chair, FIREL

1/27/2014

Closed

Internal UNT System Internal | Fiscal Year 2013 13-016 UNT Finance UNT Endowment UNT The scholarship committee waived the minimum 3.25 GPA Low Recommendations for Director of the Professional Leadership | We agree that the procedure was not followed, although the donor Marilyn K. Wiley, Senior 3/1/2014 Closed
Audit Review requirement to award a scholarship to a student. Program (PLP): was consulted for approval. Associate Dean, College of
Audit 3. We will consult the UNT General Counsel to determine whether Business
Administer endowment distributions in accordance with corrective action is needed for the award that was made.
provisions of the MOU.
Internal UNT System Internal | Fiscal Year 2013 13-016 UNT Finance UNT Endowment UNT The scholarship committee waived the minimum 3.25 GPA Low Recommendations for Director of the Professional Leadership | We agree that the procedure was not followed, although the donor Marilyn K. Wiley, Senior 3/1/2014 Closed
Audit Review requirement to award a scholarship to a student. Program (PLP): was consulted for approval. Associate Dean, College of
Audit Business
Obtain documented approval (agreement) from stakeholders 4. We will call a meeting including the donor, the PLP director and the
(donor, university, students, faculty, staff) as appropriate before | PLP assistant director to discuss compliance for future awards and
modifying the provisions of an existing MOU. Generally, the whether MOU modifications are needed, and document the results of
approval should be documented in the same form as the the meeting.
original agreement.
Internal UNT System Internal | Fiscal Year 2013 13-016 UNT Finance UNT Endowment UNT The scholarship committee waived the minimum 3.25 GPA Low Recommendations for Director of the Professional Leadership | We agree that the procedure was not followed, although the donor Marilyn K. Wiley, Senior 3/1/2014 Closed

Audit

Review
Audit

requirement to award a scholarship to a student.

Program (PLP):

Consult with Legal Counsel to determine if any or what
corrective action needs to be taken.

Implementation will provide assurance that stakeholders will be
made aware of modifications to the gift agreement; compliance
with provisions of the gift agreement will be achieved; potential
loss of endowment funds and other gifts will be minimized;
strained relations between donors and the University, which
might affect future gifts will be deterred; and negative publicity
and damage to the University's reputation will be prevented.

was consulted for approval.

5. In the future, the PLP director and staff will work closely with the
Dean's office to be sure that all scholarships are appropriately
awarded in compliance with the MOU provisions.

Associate Dean, College of
Business
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Numerous instances of non-compliance were noted regarding travel,
reimbursement, and PCard transactions.

For the travel and reimbursements transactions reviewed totaling
approximately $11,000 (FY 2011, 2012, and 2013), Internal Audit
observed the following:

*The Request to Travel (RTT) form was not consistently present,
signed, and/or complete (11linstances);

*Receipts were not consistently provided and were missing (22
instances); and,

*Supporting documentation was unorganized and/or not retained.
In general, Internal Audit observed numerous business related meals,
books, and electronic accessories purchased and subsequently
reimbursed.

For PCard transactions reviewed totaling approximately $135,000
(January 2012 — April 2013), Internal Audit also observed the
following:

*Food and Beverage Purchase justifications forms not consistently
used (27 instances);

*Exception Request Forms not used for restricted purchases (three
instances);

*Split purchases were observed (six instances totaling approximately
$12,000);

*Restricted purchases observed such as recurring satellite cable
provider and security system bills and notary fees (three instances);
*Sales tax was charged (11 instances); and

*Monthly PCard statement was not reconciled and/or reviewed
timely, and did not consistently evidence review by signature of

Actions for the Vice President for

Finance and Administration/CFO:

Review the PCard guidelines with cardholders, reconcilers, and
approvers to help ensure compliance. Ensure all parties
understand their responsibilities. BSC provided training should
be attended to understand any changes or updated to the

process.

We concur. PCard holder and reconciler will attend BSC PCard training
and will document expectation that cardholder will comply with BSC
policies and procedures. Reconciler will monitor utilization trends and
notify management of activity that should be transitioned to
requisition process. The campus will ensure compliance with BSC
polices related to travel and business related reimbursements instead
of establishing separate practices.

). Carlos Hernandez, Vice
President for Finance and
Administration/CFO

12/1/2013 Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

13-002 DAL

Finance

Finance and
Administration
Expense Review

UNT Dallas

Numerous instances of non-compliance were noted regarding travel,
reimbursement, and PCard transactions.

For the travel and reimbursements transactions reviewed totaling
approximately $11,000 (FY 2011, 2012, and 2013), Internal Audit
observed the following:

*The Request to Travel (RTT) form was not consistently present,
signed, and/or complete (11linstances);

*Receipts were not consistently provided and were missing (22
instances); and,

*Supporting documentation was unorganized and/or not retained.
In general, Internal Audit observed numerous business related meals,
books, and electronic accessories purchased and subsequently
reimbursed.

For PCard transactions reviewed totaling approximately $135,000
(January 2012 — April 2013), Internal Audit also observed the
following:

*Food and Beverage Purchase justifications forms not consistently
used (27 instances);

*Exception Request Forms not used for restricted purchases (three
instances);

*Split purchases were observed (six instances totaling approximately
$12,000);

*Restricted purchases observed such as recurring satellite cable
provider and security system bills and notary fees (three instances);
*Sales tax was charged (11 instances); and

*Monthly PCard statement was not reconciled and/or reviewed
timely, and did not consistently evidence review by signature of

Actions for the Vice President for

Finance and Administration/CFO:

Clearly

ities to desij who process

travel, reimbursements, and PCard transactions. Ensure the
processors understand their responsibilities, and have an

method for c

expectations.

with guidelines and

We concur. PCard holder and reconciler will attend BSC PCard training
and will document expectation that cardholder will comply with BSC
policies and procedures. Reconciler will monitor utilization trends and
notify management of activity that should be transitioned to
requisition process. The campus will ensure compliance with BSC
polices related to travel and business related reimbursements instead
of establishing separate practices.

). Carlos Hernandez, Vice
President for Finance and
Administration/CFO

12/1/2013 Closed
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Numerous instances of non-compliance were noted regarding travel,
reimbursement, and PCard transactions.

For the travel and reimbursements transactions reviewed totaling
approximately $11,000 (FY 2011, 2012, and 2013), Internal Audit
observed the following:

*The Request to Travel (RTT) form was not consistently present,
signed, and/or complete (11linstances);

*Receipts were not consistently provided and were missing (22
instances); and,

*Supporting documentation was unorganized and/or not retained.
In general, Internal Audit observed numerous business related meals,
books, and electronic accessories purchased and subsequently
reimbursed.

For PCard transactions reviewed totaling approximately $135,000
(January 2012 — April 2013), Internal Audit also observed the
following:

*Food and Beverage Purchase justifications forms not consistently
used (27 instances);

*Exception Request Forms not used for restricted purchases (three
instances);

*Split purchases were observed (six instances totaling approximately
$12,000);

*Restricted purchases observed such as recurring satellite cable
provider and security system bills and notary fees (three instances);
*Sales tax was charged (11 instances); and

*Monthly PCard statement was not reconciled and/or reviewed
timely, and did not consistently evidence review by signature of

Actions for the Vice President for

Finance and Administration/CFO:

Review trends in PCard usage and continue to move expenses to
the normal purchase order process for transactions that recur,
that have an associated contract, or need to have an updated
contract with the vendor. Continue to work with the BSC staff to
identify required or suggested transaction changes.

We concur. PCard holder and reconciler will attend BSC PCard training
and will document expectation that cardholder will comply with BSC
policies and procedures. Reconciler will monitor utilization trends and
notify management of activity that should be transitioned to
requisition process. The campus will ensure compliance with BSC
polices related to travel and business related reimbursements instead
of establishing separate practices.

). Carlos Hernandez, Vice
President for Finance and
Administration/CFO

12/1/2013 Closed

Internal

UNT System Internal
Audit

Fiscal Year 2013

13-002 DAL

Finance

Finance and
Administration
Expense Review

UNT Dallas

Numerous instances of non-compliance were noted regarding travel,
reimbursement, and PCard transactions.

For the travel and reimbursements transactions reviewed totaling
approximately $11,000 (FY 2011, 2012, and 2013), Internal Audit
observed the following:

*The Request to Travel (RTT) form was not consistently present,
signed, and/or complete (11linstances);

*Receipts were not consistently provided and were missing (22
instances); and,

*Supporting documentation was unorganized and/or not retained.
In general, Internal Audit observed numerous business related meals,
books, and electronic accessories purchased and subsequently
reimbursed.

For PCard transactions reviewed totaling approximately $135,000
(January 2012 — April 2013), Internal Audit also observed the
following:

*Food and Beverage Purchase justifications forms not consistently
used (27 instances);

*Exception Request Forms not used for restricted purchases (three
instances);

*Split purchases were observed (six instances totaling approximately
$12,000);

*Restricted purchases observed such as recurring satellite cable
provider and security system bills and notary fees (three instances);
*Sales tax was charged (11 instances); and

*Monthly PCard statement was not reconciled and/or reviewed
timely, and did not consistently evidence review by signature of

Actions for the Vice President for

Finance and Administration/CFO:

Continue to develop and refine campus specific policies related
to travel and business related reimbursements for all
employees. This could include limits and or detailed
expectations on business meals and other business related
purchases. Implementation of these suggested actions will help
assure compliance with PCard guidelines, as well as improve the
overall control environment in the UNT Dallas Finance and
Administration Office and campus.

We concur. PCard holder and reconciler will attend BSC PCard training
and will document expectation that cardholder will comply with BSC
policies and procedures. Reconciler will monitor utilization trends and
notify management of activity that should be transitioned to
requisition process. The campus will ensure compliance with BSC
polices related to travel and business related reimbursements instead
of establishing separate practices.

). Carlos Hernandez, Vice
President for Finance and
Administration/CFO

12/1/2013 Closed
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The review and testing of operational processes and controls
indicated that business procedures and controls pertaining to the
determination of student-athlete eligibility certification are effective
and operating as intended. For the sample tested, information
recorded and maintained to determine student athlete eligibility for
the Fall 2012 and Spring 2013 semesters was accurate.

The Office of the Registrar and the Athletics department are

proactive in ensuring that the University has complied with NCAA
eligibility requirements and maintain accurate information used in
determining student-athlete eligibility. Meetings are often held
between the two departments to ensure UNT compliance. The Office
of the Registrar recently developed a control schedule called “Student
Athlete Checklist for Continuing Students” to assist in documenting
that NCAA requirements have been met. Internal Audit noted a need
to improve the recording of signatures and dates on some supporting
documentation; this was discussed during the Exit Meeting.

N/A

Internal

UNT System Internal | Fiscal Year 2013
Audit

13-010 UNT

Finance

UNT Dining Services
A/P Audit

UNT Dining Services is not verifying that they have been billed in
accordance with the contract terms with Ben E. Keith.

Ben E. Keith, Dining Services main food vendor, is required to bill
Dining Services the identical amount that Ben E. Keith pays for food
products purchased from other vendors. On top of this amount, Ben
E. Keith is allowed to charge a profit margin, not greater than 6.5%.
The method by which the margin is calculated is detailed in the
contract.

Currently, in processing payments to Ben E. Keith, Dining Services is
not verifying that the 6.5% margin has been calculated correctly and
in accordance with the contract terms. Also, the contract includes a
right to audit clause so that UNT can verify that it has been charged
the same amount that Ben E. Keith has paid. Dining Services has
never exercised this option.

Action for the Executive Director of

Dining Services:
1. Implement a process and procedure to audit the Ben E. Keith
invoices to verify that UNT is billed in accordance with the
contract terms.

| ation will provide that UNT Dining Services
is verifying and paying no more than the agreed six and one half
percent (6.5%) margin.

We will be conducting periodic audits of the Ben E. Keith invoices and
verifying the 6.5% margin is being enforced.

Suzan Cruz, Business Manager

2/1/2014 Closed

Internal

UNT System Internal | Fiscal Year 2013
Audit

13-015 UNT

Research

Restricted Research
Review

Expenditures for one research project were not included in the 2012
annual report to the Texas Higher Education Coordinating Board.
(THECB).

At the time of initial setup, a research project was inadvertently
assigned a National Association of College and University Business
Officers (NACUBO) class code that identified the project as public
service instead of restricted research in the University's general ledger
(GL) system. Subsequently, when restricted research expenditures
data were extracted from the GL to report to the THECB,
expenditures for the project coded as public service were not
included.

Action for the Director of the Office of

Research Services:

1. Develop a process to match and reconcile restricted research
awards with corresponding restricted research expenditures
prior to reporting to the THECB or other regulatory entities.
Implementation will provide assurance that restricted research
awards are accurately matched or reconciled to restricted
research expenditures prior to reporting to the THECB.

Develop and use a control report on a consistent basis to ensure that
NACUBO class coding for restricted research awards matches
corresponding reporting for restricted research expenditures.

Britt Krhovjak, Assistant
Director for Research
Accounting

11/30/2013 Closed

Internal

UNT System Internal | Fiscal Year 2013
Audit

13-007 HSC

Academic and
Students

School of Health
Professions Review
Audit

UNTHSC

UNTHSC does not have comprehensive policies and/or procedures for
cash handling.

While the Office of Accounting has a cash handling procedure, it does
not give specific detail on maintaining of cash balances in a
department (i.e. maintaining a record of custody, entrance
procedures for a safe, distribution of cash payments, and
independent reconciliation).

The following was observed regarding cash handling in the SHP:

* The department withdraws cash to pay research/simulated patients
a fee for participation in a study of class. After the cash is provided to
the SHP, no record of custody is maintained when cash is passed
from one employee to another.

* There was no log showing entrance into the safe where these funds
were kept.

* Funds were not in the location indicated on the ‘Research
Participation Custodial Agreement’ form.

* Large cash balances were withdrawn and held for periods exceeding
three months.

In our sample of withdrawals for research or training patients, three
institutionally funded projects had cash outstanding of $16,190.

Action For Controller and Chief Budget

Officer:

Develop comprehensive cash handling policies and/or
procedures that ensure cash is safeguarded. The procedure
should include processes for: Maintaining a chain of custody,
storing cash in a safe, entrance into the safe, disbursing cash to
patients, returning all unused funds, and establishing an
independent reconciliation.

Management agrees that UNTHSC does not have comprehensive
procedure for cash handling, although there is a procedure for
handling petty cash. Management will develop a general policy for
instances that are outside the scope of petty cash. The suggestion will
be made to the BSC Director of Purchasing to add instructions
regarding securing funds to the simulated patient and research
participant procedures.

Kim Schaade, Associate
Controller

1/31/2014 Closed
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UNTHSC does not have comprehensive policies and/or pra for

cash handling.

While the Office of Accounting has a cash handling procedure, it does
not give specific detail on maintaining of cash balances in a
department (i.e. maintaining a record of custody, entrance
procedures for a safe, distribution of cash payments, and
independent reconciliation).

The following was observed regarding cash handling in the SHP:

* The department withdraws cash to pay research/simulated patients
a fee for participation in a study of class. After the cash is provided to
the SHP, no record of custody is maintained when cash is passed
from one employee to another.

* There was no log showing entrance into the safe where these funds
were kept.

* Funds were not in the location indicated on the ‘Research
Participation Custodial Agreement’ form.

* Large cash balances were withdrawn and held for periods exceeding
three months.

In our sample of withdrawals for research or training patients, three
institutionally funded projects had cash outstanding of $16,190.

Action For Controller and Chief Budget
Officer:

Ensure the cash handling policies and/or procedures are
distributed to all department personnel handling cash.

Management agrees that UNTHSC does not have comprehensive
procedure for cash handling, although there is a procedure for
handling petty cash. Management will develop a general policy for
instances that are outside the scope of petty cash. The suggestion will
be made to the BSC Director of Purchasing to add instructions
regarding securing funds to the simulated patient and research
participant procedures.

Kim Schaade, Associate
Controller

1/31/2014 Closed

Internal

UNT System Internal | Fiscal Year 2013
Audit

13-007 HSC

Academic and
Students

School of Health
Professions Review
Audit

UNTHSC

UNTHSC does not have comprehensive policies and/or pra for

cash handling.

While the Office of Accounting has a cash handling procedure, it does
not give specific detail on maintaining of cash balances in a
department (i.e. maintaining a record of custody, entrance
procedures for a safe, distribution of cash payments, and
independent reconciliation).

The following was observed regarding cash handling in the SHP:

* The department withdraws cash to pay research/simulated patients
a fee for participation in a study of class. After the cash is provided to
the SHP, no record of custody is maintained when cash is passed
from one employee to another.

* There was no log showing entrance into the safe where these funds
were kept.

* Funds were not in the location indicated on the ‘Research
Participation Custodial Agreement’ form.

* Large cash balances were withdrawn and held for periods exceeding
three months.

In our sample of withdrawals for research or training patients, three
institutionally funded projects had cash outstanding of $16,190.

Action For Controller and Chief Budget
Officer:

Update departmental cash handling procedures to follow
policies and/or procedures developed by the Office of
Accounting.

Management Agrees and will ensure that each department has written
procedures for handling cash. The suggestions mentioned in Item #4
will be included in the guidelines that the school will present prior to
February 28, 2014.

Syndi Espinoza, Assistant to the
Chair (PT)

Kim Williams, Assistant to the
Chair (PA)

02/28,/2014 Closed

Internal

UNT System Internal | Fiscal Year 2013
Audit

13-007 HSC

Academic and
Students

School of Health
Professions Review
Audit

UNTHSC

UNTHSC does not have comprehensive policies and/or pra for

cash handling.

While the Office of Accounting has a cash handling procedure, it does
not give specific detail on maintaining of cash balances in a
department (i.e. maintaining a record of custody, entrance
procedures for a safe, distribution of cash payments, and
independent reconciliation).

The following was observed regarding cash handling in the SHP:

* The department withdraws cash to pay research/simulated patients
a fee for participation in a study of class. After the cash is provided to
the SHP, no record of custody is maintained when cash is passed
from one employee to another.

* There was no log showing entrance into the safe where these funds
were kept.

* Funds were not in the location indicated on the ‘Research
Participation Custodial Agreement’ form.

* Large cash balances were withdrawn and held for periods exceeding
three months.

In our sample of withdrawals for research or training patients, three
institutionally funded projects had cash outstanding of $16,190.

Action For Controller and Chief Budget
Officer:

Determine the funds needed for a three month period and
return all excess funds to the original ProjIDs or DeptIDs.
Implementation will protect staff members and cash by ensuring|
that cash is adequately safeguarded.

Management Agrees and will ensure that each department has written
procedures for handling cash. The suggestions mentioned in Item #4
will be included in the guidelines that the school will present prior to
February 28, 2014.

Syndi Espinoza, Assistant to the
Chair (PT)

Kim Williams, Assistant to the
Chair (PA)

02/28,/2014 Closed
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Internal UNT System Internal | Fiscal Year 2013 13-016 UNT Finance UNT Endowment UNT Students received scholarships from the Texas Apartment Association Low Recommendations for Chair of the FIREL Department: 1: Management agrees that the following portion of the MOU has not | Michael Braswell, TAA 3/1/2014 Closed
Audit Review (TAA) that were not processed through the Office of Student been implemented: “The University agrees to establish a RPM Program [Professor and Marcia J. Staff,
Audit Financial Aid and Scholarships (SFAS). Establish procedures to work in conjunction with the TAA to scholarship to be funded by the Donor, and to work in conjunction Chair, FIREL
Students enrolled in the Residential Property Management (RPM) identify recipients of scholarships, ascertain the amount of each |with the Donor to identity candidates and recipients for the
degree program offered by the Department of Finance, Insurance, scholarship awarded, and direct scholarship payments to the scholarship.”
Real Estate and Law (FIREL) are eligible to apply for a scholarship from Office of Student Financial Aid and Scholarships for coordination | Since the donor chose to not fund the program, the University could
the TAA. Scholarships awarded by TAA are sent directly to the and processing; or consult with the donor, Office of General not establish the program
student. Consequently, the awards are not processed through SFAS. Counsel, and SFAS to amend the MOU so that the requirements |scholarship as described in the MOU. Since the program was never
conform to current practice. created, no scholarships were ever awarded as UNT RPM program
scholarships.
Management agrees to consult with the donor and the Office of
General Counsel to amend the MOU to delete the reference in the
statement quoted above.
Internal UNT System Internal | Fiscal Year 2014/ 13-027 UNT Academic and UNT Kristin Farmer UNT The UNT Kristin Farmer Autism Center’s (KFAC) Business Plan does High Management Action for the Vice Provost for Academic The Vice Provost for Academic Resources agrees with all the Dr. Allen Clark, Vice Provost for 4/01/2014 Closed
Audit Students Autism Audit not appear to be achievable. Resources and Dean of the College of Education: recommendations. Academic Resources
The KFAC's Business Plan presents a detail cost structure for provided 1. The Vice Provost for Academic Resources with the Dean of the
services as $5,500 per month per child, or $66,000 annually. KFAC Establish a team with the knowledge and expertise to evaluate | College of Education to compose an evaluation team with the
was to service 40 children monthly generating an annual income of the KFAC’s Business Plan; knowledge and expertise to evaluate the KFAC’s Business Plan. This
$2,640,000; however, the Center’s capacity can only operate with 20 team will consist of members of UNT and the community who can help
full-time and additional part-time clients. Additionally, there is no to advise on individual components of the plan.
presentation or explanation of how these services will be paid by the
client. Examples would include insurance coverage, partnering with
local school districts, or scholarships.
Internal UNT System Internal | Fiscal Year 2014/ 13-027 UNT Academic and UNT Kristin Farmer UNT The UNT Kristin Farmer Autism Center’s (KFAC) Business Plan does High Management Action for the Vice Provost for Academic 2. Assure that all sources of revenue have been identified and Dr. Kevin Callahan, Executive 4/01/2014 Closed
Audit Students Autism Audit not appear to be achievable. Resources and Dean of the College of Education: validated through the development of a funding model of service Director of the Kristen Farmer
The KFAC's Business Plan presents a detail cost structure for provided provided by the center. Autism Center
services as $5,500 per month per child, or $66,000 annually. KFAC Assure that all sources of revenue have been identified and
was to service 40 children monthly generating an annual income of validated;
$2,640,000; however, the Center’s capacity can only operate with 20
full-time and additional part-time clients. Additionally, there is no
presentation or explanation of how these services will be paid by the
client. Examples would include insurance coverage, partnering with
local school districts, or scholarships.
Internal UNT System Internal | Fiscal Year 2014/ 13-027 UNT Academic and UNT Kristin Farmer UNT The UNT Kristin Farmer Autism Center’s (KFAC) Business Plan does High Management Action for the Vice Provost for Academic The Vice Provost for Academic Resources agrees with all the Dr. Kevin Callahan, Executive 4/01/2014 Closed
Audit Students Autism Audit not appear to be achievable. Resources and Dean of the College of Education: recommendations. Director of the Kristen Farmer
The KFAC's Business Plan presents a detail cost structure for provided Autism Center
services as $5,500 per month per child, or $66,000 annually. KFAC Perform a cost/benefit analysis of the KFAC; and 3. A cost/benefit analysis will be included as part of the updated
was to service 40 children monthly generating an annual income of business plan.
$2,640,000; however, the Center’s capacity can only operate with 20
full-time and additional part-time clients. Additionally, there is no
presentation or explanation of how these services will be paid by the
client. Examples would include insurance coverage, partnering with
local school districts, or scholarships.
Internal UNT System Internal | Fiscal Year 2014/ 13-027 UNT Academic and UNT Kristin Farmer UNT The UNT Kristin Farmer Autism Center’s (KFAC) Business Plan does High Management Action for the Vice Provost for Academic The Vice Provost for Academic Resources agrees with all the Dr. Allen Clark, Vice Provost for 3/15/2014 Closed
Audit Students Autism Audit not appear to be achievable. Resources and Dean of the College of Education: recommendations. Academic Resources
The KFAC's Business Plan presents a detail cost structure for provided
services as $5,500 per month per child, or $66,000 annually. KFAC Prepare a Memorandum of Understanding to document the 4. Prepare a Memorandum of Understanding to document the
was to service 40 children monthly generating an annual income of financial funding agreements between the KFAC, the Provost financial funding agreements between the KFAC, the Provost, and the
$2,640,000; however, the Center’s capacity can only operate with 20 Office and the University. University. A cost/benefit analysis will be included as part of the
full-time and additional part-time clients. Additionally, there is no Implementation will provide assurance that a thorough updated business plan.
presentation or explanation of how these services will be paid by the evaluation of future Centers and Institutes will be performed.
client. Examples would include insurance coverage, partnering with Additionally, a cost/benefit analysis of the KFAC will be
local school districts, or scholarships. performed.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 HSC Governance and Family Medicine UNTHSC None NA None NA NA NA N/A
Audit Regulatory Residency Program
Compliance
18
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We performed a limited review of the control environment related to
football ticket sales. We noted K related to i Y
and student tickets. These weaknesses included a lack of procedures
for i y ticketsand no r iliations of li Y
tickets or unsold student tickets.

We recommend that the Athletics department strengthen the
controls related to i y tickets (includif

The athletic department agrees with a recommendation that
dditional steps can be taken to further assure

student tickets), develop procedures relating to complimentary
tickets which should include documentation of

each complimentary ticket recipient, and perform
reconciliations of complimentary and student tickets.

reconciliation/security of comp/students tickets. The athletic
department will:

1. On a weekly basis reconcile

a. student tickets

b. student athlete tickets

2. Work with Ticketmaster to assure that all protocols are in place to
link personnel who can print or

distribute comp tickets. 3.
On a monthly basis, spot check and report on comp ticket distributions
to assure proper approvals are

in place.

Mike Ashbaugh, Troy Taylor

1/15/2014

Closed

Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT Future game guarantees are not accrued when contracts are NA We recommend that game guarantees be accrued in the The athletic department agrees to create accounts receivable for game | Mike Ashbaugh 1/15/2014 Closed
Audit Regulatory Procedures executed. financial reporting period when the contracts are executed. contracts. We will consult with
Compliance Financial Reporting to record existing and future contracts using GAAP
as a guideline for recording these
amounts. The athletic department notes that in most cases the
guaranteed amount in the event a scheduled
contest is not played is not the same as the face value of the contract
when the game is played. Again we
will consult with Financial Reporting to determine the amount to be
recorded.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT NCAA Bylaw 11.2.2, Athletically Related Income, requires annual NA ‘We recommend that the Athletics Department develop a The athletic department has always collected all forms in a timely Rick Villarreal, Mike Ashbaugh, 1/15/2014 Closed
Audit Regulatory Procedures reporting of all process for assuring that all reports are obtained manner through the Compliance Office. Scott Hobbs
Compliance athletically related income and benefits from sources outside the and completed appropriately, and determine if any additional | This year due to a change in the Compliance Officer, all forms were not
institution. This reporting is to also be steps are necessary for this process to be collected. To alleviate this from
provided to the President. During the audit, Athletics did not have all fully compliant with NCAA Bylaw 11.2.2. happening again the athletic department will:
required reports on file for fiscal 1. Reinforce the responsibility of the Compliance Officer to create a list
year 2013. The forms were subsequently completed and no third- of staff required to submit
party compensation was received by the forms.
Athletics Department employees that met the criteria to be disclosed 2. Meet with staff and department personnel to get each form signed
in the financial statements. and recorded on an Excel
spreadsheet.
3. Athletic Director and Senior Associate Athletic Director for Business
Affairs will set calendar
reminders to meet with Compliance Officer and complete certification
two weeks prior to required
submission date.
Athletics notes that forms for 2011 and 2012 were requested after the
review and all forms were provided
immediately. This is reinforcement that our procedures under normal
circumstances have been followed.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT Future game guarantees are not recorded when contracts are NA We recommend that game guarantees be recorded when the We will consult with Financial Reporting to record existing and future | Mike Ashbaugh 1/15/2014 Closed
Audit Regulatory Procedures executed. contracts are executed. contracts using GAAP as a
Compliance guideline for recording these amounts. The athletic department notes
that in most cases the guaranteed
amount in the event a scheduled contest is not played is not the same
as the face value of the contract
when the game is played. Again we will consult with Financial
Reporting to determine the amount to be
recorded.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT Non-cash benefits for Athletic Department Employees -When NA We recommend that any necessary corrections be made to prior [ The UNT System BSC agrees and will review the documentation Carol McFarland, BSC Tax 3/31/2014 Closed
Audit Regulatory Procedures recalculating a sample of the year W-2's. provided by Internal Audit. Accountant
Compliance calendar year 2012 W-2s and reviewing other supporting
documentation, temporary housing benefits for several of the
recently hired coaches should be evaluated for inclusion on the
employees’ W-2s as taxable income.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT In calendar year 2011, the tax treatment for employee cell phone NA ‘We recommend that the Vice President for Information The Vice Provost for Information Technology and CIO, in conjunction  |John Hooper, UNT Vice Provost 9/1/2014 Closed

Audit

Regulatory
Compliance

Procedures

allowances and cell phone

purchase reimbursements was changed entity-wide to a non-taxable
allowance. However, procedures have not been established requiring
documentation to ensure that the cell phone expense
reimbursements do not exceed the employee’s actual business
expense and the reimbursement is provided for the IRS required
business purposes. The current cell phone allowance policies are not
consistent with the current tax-treatment and practices, and need to
be revised.

Technology and CIO, in conjunction with the

Business Service Center, review the current tax treatment
practice for cell phone allowances and cell

phone purchase reimbursements, and update the cell phone
policy accordingly. Additionally, policy

training to cell phone allowance recipients should be provided
to ensure compliance with policy

requirements.

with the Business Service Center

and IT Shared Services, will review the current tax treatment practice
for cell phone allowances and cell

phone purchase reimbursements and update the cell phone policy
accordingly. Further, appropriate

policy training for cell phone allowance recipients will be developed to
ensure compliance with policy

requirements.

for Information Technology and
clo
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documentation. A travel voucher was

reimbursed at $11,306.45, however only $9,873.34 of that expense
could be matched to travel receipts. However, the documentation
submitted included an explanation that there were issues with the
billing from the hotel. This voucher was for hotel charges for
temporary housing for new coaches. This expense was reclassified
from Other Operating Expenses to Coaching Salaries, Benefits and
Bonuses Paid by the University and Related Entities

receipts be paid. Additionally, temporary housing expenses
should be handled via a purchase order.

available at the time of the filing of

the expense report. The balance of the documentation was available
during the next month’s expense

statements. In addition, this particular bill was problematic due to a
breach in normal hotel billing

policies; the proper receipts and accounting were not available from
the hotel. Documentation of these

irregularities, including e-mails from hotel management, was attached
to expense report. Concerning the

travel voucher, housing was supplied and required by the Athletic
Department during the recruiting

period.

The reclassification of expenses is a necessary process due to a
number of factors both in athletics and

other departments. The athletic department will conduct a review of
why reclassifications were required.

The athletic department will continue to reduce the number of
reclassifications by:

1. Performing monthly reviews of accounts and account numbers to
insure better accuracy.

2. Review changes of account numbers made once transactions leave

the athletic department.

Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT When recalculating a sample of the calendar year 2012 W-2s and NA We recommend that the Business Service Center review the The UNT System BSC agrees Carol McFarland, BSC Tax 3/31/2014 Closed
Audit Regulatory Procedures reviewing other supporting current process for making year-end adjustments to all Accountant
Compliance documentation, an overstatement of wages in one employee’s W-2 employee wages to ensure that all wages reported on the
Box 1 wages was identified. After consulting with the Business Service Institutions’ W-2s are accurate.
Center (BSC), it was determined that a year-end adjustment was
made twice for covered wages. The BSC will issue a W-2c reducing
covered wages by $1,765.93.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT During the review of recruiting policies, it was noted that no policy NA We recommend that policies be developed specific to recruiting |The Athletic Department currently has documented procedures given |Rick Villarreal, Mike Ashbaugh, 8/1/2014 Closed
Audit Regulatory Procedures manual exists, just a expenses to assist in assuring compliance with all NCAA to every new coach upon arrival at Patty Wells, Becky Hall, Scott
Compliance collection of documents. These documents did not address recruiting regulations. the University. The department currently: Hobbs
expenses. 1. Has a training session with each coach or staff as hired to cover
policies
2. Gives each coach a NCAA Rule Book which lists all applicable rules
and bylaws
3. Provides a hardcopy and online file of department policies on travel
and credit card use
4. Annually test coaches on rules
The athletic department agrees to review other university policy
manuals to strengthen our existing
policies and manuals.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT During the review of team travel policies, it was noted that the NA We recommend that the policies be reviewed and updated to | The Athletic Department currently has documented procedures given |Rick Villarreal, Mike Ashbaugh, 8/1/2014 Closed
Audit Regulatory Procedures policies specific to team assure all significant team travel NCAA regulations are to every new coach upon arrival at Patty Wells, Becky Hall, Scott
Compliance travel do not address all relevant NCAA Bylaws. addressed. the University. The department currently: Hobbs
1. Has a training session with each coach or staff as hired to cover
policies
2. Gives each coach a NCAA Rule Book which lists all applicable rules
and bylaws
3. Provides a hardcopy and online file of department policies on travel
and credit card use
4. Annually test coaches on rules
The athletic department agrees to review other university policy
manuals to strengthen our existing
policies and manuals.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT During the course of the review, we noted that detailed supporting NA We recommend that Athletics retain detailed supporting It is not the practice of the Athletic Department to process journal Mike Ashbaugh, Troy Taylors 1/15/2014 Closed
Audit Regulatory Procedures documentation for two documentation for all journal entries. entries without proper backup
Compliance transactions was not available. These transactions were journal documentation. To ensure in the future there are no journal entries
entries prepared by Athletics Department staff to move an expense without documentation the Athletic
into one account from another. Department agrees to do the following:
1. Require d ation review on all t with spot
department checks.
2. The Athletic Department will follow the policy set by Financial
Reporting for journal entry
documentation.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 UNT Governance and NCAA Agreed Upon UNT One expense was not fully supported by the supporting NA We recommend that only expenses that can be supported by The supporting documentation reviewed was only the partial items Mike Ashbaugh, Troy Taylor 5/1/2014 Closed
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Twenty-eight percent of the invoices reviewed in our samples were
paid more than 30 days

from the date of the invoice. Additionally, 10% of the invoices,
totaling $167,126.10, spanned two fiscal years resulting in expenses
reported in the wrong financial reporting period.

We recommend that the Athletics Department assure that all
invoices are paid in a timely manner and that goods and services
are paid and expensed in the year in which the expense
occurred.

The first two bills reviewed were those with the longest pay date. Both
were found to be delinquent from

the company’s issuing, one that had been sold 13 months ago. The
athletic department intends to review

each of the specified bills that were late in payment to identify where
the delays are taking place in order

to make sure that all bills are paid within the terms listed from the
vendor. This process will take some

time but will be completed by the end of March. The athletic
department will immediately take the

following actions:

1. Will conduct thorough review of payment process from P.O. to
payment and each step in between.

2. Review and check the statement date of each bill submitted for
payment.

3. Retain records of dates bills are transmitted for payment to campus
or the BSC.

Mike Ashbaugh, Troy Taylor,
Clara Richard

1/15/2014

Closed

Internal UNT System Internal |Fiscal Year 2014 14-001 UNT Governanceand | NCAA Agreed Upon UNT It was noted during the course of the review that all journal template NA We recommend that Financial Reporting develop a written The Controller’s Office and Financial Reporting are developing a Lee Miara, Associate Vice 6/1/2014 Closed
Audit Regulatory Procedures entries booked by the standard for journal entry documentation and review the written standard for journal entry President for Finance and
Compliance any UNT department, including the Athletic Department, are booked supporting documentation for journal entries. documentation that will require all submitted journals with line item | Controller
on the general ledger without inclusion and review of supporting amounts $5K and above to include
documentation by Financial Reporting. The current process of appropriate supporting documentation that fully explains the journal
booking journal entries is for an employee to submit a journal being booked to the system.
template to Financial Reporting for review that consists of an account Supporting documentation for journals with line item amounts less
type match and a budget check. It is expected that the department than $5,000 will continue to be
has and the supporting dt ion for every journal retained within the originating department in accordance with UNT’s
template entry submitted. Lack of review of supporting Records Management and Retention
documentation can result in inappropriate, inaccurate journal entries policy 10.10. This will require a culture change throughout campus and
and/or errors and discrepancies going undetected. numerous training sessions.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 SYS Governance and | FY 2013 Investments UNT System As of August 31, 2013, UNT reported an investment in both agency Low Recommended Management Action for Andrew Harris, Vice Agree. The SBA investment will mature 9/25/2014. UNT will reinvest in [Jean Bush, Sr. Associate VP for 9/25/2014 Closed
Audit Regulatory Review securities and Small Business Administration (SBA’s) bonds, however; President for Finance and Administration (UNT): compliance with the current investment regulations. Finance
Compliance Audit UNT System Regulation 08.2000 does not include these investments
as authorized investments. These investments were authorized by Assure all investments are authorized by current policy.
the policy in effect at the time of purchase. In fiscal year 2013, no Implementation will ensure that all investments are supported
new securities were purchased and future purchases are not planned. by a Board approved regulation.
Two of the three agency securities matured in FY 2013, and one
matured in September 2013.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 SYS Governance and | FY 2013 Investments UNT System UNT System, UNT, and UNT Dallas do not have fully executed bank High Recommendation for Allen Clemson, Vice Chancellor for UNT Response: Although the written agreement between Wells Fargo |UNT: Allen Clemson, Vice 4/1/2014 Closed
Audit Regulatory Review depository agreements with Wells Fargo. The bank depository Administration and Chief of Staff (UNT System), Andrew Harris, |bank and UNT expired in 2013, the parties have continued to operate |Chancellor for Administration
Compliance Audit agreement with Wells Fargo expired August 31, 2013. A draft Vice President for Finance (UNT), and Carlos Hernandez, Vice under the existing agreement with the same terms until the new UNT Dallas :Carlos Hernandez,
agreement has been completed, but the agreement has not been President of Finance and Administration/CFO (UNT Dallas): contract can be finalized. Management will continue to work with the |Vice President for Finance and
finalized and executed. Office of the General Counsel to finalize the written agreement and Administration/CFO — UNTD
Finalize the UNT System, UNT, and UNT Dallas Bank Depository |expects to have a newly executed agreement by April 1, 2014. UNT System: Alan Stucky
Agreements with Wells Fargo.
Implementation will help ensure that Board of Regents
expectations are met, bank deposits are safeguarded, and any |UNT Dallas Response: Agree. Management will continue to work with
favorable terms are in force. the Office of the General Counsel to finalize the written agreement
and expects to have a newly executed agreement by
UNT System Response: Agree. Bring closure to all unresolved issues
and finalize depository agreements.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 SYS Governance and | FY 2013 Investments UNT System The Investment Portfolio Summary graph reported in the UNT the Low Recommended Management Action for Andrew Harris, Vice Agree. A correction to the May 31, 2013 quarterly investment report  [Jean Bush, Sr. Associate VP for 5/20/2014 Closed

Audit

Regulatory
Compliance

Review
Audit

Quarterly Investment Report for the period ending May 31, 2013 was
not accurate. Additionally the earned income figure should have been
$148,566.64 versus the $304, 933.53 reported.

President for Finance and Administration (UNT):

Review the UNT Quarterly Investment Report to assure the
accuracy of information prior to the issuance of the quarterly
report to the Board of Regents and posting of the report on the
institution’s investment disclosure website.

Implementation will ensure that the information reported on a
Quarterly Investment Reports is complete and accurate.

will be included with the next presentation of quarterly investment
reports for the Board of Regents.

Finance
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Internal UNT System Internal | Fiscal Year 2014/ 14-002 SYS Governance and | FY 2013 Investments UNT System A report of investment performance over the course of the year was di ded Action for Allen Clemson, Vice UNT System Response: Agree. Submit a report of investment Carolyn Whitlock 2/7/2014 Closed
Audit Regulatory Review not submitted to the Board of Regents at its first regularly scheduled Chancellor for Administration and Chief of Staff (UNT System): |performance at the Board of Regents first regularly scheduled board
Compliance Audit board meeting following the end of the fiscal year as required by At the end of each fiscal year, prepare and submit a report of [ meeting following the end of the fiscal year.
System Regulation 08.2000. investment performance for the year to the UNT System Board |Expected Implementation Date: Immediately
of Regents at its first regularly scheduled board meeting
following the end of the fiscal year. Implementation will assure
compliance with UNT System Regulation, 08.2000.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC UNTHSC did not include disclosure of an external investment advisor | Moderate |Recommended action for Senior Vice President of Finance and agrees with r dation will update |Geoffrey Scarpelli, Controller 2/15/2014 Closed
Audit Regulatory Review in response to the SAQ’s disclosure requirement question. UNTHSC Chief Finance Officer: its website investment disclosures to reflect that UNTHSC uses and and Chief Budget Officer
Compliance Audit answered “no” to the question “Does the institution employ outside external advisor/manager, the UNTHSC Foundation, for management
investment advisors or managers.” However, the response should be Update the UNTHSC website investment disclosure to document | of some endowment funds.
revised to yes, since the UNTHSC uses the UNTHSC Foundation for use of an external advisor or managers pertaining to the use of
management of its endowment funds. the independent UNTHSC Foundation as an external investment
advisor or manager. Compliance will ensure that regulatory
reporting requirements are met and responses to requires
questions have been properly noted.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC The first three quarterly investment reports for fiscal year 2013 were Low Recommended action for Director of Financial Reporting: agrees with r ion will Geoffrey Scarpelli, Controller 2/15/2014 Closed
Audit Regulatory Review not published to the intuition’s website within the timeframe implement procedures to ensure that Quarterly Investment Reports  |and Chief Budget Officer
Compliance Audit required by the SAO. The quarterly investment reports for November Publish Quarterly Investment Reports to the institutions website | are published to the institution’s website within 90 days of the end of
30, 2012, February 28, 2013, and May 31, 2013 were not published to within 90 days after the end of the quarter or 7 days after the  |the quarter or 7 days after the report is presented to the Board,
the intuition’s website until November 7, 2013. The SAO requires that investment report is presented to the Board, whichever occurs | whichever occurs first.
quarterly reports be published on the institution’s website within 90 first. Implementation will help ensure transparence and that Expected Implementation Date: Previously Implemented.
days of the end of the quarter or 7 days after the investment report is SAO reporting requirements are met. ivi ible for ion: Geoffrey Scarpelli,
presented to the Board, whichever occurs first. The August 31, 2013 Controller and Chief Budget Officer
quarterly report was published within SAO guidelines.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC UNTHSC Annual Tracking Report for Investment Reporting for fiscal Low Recommended action for Director of Financial Reporting: agrees with r dation will Geoffrey Scarpelli, Controller 2/15/2014 Closed
Audit Regulatory Review year 2012 was not submitted within the timeframe required by the implement procedures to ensure that the Annual Tracking Report for |and Chief Budget Officer
Compliance Audit SAO. Send the Annual Tracking Report for Investment Reporting to Investment Reporting is submitted to the SAO by December 31st of
The Annual Tracking Report for Investment Reporting sends the SAO by December 31 of each year. each year.
investment website locations to the SAO. For fiscal year 2012, the Implementation will help ensure that Rider 5 reporting Expected Implementation Date: Previously Implemented
report was not submitted to the SAO until February 1, 2013. The requirements are met. dividual ible for Geoffrey Scarpelli,
fiscal year 2013 annual tracking report was submitted on December Controller and Chief Budget Officer
11,2013.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC UNTHSC does not have a current executed bank depository High Recommended action for Senior Vice President of Finance and agrees with r dation. Although the written John A. Harman, Senior Vice 4/1/2014 Closed
Audit Regulatory Review agreement with JPMorgan Chase. Chief Finance Officer: agreement between J.P. Morgan Chase Bank expired in 2012, the President for Finance and CFO
Compliance Audit The current depository for UNTHSC is JPMorgan Chase. The bank 4. Finalize and fully execute the UNTHSC Bank Depository parties have continued to operate under the agreement with the same
depository agreement with JPMorgan Chase expired on August 31, Agreement with JPMorgan Chase. terms until the new contract can be finalized.
2012. The expired agreement states: “The term may be extended Implementation will help ensure that BOR expectations are met, | Management will continue to work with the Office of General Counsel
until such time as the successor shall have been duly selected and bank deposits are safeguarded, and any favorable terms are in  |to finalize the written agreement.
qualified, such extension not to exceed 60 days.” force.
According to the Chief Finance Officer of UNTHSC, a draft agreement
has been completed, but the agreement has not been executed.
Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC UNTHSC does not have a Management Agreement with the UNTHSC Moderate |Recommended action for Senior Vice President of Finance and agrees with r ion. Prior to January 17, 2014 |John A. Harman, Senior Vice 2/7/2014 Closed
Audit Regulatory Review Foundation to manage UNTHSC Medical Professional Liability Self- Chief Finance Officer: an Exhibit did not exist. However, management executed Exhibit Cto |President for Finance and CFO
Compliance Audit Insurance Funds. UNTHSC has an executed management agreement the Investment Management Agreement between the UNTHSC and
with the UNTHSC Foundation for the management of institutional Execute a new exhibit to the current agreement with the the UNTHSC Foundation on January 17th for the management of the
tobacco funds, but this agreement does not include the management UNTHSC Foundation to include the management of Medical Medical Professional Liability Self Insurance Funds.
of Medical Professional Liability Self-Insurance Funds. Professional Liability Self-Insurance Funds. The change in institutional Finance leadership in early FY2013 may
Implementation will help ensure that Medical Professional have contributed to the delay in submittal since funds were initially
Liability Self- e Funds are gl and [invested with the Foundation prior to the transition in leadership.
invested.
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Internal UNT System Internal | Fiscal Year 2014/ 14-002 HSC Governance and | FY 2013 Investments UNTHSC Signatory authority for the former UNTHSC Vice President of Finance Low Recommended actions for Controller and Chief Budget Officer: agrees with r dation will work Geoffrey Scarpelli, Comptroller 3/1/2014 Closed
Audit Regulatory Review and CFO was not removed from the bank account until ten months with system business service center and commercial banking and Chief Budget Officer
Compliance Audit after he left his position. The former Vice President of Finance and Develop a process to ensure that banking signatory authority personnel to ensure that banking signature cards submitted for
CFO for UNTHSC remained with signatory authority over ten months cards are updated immediately to accurately reflect changes to |changes in authorized personnel are updated in the electronic
while not in a role to warranting that authority. personnel and only individuals with proper authority are active. [signature system in a timely fashion and only individuals with proper
Implementation will help ensure funds are adequately authority are active.
safeguarded and controlled.
Internal UNT System Internal | Fiscal Year 2014/ 13-010 HSC Information UNT Health NextGen UNTHSC During the prior administration, contract Amendments required for High Recommendations for the current Senior Vice President for agrees. Additional contract were executed [John A. Harman- Senior Vice 6/1/2014 Closed
Audit Technology EPM the NextGen EPM System functionality totaling more than $1.02 Finance and CFO: over an eleven month period that in total exceeded $1M. This was President for Finance and CFO
Post-Implementation million were approved and executed internally, but without the necessary to expand functionality and include the Correctional
Review consent of UNT System Board of Regents. The NextGen EPM system Ensure procedures are established for the new UNTHSC Medicine practice which was not envisioned in the original project
implementation included two original contract amendments. The two Administration to ensure approval of the UNT System Board of |scope.
contract were p and app! by the Board of Regents related to Regents Rules requiring Board approval for all| Management will develop a written procedure to be followed by all
Regents on May 12, 2011 in the amount of $2.45 Million ($2 Million purchases $1 million. ion will provide areas of the institution and, in support of Regents Rule 3.9, that
for professional services and $450,000 for hardware and assurance that the Board of Regents are aware of and approve |reinforces the importance of management fully evaluating project
infrastructure). Beginning on January 20, 2012, the first of an all contract amendments related to projects that in aggregate  |scope and related estimated expenditures for contracted services. If,
17 contract totaling $1,058,112 were total more than $1 million. subsequent to Board approval, project scope is materially expanded or
approved and executed due to the unforeseen need to 1) implement enhanced by an amount or cumulative amounts exceeding $1M,
a separate bill center for Correctional Medicine and 2) additional management will inform the Board and seek advance approval where
applications licenses related to medical student and resident activity. required.
Each indivi contract was app and executed by
the of UNTHSC however, no additional
approval or Board Order was provided to the Board of Regents noting
the additional amendments and cost.
Internal UNT System Internal | Fiscal Year 2014/ 13-010 HSC Information UNT Health NextGen UNTHSC Access privileges to the UNTHSC network and NextGen EPM system Moderate |Recommendations for the Director, Process Improvement: What Action Management Commits To Do: Jolie Allen, Director, Process 5/15/2014 Closed
Audit Technology EPM were not immediately disabled when users terminate their 1. A termination checklist for UNT Health Clinic Supervisors that Improvement, UNT Health
Post-Implementation employment from the UNT Health. Develop and implement a termination checklist for supervisors’ |includes notification to terminate a user’s NextGen access and Steve Woodall, Director,
Review The NextGen EPM system is used by UNT Health for patient that includes a step to notify Information Technology and network access will be created and distributed. Records and Information
scheduling, reporting, and claims management including billing and Records and Information Management of a user’s termination Management
payment posting. Both a UNTHSC network account and EPM user so network access can be disabled immediately. UNT Health has also approved the implementation of the following to
account are required in order to access the system. address the recommendations above:
A review of active NextGen EPM user accounts in August 2013 1. NextGen has been configured to disable a user that has not logged
revealed the following: into NextGen within a 30 day time period.
 Five active NextGen EPM user accounts were for users that were no these scenarios require intervention/review by the HIM Security
longer employed by UNT Health. Division.
« Five active NextGen EPM user accounts were for former residents
no longer working at UNT Health.
Further testing of the corresponding network accounts identified the
following:
* Six network accounts, including four employees and two residents,
were active. Dates of termination for these employees ranged from
December 2012 to June 2013,
* Two network accounts, including one employee and one resident,
were disabled within two and three months of termination.
* Two network accounts, including one employee and one resident,
were immediately disabled.
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UNTHSC
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Access privileges to the UNTHSC network and NextGen EPM system
were not immediately disabled when users terminate their
employment from the UNT Health.

The NextGen EPM system is used by UNT Health for patient
scheduling, reporting, and claims management including billing and
payment posting. Both a UNTHSC network account and EPM user
account are required in order to access the system.

A review of active NextGen EPM user accounts in August 2013
revealed the following:

« Five active NextGen EPM user accounts were for users that were no
longer employed by UNT Health.

« Five active NextGen EPM user accounts were for former residents
no longer working at UNT Health.

Further testing of the corresponding network accounts identified the
following:

* Six network accounts, including four employees and two residents,
were active. Dates of termination for these employees ranged from
December 2012 to June 2013,

* Two network accounts, including one employee and one resident,
were disabled within two and three months of termination.

* Two network accounts, including one employee and one resident,
were immediately disabled.

Moderate

Recommendations for the Director, Process Improvement:

Submit notifications to deactivate network access for active
EPM users who are no longer employed with UNT Health.

What Action Management Commits To Do:

2. Network access for users who are no longer employed has already
been deactivated.

UNT Health has also approved the implementation of the following to
address the recommendations above:

2. NextGen also forces a user to change their password after 120 days.
If the password is not changed, the account locks and disables the user
from logging in. (This follows the network security protocol as well.)
these scenarios require intervention/review by the HIM Security
Division.

Jolie Allen, Director, Process
Improvement, UNT Health
Steve Woodall, Director,
Records and Information
Management

5/15/2014

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2014

13-010 HSC

Information
Technology

UNT Health NextGen
EPM
Post-Implementation
Review

UNTHSC

Access privileges to the UNTHSC network and NextGen EPM system
were not immediately disabled when users terminate their
employment from the UNT Health.

The NextGen EPM system is used by UNT Health for patient
scheduling, reporting, and claims management including billing and
payment posting. Both a UNTHSC network account and EPM user
account are required in order to access the system.

A review of active NextGen EPM user accounts in August 2013
revealed the following:

« Five active NextGen EPM user accounts were for users that were no
longer employed by UNT Health.

« Five active NextGen EPM user accounts were for former residents
no longer working at UNT Health.

Further testing of the corresponding network accounts identified the
following:

* Six network accounts, including four employees and two residents,
were active. Dates of termination for these employees ranged from
December 2012 to June 2013.

* Two network accounts, including one employee and one resident,
were disabled within two and three months of termination.

* Two network accounts, including one employee and one resident,
were immediately disabled.

Moderate

Recommendations for the Director, Records and Information
Management:

Update the UNT Health NextGen User Request Form to include a
field for expiration dates.

What Action Management Commits To Do:

3. The UNT Health NextGen User Request form will include a field for
an expiration date which will be filled in for those users who are given
authorized access for a limited period of time.

Jolie Allen, Director, Process
Improvement, UNT Health
Steve Woodall, Director,
Records and Information
Management

5/15/2014

Closed
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UNT Health NextGen
EPM
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Review
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Access privileges to the UNTHSC network and NextGen EPM system
were not immediately disabled when users terminate their
employment from the UNT Health.

The NextGen EPM system is used by UNT Health for patient
scheduling, reporting, and claims management including billing and
payment posting. Both a UNTHSC network account and EPM user
account are required in order to access the system.

A review of active NextGen EPM user accounts in August 2013
revealed the following:

« Five active NextGen EPM user accounts were for users that were no
longer employed by UNT Health.

« Five active NextGen EPM user accounts were for former residents
no longer working at UNT Health.

Further testing of the corresponding network accounts identified the
following:

* Six network accounts, including four employees and two residents,
were active. Dates of termination for these employees ranged from
December 2012 to June 2013.

* Two network accounts, including one employee and one resident,
were disabled within two and three months of termination.

* Two network accounts, including one employee and one resident,
were immediately disabled.

Moderate

Recommendations for the Director, Records and Information
Management:

Provide training to supervisory personnel regarding the updated
UNT Health NextGen User Request Form and process.
Implementation will provide assurance that network and
NextGen EPM user accounts are immediately disabled and
active NextGen EPM users are current employees and residents.

What Action Management Commits To Do:
4. Training will be provided to UNT Health supervisors regarding the
changes made to and the purpose of the UNT Health NextGen User
request Form and process.

Jolie Allen, Director, Process
Improvement, UNT Health
Steve Woodall, Director,
Records and Information
Management

5/15/2014

Internal

UNT System Internal | Fiscal Year 2014/
Audit

13-010 HSC

Information
Technology

UNT Health NextGen
EPM
Post-Implementation
Review

UNTHSC

Access privileges to the UNTHSC network and NextGen EPM system
were not immediately disabled when users terminate their
employment from the UNT Health.

The NextGen EPM system is used by UNT Health for patient
scheduling, reporting, and claims management including billing and
payment posting. Both a UNTHSC network account and EPM user
account are required in order to access the system.

A review of active NextGen EPM user accounts in August 2013
revealed the following:

« Five active NextGen EPM user accounts were for users that were no
longer employed by UNT Health.

« Five active NextGen EPM user accounts were for former residents
no longer working at UNT Health.

Further testing of the corresponding network accounts identified the
following:

* Six network accounts, including four employees and two residents,
were active. Dates of termination for these employees ranged from
December 2012 to June 2013,

* Two network accounts, including one employee and one resident,
were disabled within two and three months of termination.

* Two network accounts, including one employee and one resident,
were immediately disabled.

NA

NA

What Action Management Commits To Do:

5. The Chief Compliance and Risk Management Officer and the
Director of IT Infrastructure and Security will conduct a review of the
process in UNT Health of deactivating a user’s access to the EPM
/NextGen and the network once the user is no longer authorized to
access those systems or other UNTHSC network resources. If needed,
changes in the process will be implemented in addition to the changes
outlined in this Action Plan. Implementation oversight for any changes
recommended will be provided by the Dean of TCOM/Interim Chief
Medical Officer for UNT Health

Since the audit, UNT Health has also approved the implementation of
the following to address the recommendations above:

Anthony Tissera, Director of IT
Infrastructure and Security
Anne E. Long, Chief Compliance
and Risk Management Officer
Dr. Don Peska, Dean — TCOM
and Interim Chief Medical
Officer - UNT Health

7/1/2014 Closed

Internal

UNT System Internal | Fiscal Year 2014/
Audit

13-011 HSC

Academic and
Students

Approval of Incidental
Fees Review

UNTHSC

UNTHSC does not have documentation in place to formally delegate
authority for approval and review of incidental fees.

The incidental fees at UNTHSC are split into three different
categories: course fees, library fines, and all other incidental fees.
Each category of incidental fees currently has its own approval
process. The following are the results of testing for each category
tested.

Of the 20 course fees tested:

*Eight were appropriately approved by the BOR.

*Ten were approved by the Provost without any formal delegation of
authority from the President.

*Two did not have approval documentation available.

*Ten have not been reaffirmed since 1993.

Of the seven library fees tested:

*All seven were approved by the Library Director without any formal
delegation of authority from the President.

eLibrary fines were reviewed annually.

Of the 29 other incidental fees tested:

*Twenty-four were appropriately approved by the President.

*Five did not have approval documentation available.

Moderate

Recommendations for Vice President of Administration & Chief
of Staff:

If the President elects to delegate authority to approve
incidental fees, ensure appropriate is in place to

Management Agrees. Management commits to work with the
President and Provost to develop proper documentation of delegation
of approval of incidental fees to the Provost from the President. In
addition, Management will also develop and implement appropriate

evidence such delegation. Further guidelines should also be
documented outlining how often incidental fees are reviewed
and reaffirmed.

to ensure the required review and reaffirmation process
occurs in compliance with state law and Regents Rules.

Additional Comments: Once made aware of this compliance issue and
prior to completion of this audit, the Provost’s Office re-established
procedures to ensure that incidental fees are being approved
appropriately by the President until further documentation is
developed.

Jennifer Trevifio, Vice President
of Administration & Chief of
Staff

7/1/2014 Closed
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Internal UNT System Internal | Fiscal Year 2014/ 13-011 HSC Academic and Approval of Incidental UNTHSC UNTHSC does not have documentation in place to formally delegate Moderate |Recommendations for Vice President of Administration & Chief |Management Agrees. Management commits to work with the Jennifer Trevifio, Vice President 7/1/2014 Closed
Audit Students Fees Review authority for approval and review of incidental fees. of Staff: President and Provost to develop proper documentation of delegation |of Administration & Chief of
The incidental fees at UNTHSC are split into three different of approval of incidental fees to the Provost from the President. In Staff
categories: course fees, library fines, and all other incidental fees. Review all incidental fees to ensure appropriate approval and addition, Management will also develop and implement appropriate
Each category of incidental fees currently has its own approval supporting documentation is in place. guidelines to ensure the required review and reaffirmation process
process. The following are the results of testing for each category Implementation will help ensure that all incidental fees are occurs in compliance with state law and Regents Rules.
tested. properly approved in accordance to state law, and reviewed and
Of the 20 course fees tested: reaffirmed periodically.
*Eight were appropriately approved by the BOR. Additional Comments: Once made aware of this compliance issue and
*Ten were approved by the Provost without any formal delegation of prior to completion of this audit, the Provost’s Office re-established
authority from the President. procedures to ensure that incidental fees are being approved
*Two did not have approval documentation available. appropriately by the President until further documentation is
*Ten have not been reaffirmed since 1993. developed.
Of the seven library fees tested:
*All seven were approved by the Library Director without any formal
delegation of authority from the President.
eLibrary fines were reviewed annually.
Of the 29 other incidental fees tested:
*Twenty-four were appropriately approved by the President.
*Five did not have approval documentation available.
Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC Required forms and fees were not processed to the SAB. Additionally, | Moderate |Recommendations for the Director of Anatomical Services: Management agrees. A procedure plan is in the process of being Robin Belcher, Director of The 9/1/2014 Closed
Audit Students Audit documentation was not retained or updated to evidence the Annual created to address the SAB Coordination. Additionally, going forward a | Willed Body Program
Cadaver and Use Report was filed for the period ended July 31, 2013. Review donor records to ensure that all required forms and fees |confirmation from the SAB will be obtained to evidence receipt of all
For four of the 18 files reviewed, a Form A indicating receipt of a have been filed and submitted for all donors to the SAB. required reports and will maintain copies of all documents filed with
donor cadaver had not been filed and the $8 SAB fee had not been the SAB.
remitted to the SAB. These donors were received in the lab during
January 2013. Additionally, the Department did not retain a copy of
the Annual Cadaver and Use Report filed with the SAB for the period
ended July 31, 2013. Internal Audit could not confirm that the report
was filed or was filed in a timely manner.
Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC Required forms and fees were not processed to the SAB. Additionally, | Moderate |Recommendations for the Director of Anatomical Services: Management agrees. A procedure plan is in the process of being Robin Belcher, Director of The 9/1/2014 Closed
Audit Students Audit documentation was not retained or updated to evidence the Annual created to address the SAB Coordination. Additionally, going forward a | Willed Body Program
Cadaver and Use Report was filed for the period ended July 31, 2013. Develop a process to ensure forms and fees are processed with |confirmation from the SAB will be obtained to evidence receipt of all
For four of the 18 files reviewed, a Form A indicating receipt of a the SAB and recorded properly required reports and will maintain copies of all documents filed with
donor cadaver had not been filed and the $8 SAB fee had not been the SAB.
remitted to the SAB. These donors were received in the lab during
January 2013. Additionally, the Department did not retain a copy of
the Annual Cadaver and Use Report filed with the SAB for the period
ended July 31, 2013. Internal Audit could not confirm that the report
was filed or was filed in a timely manner.
Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC Required forms and fees were not processed to the SAB. Additionally, | Moderate |Recommendations for the Director of Anatomical Services: Management agrees. A procedure plan is in the process of being Robin Belcher, Director of The 9/1/2014 Closed
Audit Students Audit documentation was not retained or updated to evidence the Annual created to address the SAB Coordination. Additionally, going forward a | Willed Body Program
Cadaver and Use Report was filed for the period ended July 31, 2013. Obtain confirmation with the SAB to evidence their receipt of all [confirmation from the SAB will be obtained to evidence receipt of all
For four of the 18 files reviewed, a Form A indicating receipt of a required reports such as the Annual Cadaver and Use Report. required reports and will maintain copies of all documents filed with
donor cadaver had not been filed and the $8 SAB fee had not been Maintain copies of all documents filed with the SAB. the SAB.
remitted to the SAB. These donors were received in the lab during Implementation will provide assurance that SAB forms, fees and
January 2013. Additionally, the Department did not retain a copy of reports are filed for each donor.
the Annual Cadaver and Use Report filed with the SAB for the period
ended July 31, 2013. Internal Audit could not confirm that the report
was filed or was filed in a timely manner.
Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC Unauthorized individuals have card key access to the Laboratory and | Moderate |Recommended action for the Director of A Services agrees to review the Access List immediately and at the [Sandra Clapp, Sr. Administrative 5/30/2014 Closed
Audit Students Audit Embalming Room. and Chair of Integrative Physiology: end of each semester, and send a list to Campus Police of individuals | Coordinator.
As of January 30, 2014, the list of individuals with authorized card who need to have their badge access deactivated.
access to the Embalming room (RES 228) was 303 and the Gross Remove access to the Laboratory and Embalming Room where
Anatomy Lab (RES 242) was 2,380. Based on the review performed by bodies and anatomical specimens are held for unauthorized
the Department and Internal Audit of these lists, it was determined individuals.
that there were 176 unauthorized users for the Embalming room and
1,839 unauthorized users for the Gross Anatomy Lab.
26

33 of

334



Internal

UNT System Internal
Audit

Fiscal Year 2014

14-004 HSC

Academic and
Students

Anatomical Lab Review|
Audit

UNTHSC

UNTS Enterprise Audit Report Inventory

Unauthorized individuals have card key access to the Laboratory and
Embalming Room.

As of January 30, 2014, the list of individuals with authorized card
access to the Embalming room (RES 228) was 303 and the Gross
Anatomy Lab (RES 242) was 2,380. Based on the review performed by
the Department and Internal Audit of these lists, it was determined
that there were 176 unauthorized users for the Embalming room and
1,839 unauthorized users for the Gross Anatomy Lab.

Moderate

Recommended action for the Director of Services

and Chair of Integrative Physiology:

Develop a process to periodically review the lists of individuals
with Laboratory and Embalming Room access and remove
unauthorized individuals.

Implementation will provide assurance that only authorized
individuals have access to the laboratories.

agrees to review the Access List inmediately and at the
end of each semester, and send a list to Campus Police of individuals
who need to have their badge access deactivated.

Sandra Clapp, Sr. Administrative
Coordinator.

5/30/2014

Closed

Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC The Department did not perform an informal bid process for selecting Low Recommendation for the Director of Anatomical Services: Management agrees. At least 3 informal bids will be requested before |Robin Belcher, Director of The 9/1/2014 Closed
Audit Students Audit a vendor to perform crematorium services during the review period. issuing contract. Willed Body Program
The Department did not perform an informal bid process to obtain The Department should proceed through an informal bid
cremation services during the period under review. The Department process for crematorium services.
has used the same vendor for many years. Implementation will provide assurance that UNTHSC obtains the
best value for services purchased and compliance with the
UNTHSC Purchasing Guidelines.
Internal UNT System Internal |Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC The Department does not have written policies and procedures for its Low Recommendation for the Director of Anatomical Services: Management agrees. A Policy and Procedures document is being Robin Belcher, Director of The 9/1/2014 Closed
Audit Students Audit operations including maintenance or records and for the proper created. Willed Body Program.
disposal non-return cremains. In consultation with the Office of General Counsel, develop
The files and spreadsheets maintained by the Department noted policies and written processes for all processes of the
many items that were incomplete and not updated in a timely Department including maintenance of records and for the
manner. It was noted in 8 of 18 files in our sample that the donor proper disposal of non-return cremains.
checklist forms were not always fully completed or updated. Many ion of written pr will provide for
were missing dates, for example, date of cremation, return of consistency and guidance with Departmental processes.
cremains, and cremains received by/sent were often not updated in
the files. Some of the same items were noted in the spreadsheets
maintained by the Department.
The Department is currently storing non-return cremains in a storage
cabinet.
Internal UNT System Internal | Fiscal Year 2014/ 14-004 HSC Academicand  [Anatomical Lab Review UNTHSC The Department does not maintain an inventory of anatomical Low Recommended action for the Director of Services: agrees. A spread sheet will be created to document Robin Belcher, Director of The 7/1/2014 Closed
Audit Students Audit specimens. specimens and their locations. A form will be created for each Willed Body Program and
The Department does not maintain an inventory of anatomical Consider maintaining an inventory of anatomical specimens that [specimen with a description and columns for: Date of check out, Name |Sandra Clapp, Sr. Administrative
specimens. Anatomical specimens are removed from donors and contains an item number, date specimen retained, description  |of person checking out, Date of check in, Name of person checking Coordinator.
retained in labeled boxes, in the lab, for teaching purposes. They are and location. specimen back in.
not numbered with the donors SAB number and can be retained in Implementation will provide assurance that the Department has
the lab after the donor has been cremated. Specimens are cremated arecord of anatomical specimens.
when they are no longer usable. The cremains are not returned.
Internal UNT System Internal | Fiscal Year 2014/ 14-010 SYS Finance Bank Account UNT System A policy has not been established requiring executive level approval High Recommended action for the Vice Chancellor for Finance: Management concurs with the recommendation to create a formal VC for Finance 7/1/2014 Closed
Audit Authorization Review of checks exceeding a set monetary threshold. UNT System regulation requiring executive level review and signature
Audit Create a formal UNT System regulation or policy requiring of checks for all transactions exceeding an established dollar
executive level review and signature of checks for all threshold. Management has assigned resources to begin the research
transactions exceeding an established dollar threshold. and development of this policy and will quickly develop drafts for
leadership review and approval. The Vice Chancellor for Finance will
immediately establish an interim policy that will require the signature
of the appropriate VC/VP for Finance on any check equal to or greater
than $500,000 and the Chancellor/President for checks equal to or
greater than $1,000,000.
Internal UNT System Internal | Fiscal Year 2014/ 14-010 SYS Finance Bank Account UNT System Employees with signature card authority also have access to alter the High Recommended actions for the Vice Chancellor for Finance: Management concurs with the recommendation to review all current  [VC for Finance 7/1/2014 Closed
Audit Authorization Review general ledger through the ability to process journal entries within employees with bank signature authority and confirm appropriate
Audit the EIS PeopleSoft system. Review all current employees with bank signature authority and |segregation of duties exist. Inmediate review is being completed in

Internal Audit noted three instances where an authorized signer on
the UNT general fund account and payroll account also had the
authority to create and approve journal entries directly in the system.

confirm appropriate segregation of duties exist.

high priority areas with action being taken as warranted. A
comprehensive review has also begun that will address all areas. An
interim policy is being immediately established that the System
Treasurer will be responsible for adding and deleting all bank signatory
authority. This immediate provision will include scheduled inventory
and segregation of duties.
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The removal of signatory authority access for terminating employees

High

Recommended actions for the Vice Chancellor for Finance:

Management concurs with the recommendations that bank signatory

VC for Finance

7/1/2014

Audit Authorization Review from University bank accounts was not completed timely. authority is kept up to date and there is a policy created that specifies
Audit Of the nine employees that left their signatory role during fiscal year Develop a process to ensure that banking signatory authority who will ensure they remain current at all times.
2013, five were not removed immediately from University bank cards are updated immediately to accurately reflect personnel
accounts. Three employees were removed within two weeks. changes and only individuals with current fiduciary responsibility|
Additional review of the two remaining employees revealed the have bank signatory authority.
following:
* One UNT employee remained with signatory authority over two
years after retiring from the University.
* One HSC employee held signature authority for over ten months
while not in a role to warrant that authority, as also identified in the
recent Fiscal Year 2013 Investment Review (Audit No. 14-002 HSC).
Internal UNT System Internal | Fiscal Year 2014/ 14-010 SYS Finance Bank Account UNT System The removal of signatory authority access for terminating employees High Recommended actions for the Vice Chancellor for Finance: Management concurs with the recommendations that bank signatory [VC for Finance 7/1/2014 Closed
Audit Authorization Review from University bank accounts was not completed timely. authority is kept up to date and there is a policy created that specifies
Audit Of the nine employees that left their signatory role during fiscal year Implement a System-wide policy specifying a responsible party |who will ensure they remain current at all times.
2013, five were not removed immediately from University bank to monitor University bank accounts for the prompt removal of
accounts. Three employees were removed within two weeks. individuals who no longer would have authorized banking
Additional review of the two remaining employees revealed the signatory authority.
following:
* One UNT employee remained with signatory authority over two
years after retiring from the University.
* One HSC employee held signature authority for over ten months
while not in a role to warrant that authority, as also identified in the
recent Fiscal Year 2013 Investment Review (Audit No. 14-002 HSC).
Internal UNT System Internal | Fiscal Year 2014/ 14-010 SYS Finance Bank Account UNT System UNT System, UNT, and UNT Dallas were not compliant with the Moderate |Recommended actions for the Vice Chancellor for Finance: Management concurs with the recommendation and will ensure that  [VC for Finance 7/1/2014 Closed
Audit Authorization Review records retention requirements outlined in 13 Tex. Admin. Code § policies, procedures, and processes are in place along with adequate
Audit 6.10 by not retaining historical signature cards. Establish a process to ensure retention of signature cards, once |staff training to retain records in compliance with The Texas State
Signature cards for UNT, UNT Dallas, and UNT System bank accounts superseded, through the end of the fiscal year and an additional |Records Retention Schedule.
are shredded once they are superseded and not retained by UNT three years in accordance with the state record retention
Financial Reporting personnel as required by the TAC. requirements.
Internal UNT System Internal | Fiscal Year 2014/ 14-010 SYS Finance Bank Account UNT System The Office of Financial Reporting & Operations discovered a Moderate |Recommended actions for the Vice Chancellor for Finance: Management concurs with the recommendation to develop a policy ~ [VC for Finance 7/1/2014 Closed
Audit Authorization Review University bank account which was being maintained at the that documents the authority and requirement to establish, maintain,
Audit department-level. In May of 2013, the UNT Financial Reporting Develop a UNT System policy that documents the authority and |update, and close bank accounts. The policy will be comprehensive
personnel discovered the UNT’s Federal Perkins Loans bank account requirements to establish, maintain, update, and close bank and not only address items presented in recommendation 6 but those
was being managed in the Student Financial Aid and Scholarships accounts, which includes: policy matters presented above.
Office. * An annual confirmation verifying directly with the bank, all
bank accounts bearing the name University of North Texas in
their title, listed as their customer, or with a UNT tax ID number,
and
* A statement of where each entity’s signature cards and policy
statements are to be maintained.
Internal UNT System Internal | Fiscal Year 2014/ 14-001 SYS, 14-003 UNT, Governance and Chancellor’s and UNT System Certain services over a several year period provided to or paid on High It is recommended that the Associate Vice Chancellor for The UNT System Business Service Center agrees with the Carol McFarland, Tax 5/30/2014 Closed

Audit

14-003 HSC, 14-001 DAL

Regulatory
Compliance

Presidents’ Reviews
Audit

behalf of the former UNT President qualify as a non-cash fringe
benefit and may be subject to taxation under Internal Revenue Code.
Services provided to or paid on behalf of the President include rent,
electricity, water and waste services, automobile, automobile
insurance, lawn service, maid service, NTTA toll service, and
residential telephone service among others.

Business Services:

Coordinate with the Office of General Counsel to evaluate
whether certain services provided to or paid on behalf of the
former UNT President qualify as fringe benefits subject to
taxation under the Internal Revenue Code (IRC) and amend any
prior period tax reporting, as required.

[ ation will ensure

with Internal Revenue

Code.

recommendation.

The UNT System Business Service Center will coordinate with the UNTS
Office of General Counsel to evaluate any taxation required for the
services provided to or on behalf of the former UNT President. If
required, a W-2C will be issued to the individual and the IRS for each
calendar year as necessary.

Accountant
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Internal UNT System Internal | Fiscal Year 2014/ 14-001 SYS, 14-003 UNT, Governance and Chancellor’s and UNT System Policies do not specifically require itemized business meal receipts in Moderate |It is recommended that the Associate Vice Chancellor for The UNT System Business Service Center agrees with the Debbie Reynolds, Executive 5/1/2014 Closed
Audit 14-003 HSC, 14-001 DAL Regulatory Presidents’ Reviews accordance with IRS requirements. Some of the receipts submitted Business Services: recommendation. Director of Procurement
Compliance Audit for reimbursement of business meals were not itemized and did not The BSC has submitted a draft travel management policy to the UNT  |Services

identify the number of meals provided or the number of individuals In coordination with the Business Services Operations System ation for review. The procedures

served on the vendor receipt. However, in accordance with Committee, develop and implement a comprehensive system-  |outlining receipt requirements for business meals and meals while in a

institutional policies, the Chancellor’s and Presidents’ Offices noted wide travel and expense policy that includes a requirement that |travel status will be updated in the Purchasing Guidelines and Travel

the names of the individuals that were served. individuals seeking reimbursement for business meals to submit |Guidelines published on the BSC website to reflect this requirement.
itemized meal receipts from the vendor that either lists the
meals or the number of individuals served in support of
reimbursement requests. Further, this travel and expense policy
should be comprehensive and ensure compliance with all IRS
requirements for travel and expenditure reimbursements.
Implementation of a requirement that itemized receipts for
business meals be included with all reimbursement requests
should assure any tax issues related to business meals are
addressed and it will assure that only allowable expenses are
processed against certain fund types. Further, implementation
will outline all IRS requirements for travel and expenditure
reimbursements.

Internal UNT System Internal | Fiscal Year 2014/ 14-015 HSC & UNT Governance and | Cancer Prevention and UNTHSC, UNT Fifteen areas were reviewed for with CPRIT guideli and ions for AVP of Research Administration at Notifications: Progress Reports Mazen Barakat, Director of 9/30/2014 Closed

Audit

Regulatory
Compliance

Research
Institute of Texas
(CPRIT)
Audit

institutional policies at UNTHSC and UNT. Exceptions were noted in
the five areas below:

1. Reimbursement and Expenditure Reporting

Seven of 26 quarterly financial status reports reviewed were not
submitted by UNTHSC within 90 days of the quarter covered as
required.

2. Grant Closeout

The final financial status report for UNTHSC grant RP101399 was
submitted 122 days after the grant end date and not within 90 days
as required.

3. Expenditures

For the grants under review, non-travel expenditures totaling
$110,111 were reviewed (or 59% of the

total population: $187,227), as well as travel expenditures totaling
$44,607 (or 100% of the population). The following results were
noted from the testing:

A. Non-travel labor charges for one temporary employee
selected for testing totaling $2,414 on UNTHSC grant PP100195 could
not be substantiated via supporting documentation. Subsequently,
Internal Audit tested the additional $2,044 of temporary labor
charges for this temporary employee during the testing period and
was not able to substantiate them via supporting documentation.

B. A review of non-travel expenditures for UNTHSC grant
PP100069 found two mobile phone service charges that included an
unallowable $10 telecommunication service fee (total $20).

4. Reporting

UNTHSC:

Evaluate and improve the process for notifying:

a) Principal Investigators of upcoming due dates, and

b) Administration personnel when due dates have passed and a
report has not been filed.

Implementation will provide assurance that grant conditions for
reporting requirements and allowable

HSC currently distributes a 90 and 30 day courtesy notification to all
Principal Investigators (Pls) for final progress reporting as part of the
award close-out process. A copy of the report for the file is requested
from the PI.

For CPRIT awards, OGCM will enhance this process by tracking
submission dates for quarterly and annual progress reports and
sending an additional email reminder to the Pl with a copy to the
department chair if the Pl has not submitted the progress report 30
days past the sponsor due date.

Additional Comments: Progress reporting is the responsibility of the PI
with the support of department administration. Progress reports do
not require institutional level signatures. This Pl responsibility is
documented in university policies and procedures.

Notifications: Financial Reports

OGCM will set up milestones in EIS for all quarterly and final reporting
periods and generate a monthly query to better track sponsor due
dates. The query will be reviewed monthly by the Accountant and the
Director of Grants and Contracts to provide better monitoring of
sponsor due dates.

Notifications: Effort Reports

OGCM developed and implemented a new on-line effort reporting
system in June 2014 with supporting policies and procedures. Campus
training was completed February 2014. On-line tutorial training has
been developed and will be located on the OGCM website to provide
on-going training for all Pls and department staff. Effort reports are
distributed three times a year, Fall, Spring, and Summer semesters. An

Grants and Contract
Management
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Fifteen areas were reviewed for with CPRIT guidelines and

institutional policies at UNTHSC and UNT. Exceptions were noted in
the five areas below:

1. Reimbursement and Expenditure Reporting

Seven of 26 quarterly financial status reports reviewed were not
submitted by UNTHSC within 90 days of the quarter covered as
required.

2. Grant Closeout

The final financial status report for UNTHSC grant RP101399 was
submitted 122 days after the grant end date and not within 90 days
as required.

3. Expenditures

For the grants under review, non-travel expenditures totaling
$110,111 were reviewed (or 59% of the

total population: $187,227), as well as travel expenditures totaling
$44,607 (or 100% of the population). The following results were
noted from the testing:

A. Non-travel labor charges for one temporary employee
selected for testing totaling $2,414 on UNTHSC grant PP100195 could
not be substantiated via supporting documentation. Subsequently,
Internal Audit tested the additional $2,044 of temporary labor
charges for this temporary employee during the testing period and
was not able to substantiate them via supporting documentation.

B. A review of non-travel expenditures for UNTHSC grant
PP100069 found two mobile phone service charges that included an
unallowable $10 telecommunication service fee (total $20).

4. Reporting

Maintain supporting documentation in accordance with record
retention guidelines to evidence the dates of required report
submission as well as for funds expended on CPRIT grants.
Implementation will provide assurance that grant conditions for
reporting requirements and allowable

Maintain supporting Report
For CPRIT awards, OGCM will request and maintain all quarterly and
annual progress reports. OGCM already maintains all quarterly and
final financial reports and final progress reports.

Mazen Barakat, Director of
Grants and Contract
Management

9/30/2014 Closed

Internal

UNT System Internal | Fiscal Year 2014/
Audit

14-015 HSC & UNT

Governance and
Regulatory
Compliance

Cancer Prevention and
Research
Institute of Texas
(CPRIT)

Audit

UNTHSC, UNT

Fifteen areas were reviewed for with CPRIT guidelines and

institutional policies at UNTHSC and UNT. Exceptions were noted in
the five areas below:

1. Reimbursement and Expenditure Reporting

Seven of 26 quarterly financial status reports reviewed were not
submitted by UNTHSC within 90 days of the quarter covered as
required.

2. Grant Closeout

The final financial status report for UNTHSC grant RP101399 was
submitted 122 days after the grant end date and not within 90 days
as required.

3. Expenditures

For the grants under review, non-travel expenditures totaling
$110,111 were reviewed (or 59% of the

total population: $187,227), as well as travel expenditures totaling
$44,607 (or 100% of the population). The following results were
noted from the testing:

A. Non-travel labor charges for one temporary employee
selected for testing totaling $2,414 on UNTHSC grant PP100195 could
not be substantiated via supporting documentation. Subsequently,
Internal Audit tested the additional $2,044 of temporary labor
charges for this temporary employee during the testing period and
was not able to substantiate them via supporting documentation.

B. A review of non-travel expenditures for UNTHSC grant
PP100069 found two mobile phone service charges that included an
unallowable $10 telecommunication service fee (total $20).

4. Reporting

Remove ion service charges from CPRIT grants.
Implementation will provide assurance that grant conditions for
reporting requirements and allowable

Remove Telecommunication Services Charges
OGCM will remove the telecommunication service charge for $20 from
the CPRIT grant.

Mazen Barakat, Director of
Grants and Contract
Management

8/15/2014 Closed
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Fifteen areas were reviewed for li with CPRIT guidelines and

Work with CPRIT to resolve expended funds that could not be

Work with CPRIT to resolve expended funds that could not be

Mazen Barakat, Director of

12/31/2014

Closed

Audit Regulatory Research institutional policies at UNTHSC and UNT. Exceptions were noted in substantiated. Implementation will provide assurance that substantiated Grants and Contract
Compliance Institute of Texas the five areas below: grant conditions for reporting requirements and allowable OGCM will work with CPRIT to resolve the expended funds on the Management
(CPRIT) 1. Reimbursement and Expenditure Reporting hourly paid individual for which we were unable to locate timesheets.
Audit Seven of 26 quarterly financial status reports reviewed were not Additional Comments: Human Resources (HR) was unable to locate
submitted by UNTHSC within 90 days of the quarter covered as timesheets for one hourly paid individual; however, through a written
required. letter to OGCM, the Director of Human Resources indicated during the
2. Grant Closeout specific dates of the requested timesheets, the employees who
The final financial status report for UNTHSC grant RP101399 was maintained the timekeeping records were relocated to a new building
submitted 122 days after the grant end date and not within 90 days on campus. The letter also indicates a filing system has been
as required. established at the new location that ensures future compliance with
3. Expenditures record retention requirements for timekeeping records in accordance
For the grants under review, non-travel expenditures totaling to university policy.
$110,111 were reviewed (or 59% of the
total population: $187,227), as well as travel expenditures totaling
$44,607 (or 100% of the population). The following results were
noted from the testing:
A. Non-travel labor charges for one temporary employee
selected for testing totaling $2,414 on UNTHSC grant PP100195 could
not be substantiated via supporting documentation. Subsequently,
Internal Audit tested the additional $2,044 of temporary labor
charges for this temporary employee during the testing period and
was not able to substantiate them via supporting documentation.
B. A review of non-travel expenditures for UNTHSC grant
PP100069 found two mobile phone service charges that included an
$10 ication service fee (total $20).
4. Reporting
Internal UNT System Internal | Fiscal Year 2014/ 13-016 UNT Finance UNT Endowment UNT The composition of the scholarship committee does not conform to Low Recommend for Director of the Professional Leadership Program |We agree that the scholarship committee was not properly constituted| Marilyn K. Wiley, Senior 3/1/2014 Closed
Audit Review requirements outlined in the Frank Bracken PLP Endowment MOU. (PLP): in accordance with the MOU. Associate Dean, College of
Audit The Director for Budget and Administration in the College of Business Because of difficulty in convening such a large group, the PLP director |Business
Dean's Office stated that "the committee does not fully meet the Reorganize the Frank Bracken PLP Endowment scholarship will first meet with the donor to discuss revising the MOU to allow a
criteria included in the Gift Agreement." The conclusion was based on committee to include those individuals as prescribed by and more streamlined committee, and will document the outcome
an email ion from an ative C in the agreed to in the Gift Agreement as follows: appropriately.
Professional Leadership Program (PLP) College of Business, who * At least three (3) College of Business faculty members; Following that meeting, the PLP director will closely adhere to the
described the composition of the Scholarship Committee as the * Representatives of the PLP Advisory Board; current or revised MOU, as applicable, in organizing the scholarship
Executive Director, the Assistant Director, and the Chairman of the * PLP Community Partners, and committee with oversight by the Dean's office.
PLP Advisory Board. * College of Business Administration staff.
| ation will provided of li with the
gift agreement, and minimize the potential loss of endowment
funds and other gifts, strained relations between donors and
the University affecting future gifts, and negative publicity and
damage to the University's reputation.
Internal UNT System Internal | Fiscal Year 2014/ 14-023 UNT Finance Adjusting Journal Entry UNT The Net Position in the FY2012 and FY2013 Financial Statements High Develop and document a UNT Allowance for Doubtful Accounts |UNT/UNTS concur and will review the current UNT Allowance for Dan Stephens, Assistant Vice- Original 08/31/14 Closed
Audit Investigation could be Overstated by as much $23 Million. — The former UNT Policy, based on historical receivable information, to establish Doubtful Accounts Policy in comparison to historical receivable Chancellor Finance/Controller Revised 08/31/16  Actual
Associate Vice President for Finance and Controller and the former guidelines for accurately estimating uncollectible amounts. collectability to ensure the Policy and related process results in an 08/16/2016
Director of Financial Reporting and Operations were aware of the accurate estimate. Any required revisions to the current Policy will be
unreconciled differences and potentially uncollectible receivables completed before August 31, 2014. UNT/UNTS will periodically
prior to the issuance of the FY2012 and FY2013 UNT and UNTS evaluate all receivables in light of this Policy to determine receivable
financial statements. They directed and recorded this adjustment collectivity and appropriate asset value.
rather than valuating the validity of these differences as to whether
they were true assets of the UNTS. UNT/UNTS will also ensure all necessary action is taken relative to the
referenced UNT adjusting journal entry and will recalculate the
Allowance for Doubtful Accounts estimate presented in the FY 2013
UNT and UNTS consolidated financial statements to ensure the net
accounts receivable balance was presented accurately. Any necessary
adjustments to prior period UNT and UNTS consolidated financial
statements will be completed by August 31, 2014.
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The name of a former employee is listed as the contact on monthly

Moderate

Recommendation for the Chair of Finance, Insurance, Real

1. Management agrees. The chair of the FIREL department has

The Chair of FIREL with

1/29/2015

Closed

Audit Regulatory Investment Fund statements Estate, and Law: scheduled a meeting for January 29, 2015 with the Vice President for |assistance from the Vice
Compliance Review Finance to discuss the issue. President for Finance and
Coordinate with the Vice President for Finance and Administration
Administration to correct the contact name on the monthly
statement. Implementation will provide assurance that the
current Vice President of Finance and Administration will be
listed on the monthly statements and assist in assuring
compliance with Section 3-2.
Internal UNT System Internal | Fiscal Year 2014/ 12-003 SYS Finance Construction Close-out UNT System Three construction project accounts associated with completed Low Suggested Management Action for James Maguire, Vice UNT System Facilities agrees with the report finding. Don Lynch, Director of System 1/31/2014 Closed
Audit Process Review projects at UNT Dallas remain open with deficit balances totaling Chancellor for Facilities Planning and Construction & Chief 1)There are multiple accounts associated with the construction of the |Facilities Administration
$214,807. When a construction project has been determined to be Architect: buildings at UNT Dallas. UNT System Facilities will meet with UNT
substantially complete, this starts the beginning of the one year Dallas budget personnel to identify appropriate expenditures that can
project warranty period. During this warranty period steps are usually Work with UNT Dallas personnel and take appropriate steps to |be moved from deficit accounts to accounts with available funds and
taken by System Facilities to close the project by the end of the identify funding to cover the account deficits, and then close the [then assist them in the closing the associated accounts.
warranty period. However, this process has been delayed due to the open accounts associated with the construction of the buildings
deficit balances. at UNT Dallas.
Internal UNT System Internal | Fiscal Year 2014/ 12-003 SYS Finance Construction Close-out UNT System Three construction project accounts associated with completed Low Suggested Management Action for James Maguire, Vice UNT System Facilities agrees with the report finding. Don Lynch, Director of System 1/31/2014 Closed
Audit Process Review projects at UNT Dallas remain open with deficit balances totaling Chancellor for Facilities Planning and Construction & Chief Facilities Administration
$214,807. When a construction project has been determined to be Architect: 2)At the end of a project warranty period, UNT System Facilities will
substantially complete, this starts the beginning of the one year close all associated general ledger project accounts out within 12
project warranty period. During this warranty period steps are usually Develop procedures and controls to assure that construction months. In addition, a project close out checklist will be developed
taken by System Facilities to close the project by the end of the accounts are closed in a timely manner and expenditures cannot |documenting the action steps taken to close the project and the date
warranty period. However, this process has been delayed due to the be charged to accounts that will result in deficit spending. completed.
deficit balances. Implementation will ensure that UNT Dallas project accounts are
closed and the deficit spending is addressed.
Internal UNT System Internal | Fiscal Year 2014/ 14-005 UNT Governance and JAMP Review UNT Based on the results of the procedures performed, processes and NA None NA NA NA N/A
Audit Regulatory controls related to JAMP financial activity appear to be effective and
Compliance functioning as intended. Expenditures were in compliance with the
JAMP Agreement and JAMP Expenditure Guidelines. In addition, the
final FY 2013 JAMP Expenditure Report prepared by the Office of
Research Services and submitted to the JAMP Council was accurate.
Expenditures for fiscal year 2013 totaled $16,135; resulting in $677 in
unspent funds. These funds are in the process of being returned to
the JAMP Council.
Internal UNT System Internal | Fiscal Year 2015 1507 HSC Governance and Family Medicine UNTHSC None NA NA NA NA NA N/A
Audit Regulatory Residency Program
Compliance
Internal UNT System Internal | Fiscal Year 2015 1532 UNT Governance and UNT Facilities UNT Based on the results of procedures performed, we concluded the NA None NA NA NA N/A
Audit Regulatory Certification Review projects and acquisitions of real property submitted to Texas Higher
Compliance Education Coordinating Board(THECB) received required approvals, re|
approvals or review, and were completed in accordance with rules
established by the Texas Administrative Code and within the
parameters specified in the project applications that were submitted
to THECB.
Internal UNT System Internal | Fiscal Year 2015 1502 UNT Governance and UNT Presidents’ UNT Travel reimbursements were not reviewed and approved by the NA None NA NA NA N/A
Audit Regulatory Expenditures Chancellor as required by the terms of the employment agreements.
Compliance Instead, travel reimbursements were reviewed and approved by Vice
President for Finance or the Vice President for Research.
We discussed this observation with management and prior to the end
of our work, management changed this practice and now all vouchers
are approved by the Chancellor.
Internal UNT System Internal | Fiscal Year 2015 1501 SYS Governance and Chancellor’s UNT System None NA None NA NA NA N/A
Audit Regulatory Expenditures
Compliance Review
Internal UNT System Internal | Fiscal Year 2015 1503 HSC Governance and HSC Presidents’ UNTHSC Auditors reviewed purchases made via the eProcurement (EPro) NA None NA NA NA N/A
Audit Regulatory Expenditures process and with the purchasing card (PCard) for fiscal year 2014. The
Compliance Review results disclosed that PCard reconciliations did not contain a
reconciler signature. This observation was discussed with
management during the review, who agreed to take the PCard
refresher training course offered by the BSC and that future expense
reports generated by the Citibank Global Management System are
prepared and will include cardholder, reconciler and approver
signatures.
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Auditors reviewed purchases made via the eProcurement (EPro)

N/A

Audit Regulatory Expenditures Review process and with the purchasing card (PCard) for fiscal year 2014. The
Compliance results disclosed that PCard reconciliations did not contain a
reconciler signature. This observation was discussed with
management during the review, who agreed to take the PCard
refresher training course offered by the BSC and that future expense
reports generated by the Citibank Global Management System are
prepared and will include cardholder, reconciler and approver
signatures.
Internal UNT System IT Fiscal Year 2015 NA Information Local Audit of Phone UNT System NA NA NA NA NA NA N/A
Shared Services Technology Numbers and User
Access - IT Shared
Services
Internal UNT System Internal | Fiscal Year 2015 1508 UNT Governance and Student-Managed UNT Based on procedures performed, the SMIF was in compliance with NA None NA NA NA N/A
Audit Regulatory Investment the Donor’s Agreement for calendar year 2014. The funds were
Compliance Fund Review appropriately accounted for in accordance with guidelines.
Internal UNT System Internal | Fiscal Year 2015 1505 UNT Governance and | FY 2014 Investments UNT Accuracy of Quarterly Investment Report - The book and market Low Implement a review process of the UNT Quarterly Investment Concur. It is imperative that information reported by Finance be James Mauldin, Associate Vice 11/20/2015 Closed
Audit Regulatory Audit value amounts reported in the Total Cash and Investment Amounts Reports to assure the accuracy of information prior to the complete and accurate. Implement a review process of investment Chancellor for Treasury
Compliance section on the UNT Quarterly Investment Report for the period issuance of the quarterly report to the Board of Regents and reporting prior to issuance to the Board or posting to the public.
ending May 31, 2014, were not accurate. posting of the report on the institution’s investment disclosure
website.
Internal UNT System Internal | Fiscal Year 2015 1526 UNTHSC & UNT Governance and | Cancer Prevention and UNTHSC Noncompliance with Business Support Services (BSS) Purchasing High We recommend the Assistant Vice President of Research Management agrees with the recommendation and will send a group |LeAnn Forsberg, AVP Research 11/15/2015 Closed
Audit Regulatory Research Policy — BSS Purchasing Policies for obtaining gift cards used as Administration at UNTHSC to re-educate faculty and staff on email to all active award account holders and will post in the Daily Administration
Compliance Institute of Texas research participant payments were not followed for 6 of 23 (26%) policies related to the attainment of gift cards used as research |News a reminder to follow the procurement guidelines for purchasing
(CPRIT) transactions reviewed for grant ID PP110190. A total of $8,000 in participant payments. gift cards for research participants.
cash was disbursed from BSS at the request of the University to an
UNTHSC employee, who then purchased gift cards from a local
vendor.
The University was unable to provide support documentation
evidencing expenditures related to the purchase and disbursement of
gift cards. This issue was included in the audit report issued by Grant
Thornton on August 12, 2015.
Internal UNT System Internal | Fiscal Year 2015 1526 UNTHSC & UNT Governance and | Cancer Prevention and UNT Noncompliance with Business Support Services (BSS) Purchasing High We recommend the Assistant Vice President of Research Management agrees with the recommendation and will send a group |LeAnn Forsberg, AVP Research 11/15/2015 Closed
Audit Regulatory Research Policy — BSS Purchasing Policies for obtaining gift cards used as Administration at UNTHSC to re-educate faculty and staff on email to all active award account holders and will post in the Daily Administration
Compliance Institute of Texas research participant payments were not followed for 6 of 23 (26%) policies related to the attainment of gift cards used as research |News a reminder to follow the procurement guidelines for purchasing
(CPRIT) transactions reviewed for grant ID PP110190. A total of $8,000 in participant payments. gift cards for research participants.
cash was disbursed from BSS at the request of the University to an
UNTHSC employee, who then purchased gift cards from a local
vendor.
The University was unable to provide support documentation
evidencing expenditures related to the purchase and disbursement of
gift cards. This issue was included in the audit report issued by Grant
Thornton on August 12, 2015.
Internal UNT System Internal | Fiscal Year 2015 1526 UNTHSC & UNT Governance and | Cancer Prevention and UNTHSC Noncompliance with Business Support Services (BSS) Purchasing High In addition, we recommend the Associate Vice Chancellor for Business Support Services (formerly Business Services Center) concurs |Donna Asher, Associate Vice 10/29/2015 Closed

Audit

Regulatory
Compliance

Research
Institute of Texas
(CPRIT)

Policy — BSS Purchasing Policies for obtaining gift cards used as
research participant payments were not followed for 6 of 23 (26%)
transactions reviewed for grant ID PP110190. A total of $8,000 in
cash was disbursed from BSS at the request of the University to an
UNTHSC employee, who then purchased gift cards from a local
vendor.

The University was unable to provide support documentation
evidencing expenditures related to the purchase and disbursement of
gift cards. This issue was included in the audit report issued by Grant
Thornton on August 12, 2015.

Finance and Administration to re-educate staff on the review
process of support documentation that is provided by UNT
components to ensure it is appropriate based on the request.

with the recommendation. We have notified our procurement staff of

Chancellor for Finance and

ation

the expectation that they follow the current guideli d with
the gift card purchases. Additionally, we have also implemented a
secondary approval process for all gift card purchase requests. The
secondary approval must come from the Senior Director of
Procurement, Director of Purchasing or Associate Vice Chancellor for
Finance and Administration effectively immediately (10/29/2015).
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Internal UNT System Internal | Fiscal Year 2015 1526 UNTHSC & UNT Governance and | Cancer Prevention and UNT Noncompliance with Business Support Services (BSS) Purchasing High In addition, we recommend the Associate Vice Chancellor for Business Support Services (formerly Business Services Center) concurs |Donna Asher, Associate Vice 10/29/2015 Closed
Audit Regulatory Research Policy — BSS Purchasing Policies for obtaining gift cards used as Finance and Administration to re-educate staff on the review with the recommendation. We have notified our procurement staff of |Chancellor for Finance and
Compliance Institute of Texas research participant payments were not followed for 6 of 23 (26%) process of support documentation that is provided by UNT the expectation that they follow the current guideli iated with | Admi ation
(CPRIT) transactions reviewed for grant ID PP110190. A total of $8,000 in components to ensure it is appropriate based on the request. the gift card purchases. Additionally, we have also implemented a
cash was disbursed from BSS at the request of the University to an secondary approval process for all gift card purchase requests. The
UNTHSC employee, who then purchased gift cards from a local secondary approval must come from the Senior Director of
vendor. Procurement, Director of Purchasing or Associate Vice Chancellor for
Finance and Administration effectively immediately (10/29/2015).
The University was unable to provide support documentation
evidencing expenditures related to the purchase and disbursement of
gift cards. This issue was included in the audit report issued by Grant
Thornton on August 12, 2015.
Internal UNT System Internal | Fiscal Year 2015 1506 HSC Governance and | FY 2014 Investments UNTHSC UNTHSC is in compliance with the PFIA, Regents Rule 10.100, and the NA None NA NA NA N/A
Audit Regulatory Audit UNT System Regulation 08.2000. In addition, UNTHSC is in
Compliance compliance with state higher education investment reporting
requirements including SAO Article I, Rider 5 requirements.
Internal UNT System Internal | Fiscal Year 2015 1505 SYS Governance and | FY 2014 Investments UNT System Compliance with System Policy Requirements — Based on Internal Low Review the Investment of System Funds Regulation Concur. System Regulation 08.2000 is already under review for James Mauldin, Associate Vice 12/1/2015 Closed
Audit Regulatory Audit Audit’s detail review of investment information reported for period 08.2000pertaining to short and long term investment potential revisions, including appropriate percentage ranges for each |Chancellor for Treasury
Compliance ending May 31, 2014, the resulting recalculation of short term and percentages to determine if the percentage requirement ranges |investment pool. In addition, the increased professional staffing in
long term investment percentages for UNT System based on market should be updated to reflect the potential actual investment Treasury will allow for improved compliance with the current and
values were 50.6% and 49.4% respectively. These percentage needs of the UNT System and its institutions. future versions of the regulation.
investment results were not within establish Board approved Review of System Regulation 08.2000 to determine if modification is
investment percentage range requirements for short and long term needed and resulting Board Order, if so.
investments.
Per UNT System policy 08.2000 the range for short term investments
is to be at least 55% but not more than 75%. For long term
investments the percentage range is to be at least 25% but not more
than 45%.
Internal UNT System Internal | Fiscal Year 2015 1505 DAL Governance and | FY 2014 Investments UNT Dallas UNT Dallas is in compliance with the PFIA, Regents Rule 10.100, and NA None NA NA NA N/A
Audit Regulatory Audit the UNT System Regulation 08.2000. In addition, UNT Dallas is in
Compliance compliance with state higher education investment reporting
requirements including SAO Article I, Rider 5 requirements.
Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Three employees were paid from the Environmental Service Fee (ESF) [ Moderate |Recommendations to Hope Garcia, Executive Director of 1. Management agrees. Management agrees to locate a new fund that | 1. Elizabeth With, Vice President 2/1/2016 Closed
Audit Students Audit fund while working on activities not eligible under the fund. Student Affairs Administration: more appropriately aligns with incorrect expenses. of Student Affairs and Hope
The following specific issues were identified: 1. Determine all payroll amounts incorrectly expensed to the Garcia, Executive Director of
* A student employee was paid $1,785 from the fund while working fund and move to appropriate funding sources. Student Affairs Administration
on a website not related to the fund.
* A student employee was paid $1,919 from the fund while working
on activities not related to the fund.
* The Assistant Director was paid $16,643 from the fund from
January 2015 to May 2015 while working on activities not related to
the fund.
Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Three employees were paid from the Environmental Service Fee (ESF) | Moderate |Recommendations to Hope Garcia, Executive Director of 2. Management agrees. An advisor of the We Mean Green Fund 2. Hope Garcia, Executive 2/1/2016 Closed
Audit Students Audit fund while working on activities not eligible under the fund. Student Affairs Administration: (WMGF) will oversee activity of the WMGF Committee and provide Director, of Student Affairs
The following specific issues were identified: guidance to committee on purpose of the fee and purposes ation and Gary Cocke,
+ A student employee was paid $1,785 from the fund while working Implement a procedure to assure expenses are reviewed and through the Committee Bylaws and ongoing training for returning and |Student Coordinator of
on a website not related to the fund. funds are only spent on allowable purposes. new committee members. Sustainability
+ A student employee was paid $1,919 from the fund while working Implementation will ensure compliance with TEC Section
on activities not related to the fund. 54.5041.
 The Assistant Director was paid $16,643 from the fund from
January 2015 to May 2015 while working on activities not related to
the fund.
Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Excess funds transferred from the Environmental Service Fee (ESF) Low Recommendations to Hope Garcia, Executive Director of 3. Management agrees. Management agrees to determine the 3. Elizabeth With, Vice President 2/1/2016 Closed
Audit Students Audit fund to another department for an approved project were not Student Affairs Administration: department that was transferred funds and request the excess of of Student Affairs and Hope
claimed after project was completed. $3,818 be returned. Garcia, Executive Director of
$3,818 out of the total funds transferred for a project remained with Recover funds remaining after the project was completed. Student Affairs Administration
the department when the project was complete. The excess funds
were not transferred back to the fund.
34

Page

41 of

334



UNTS Enterprise Audit Report Inventory

Compliance Office

Regulatory
Compliance

Audit (conducted by
UNTHSC Institutional
Compliance Office

corrective actions needed to be implemented and another Fire Drill
should have been scheduled five to six months after to evaluate the
efficiency of the corrective actions. Facilities had scheduled a
complete fire alarm upgrade for the Gibson D. Lewis Library and the
Safety Officer decided to perform the next drill in the building after
the upgrade was completed. Funding for the fire alarm upgrade has
been secured by Facilities for fiscal year 2016. The engineering has
been completed, the next step is the installation. Brian Jordon is the
Project Manager.

emergency of fire drill exercise in the PCC and other high
occupancy, multi-story buildings.

least once a year. A large scare emergency management exercise will
be conducted in the PCC in October, 2016.

Safety Office

Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Excess funds transferred from the Environmental Service Fee (ESF) Low Recommendations to Hope Garcia, Executive Director of 4. Management agrees. If funds are committed to an effort in 4. Hope Garcia, Executive 2/1/2016 Closed
Audit Students Audit fund to another department for an approved project were not Student Affairs Administration: partnership with another department, funds may only be used in one |Director, of Student Affairs
claimed after project was completed. of two ways: Administration
$3,818 out of the total funds transferred for a project remained with Develop procedures to fully account for use of money a. Through IDO which lists exact line time costs;
the department when the project was complete. The excess funds transferred from the ESF fund. b. By directly purchasing items/services from the ESF rather than
were not transferred back to the fund. | ation will ensure li with TEC Section transferring a lump sum.
54.5041.
Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Two tablets and a parking pass were not eligible to be paid using Low Recommendations to Hope Garcia, Executive Director of 6. Management agrees. An advisor of the We Mean Green Fund 6. Hope Garcia, Executive 2/1/2016 Closed
Audit Students Audit Environmental Service Fee (ESF). Student Affairs Administration: (WMGF) will oversee activity of the WMGF Committee and provide Director of Student Affairs
The following specific issues were identified: guidance to committee on purpose of the fee and purposes ation and Gary Cocke,
+ $10 was used to pay for a parking pass. Move the expenditures incorrectly charged to the fund to an through the Committee Bylaws and ongoing training for returning and |Student Coordinator of
* $875 was used to purchase tablets. alternative funding source. new committee members. Sustainability
Internal UNT System Internal | Fiscal Year 2015 15-031 UNT Academicand | Office of Sustainability UNT Two tablets and a parking pass were not eligible to be paid using Low Recommendations to Hope Garcia, Executive Director of 6. Management agrees. An advisor of the We Mean Green Fund 6. Hope Garcia, Executive 2/1/2016 Closed
Audit Students Audit Environmental Service Fee (ESF). Student Affairs Administration: (WMGF) will oversee activity of the WMGF Committee and provide Director of Student Affairs
The following specific issues were identified: guidance to committee on purpose of the fee and purposes | Administration and Gary Cocke,
* $10 was used to pay for a parking pass. Implement a procedure to assure expenses are reviewed and through the Committee Bylaws and ongoing training for returning and |Student Coordinator of
* $875 was used to purchase tablets. funds are only spent on allowable purposes. new committee members. inabili
[ ation will ensure li with TEC Section
54.5041.
Internal UNTHSC Institutional | Fiscal Year 2015 NA Governance and Safety and Security UNTHSC Safety Coordinator Training needs to be completed by each Safety NA Institutional Compliance recommends that the Safety Office New Employee Safety training is currently in the process of being Matthew Moncus, Director, 9/2015 Closed
Compliance Office Regulatory Audit (conducted by Coordinator maintains a process that ensures that each UNTHSC Safety updated and moved to UNTHSC's new We Comply Training Platform. |Safety Office
Compliance UNTHSC Institutional Coordinator has completed Safety Coordinator training. If This will allow for more accurate reporting. The new Safety Training is
Compliance Office training is not completed or is unable to be completed by the set to roll out in September 2015.
Safety Coordinator, then a new Safety Coordinator should be
appointed for that department.
Internal UNTHSC Institutional | Fiscal Year 2015 NA Governance and Safety and Security UNTHSC Institutional Compliance (IC) found that per the Fire Drill Report, NA IC recommends that the Safety Office conduct at least one A fire drill schedule has been implemented that tests each building at | Matthew Moncus, Director, 10/28/2016 Closed
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are not followed in

1. The UNT System Travel Guideli
the College of Information.
Internal Audit reviewed a sample of 17 vouchers out of a population
of 145 vouchers in the College of Information. The following instances,
of noncompliance were noted:

* Reimbursement of personal travel with business travel on a Federal
grant,

* Conference agenda not attached with support documentation,

* Missing Travel Budget Authorization Form (preapproval to travel),
and

* Administrative Coordinator signing vouchers in traveler’s name with
their emailed consent.

ions for Interim Dean of the College of
Information:

1a. Evaluate the personal travel on the Federal Grant and work
with the Office of Grants and Contracts Administration to
determine what action needs to be taken.

We agree and are taking the actions below.

A transfer was processed on 7/8/2016 through the Office of Grants
and Contracts to move the allowable expenses from the Federal grant
to the appropriate indirect cost or discretionary account. Only
appropriate and allocable expenses will remain on the federal award.

E-mail notification of UNT’s Travel Guidelines was sent on 6/30/2016,
which included a .pdf and PowerPoint presentation from the UNT’s
Business Service Center’s Process Training section that consists of
travel authorization & voucher training. All staff and faculty will be
required to participate in on-site group training sessions provided by
the BSC regarding UNT travel in either the summer or fall semesters,
followed by regularly scheduled updates every fiscal year.

All faculty and staff will be trained on how to create and utilize a
certified electronic signature process for submitting and/or approving
vouchers. Signing vouchers this way will be strongly encouraged if they
are not physically available to sign the voucher.

All travel reimbursement documentation will be reviewed during the
approval process.

Dean of the College of
Information

3/1/2017 Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand  [COIl Dean's Transitional UNT 1. The UNT System Travel Guidelines are not followed in di dations for Interim Dean of the College of We agree and are taking the actions below. Dean of the College of 3/1/2017 Closed
Audit Students Audit the College of Information. Information: Information
Internal Audit reviewed a sample of 17 vouchers out of a population A transfer was processed on 7/8/2016 through the Office of Grants
of 145 vouchers in the College of Information. The following instances, 1b. Ensure that the UNT System Travel Guidelines are and Contracts to move the allowable expenses from the Federal grant
of noncompliance were noted: consistently followed in the College of Information by to the appropriate indirect cost or discretionary account. Only
* Reimbursement of personal travel with business travel on a Federal performing a thorough review of travel reimbursement appropriate and allocable expenses will remain on the federal award.
grant, documentation.
* Conference agenda not attached with support documentation, E-mail notification of UNT’s Travel Guidelines was sent on 6/30/2016,
* Missing Travel Budget Authorization Form (preapproval to travel), which included a .pdf and PowerPoint presentation from the UNT’s
and Business Service Center’s Process Training section that consists of
* Administrative Coordinator signing vouchers in traveler's name with travel authorization & voucher training. All staff and faculty will be
their emailed consent. required to participate in on-site group training sessions provided by
the BSC regarding UNT travel in either the summer or fall semesters,
followed by regularly scheduled updates every fiscal year.
All faculty and staff will be trained on how to create and utilize a
certified electronic signature process for submitting and/or approving
vouchers. Signing vouchers this way will be strongly encouraged if they
are not physically available to sign the voucher.
All travel reimbursement documentation will be reviewed during the
approval process.
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 2. Accounts in the College of Information are not being in di dations for Interim Dean of the College of The department Chairs review Cognos accounts and all the financial Dean of the College of 3/1/2017 Closed
Audit Students Audit accordance with UNT Policy 2.1.10 Accountholder Responsibility. Information: transactions, and approve them in line with UNT policy 2.1.10. In the  |Information

The Chair of the Department of Library Information Sciences (LIS) and
the Interim Department Chair of Learning Technologies (LT) were not
reviewing financial transactions for the DeptIDs for which he/she is
the holder of record.

Additionally, the Chair of LIS communicated to Internal Audit that he
does not have sufficient time or resources to review the transactions
on the DeptIDs for which he is responsible; therefore, he relies on the
College Budget Officer to perform this task. Because the College
Budget Officer position has undergone turnover, it is uncertain as to
how long it has been since reconciliations have been performed.

2a. Ensure all DeptID holders in COI obtain training from the
UNT Budget Office to gain a better understanding of the
requirements outlined in the UNT Policy 2.1.10 Accountholder
Responsibility.

past, the College Budget Officer helped reconcile all accounts across
the college, monitored deficits, and advised department chairs and
support staff with regard to financial operations.

All Dept ID holders and support staff will be required to attend
updated training for UNT policies. We will work with the UNT Budget
Office so that all account holders and their support staff can gain a
better understanding of their responsibilities.

Going forward, department assistants and chairs will perform the
necessary actions to comply with Account Holder Responsibility policy
and will work closely with the College budget officer to reconcile their
accounts.
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Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional 2. Accounts in the College of Information are not being in ions for Interim Dean of the College of The department Chairs review Cognos accounts and all the financial Dean of the College of 3/1/2017 Closed
Audit Students Audit accordance with UNT Policy 2.1.10 Accountholder Responsibility. Information: transactions, and approve them in line with UNT policy 2.1.10. In the  |Information
past, the College Budget Officer helped reconcile all accounts across
The Chair of the Department of Library Information Sciences (LIS) and 2b. Ensure all DeptID holders in COI perform the necessary the college, monitored deficits, and advised department chairs and
the Interim Department Chair of Learning Technologies (LT) were not action to comply with the Account Holder Responsibility policy, [support staff with regard to financial operations.
reviewing financial transactions for the DeptIDs for which he/she is including but not limited to, reviewing all financial transactions.
the holder of record. All Dept ID holders and support staff will be required to attend
updated training for UNT policies. We will work with the UNT Budget
Additionally, the Chair of LIS communicated to Internal Audit that he Office so that all account holders and their support staff can gain a
does not have sufficient time or resources to review the transactions better understanding of their responsibilities.
on the DeptIDs for which he is responsible; therefore, he relies on the
College Budget Officer to perform this task. Because the College Going forward, department assistants and chairs will perform the
Budget Officer position has undergone turnover, it is uncertain as to necessary actions to comply with Account Holder Responsibility policy
how long it has been since reconciliations have been performed. and will work closely with the College budget officer to reconcile their
accounts.
3
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 3. UNT cash handing policies were not consistently followed in the Moderate |Recommendations for Interim Dean of the College of We agree. Dean of the College of 3/1/2017 Closed
Audit Students Audit College of Information. Information: Information
Going forward, individuals who collect, safeguard, deposit, and/or
Cash receipts were not collected, safeguarded, deposited, and/or 3a. Ensure compliance with University cash handling policies, reconcile currency for the College will perform the necessary actions to
reconciled in accordance with cash handling policies. Additionally, including the development of written cash handling procedures. |comply with UNT’s Cash Handling policy. We will work closely with the
written cash handling procedures in the College of Information were College budget officer to create and implement a written cash
either nonexistent or incomplete as required by policy. handling procedure for the College as required by UNT policy.
E-mail notification of UNT System’s Cash Handling policy was sent on
7/5/2016 to all staff and faculty. This email included a .pdf and the
corresponding Cash Handling guidelines handbook from the UNT
System’s Operations Support section. All staff and faculty will be
required to participate in on-site group training sessions provided by
the UNT Operations Support section regarding cash handling in either
the summer or fall semesters, followed by regularly scheduled updates
every fiscal year.
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 3. UNT cash handing policies were not consistently followed in the Moderate |Recommendations for Interim Dean of the College of We agree. Dean of the College of 3/1/2017 Closed

Audit

Students

Audit

College of Information.

Cash receipts were not collected, safeguarded, deposited, and/or
reconciled in accordance with cash handling policies. Additionally,
written cash handling procedures in the College of Information were
either nonexistent or incomplete as required by policy.

Information:

3b. Ensure individuals with cash handling responsibilities receive
training on University cash handling policies and departmental
written procedures.

Going forward, individuals who collect, safeguard, deposit, and/or
reconcile currency for the College will perform the necessary actions to
comply with UNT’s Cash Handling policy. We will work closely with the
College budget officer to create and implement a written cash
handling procedure for the College as required by UNT policy.

E-mail notification of UNT System’s Cash Handling policy was sent on
7/5/2016 to all staff and faculty. This email included a .pdf and the
corresponding Cash Handling guidelines handbook from the UNT
System’s Operations Support section. All staff and faculty will be
required to participate in on-site group training sessions provided by
the UNT Operations Support section regarding cash handling in either
the summer or fall semesters, followed by regularly scheduled updates
every fiscal year.

Information
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Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional 4. The UNTS Business Service Center Purchasing Card Program Guide Moderate |Recommendations for Interim Dean of the College of We agree. Dean of the College of 3/1/2017 Closed
Audit Students Audit was not consistently followed in the College of Information. Information: Information
Each pCard holder, reconciler, and approver will attend training and
Internal Audit reviewed a sample of three months of transactions for 4a. Ensure that all purchasing cardholders, reconcilers, and will also participate in a refresher training course as made available. An
10 purchasing cardholders in the College of Information. The approvers receive training on purchasing card guidelines. email will be sent to all pCard holders reminding them that they must
following instances of noncompliance were noted: have the correct signatures from the holder, reconciler, and approver.
* Not obtaining annual on-line purchasing card refresher training Alcohol purchasing guidelines will also be included. BSC pCard training
during fiscal year 2015, will be scheduled the week of Aug 8th. Additional training will be
* Missing signatures from the card holder, reconciler, and the offered during the fall semester.
approver,
* Missing verification of State of Texas vendor warrant hold status on UNTS Business Service Center Purchasing Card Program Guide will be
required purchases, consistently followed and reviewed regularly to ensure compliance.
* Missing vendor receipts,
* Sales tax paid without subsequent reimbursement, and
* Not obtaining prior approval for the purchase of alcohol for an
event and software, as required.
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 4. The UNTS Business Service Center Purchasing Card Program Guide Moderate |Recommendations for Interim Dean of the College of We agree. Dean of the College of 3/1/2017 Closed
Audit Students Audit was not consistently followed in the College of Information. Information: Information
Each pCard holder, reconciler, and approver will attend training and
Internal Audit reviewed a sample of three months of transactions for 4b. Ensure that the UNTS Business Service Center Purchasing will also participate in a refresher training course as made available. An
10 purchasing cardholders in the College of Information. The Card Program Guide is consistently followed in the College of email will be sent to all pCard holders reminding them that they must
following instances of noncompliance were noted: Information. have the correct signatures from the holder, reconciler, and approver.
* Not obtaining annual on-line purchasing card refresher training Alcohol purchasing guidelines will also be included. BSC pCard training
during fiscal year 2015, will be scheduled the week of Aug 8th. Additional training will be
* Missing signatures from the card holder, reconciler, and the offered during the fall semester.
approver,
* Missing verification of State of Texas vendor warrant hold status on UNTS Business Service Center Purchasing Card Program Guide will be
required purchases, consistently followed and reviewed regularly to ensure compliance.
* Missing vendor receipts,
* Sales tax paid without subsequent reimbursement, and
* Not obtaining prior approval for the purchase of alcohol for an
event and software, as required.
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 5. The scholarship criteria listed on the Department of Library and Moderate |Recommendation for Interim Dean of the College of We agree. Dean of the College of 10/1/2016 Closed
Audit Students Audit Information Sciences website did not match all the criteria in the Information: Information
corresponding donor agreement. All COI websites will be reviewed and any discrepancies will be
5a. Ensure all scholarships are advertised in accordance with rectified. We will ensure that the webmasters are reviewing the criteria
There were 28 scholarships in the College of Information for which donor agreements. for compliance for each advertised scholarship.
Internal Audit received an agreement identifying the criteria for
awarding the scholarship. 14 of these scholarships were advertised
on the Library and Information Science website. Internal Audit found
that the criteria listed on the website contained discrepancies from
the criteria in the agreement.
Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 6. Student Financial Aid and Scholarships’ Best Practices for Moderate |Recommendation for Interim Dean of the College of We agree. Dean of the College of 12/1/2016 Closed

Audit

Students

Audit

Scholarships and Awards are not consistently followed within the
departments in the College of Information.

Internal Audit noted scholarship process inadequacies, specifically:
* No working departmental policies;

* No meeting minutes; and

* Donor participating in the scholarship committee and involved in
award selection.

Information:

6a. Ensure that the Student Financial Aid and Scholarships’ Best
Practices for Scholarships and Awards are consistently followed
in the College of Information, specifically:

* Create a departmental policy for awarding scholarship;

* Hold committee meetings and document minutes; and

* Ensure appropriate personnel are involved in the scholarship
selection process.

The departments will ensure that each scholarship is in line with UNT’s.
policies and best practices, and we will also create a department policy
for awarding scholarships. College and department scholarship
committees will keep minutes of all meetings and document the
procedures in the selection process. Donor participation will be in line
with UNT policy. Scholarship award process training will be provided
on July 26th, 2016 as a follow up to an earlier meeting.

Information

38

Page

45 of

334



Internal

UNT System Internal
Audit

Fiscal Year 2016

16-406 UNT

Academic and
Students

COl Dean's Transitional
Audit

UNTS Enterprise Audit Report Inventory

7. When the School of Library and Information Sciences became a
department in College of Information, the existing scholarship
agreements were not evaluated to determine the appropriate
program of study for which the scholarship should be offered.
Additionally, the UNT Division of Advancement and the College of
Information had a different number of endowment scholarships
within the College of Information.

The scholarship agreements were prepared and written to provide
scholarships for the School of Library and Information Sciences. Once
the school became a department in the College of Information, these
scholarships were awarded solely to those studying within the
Department of Library and Information Sciences.

Recommendations for Interim Dean of the College of
Information:

7a. Coordinate with the Office of General Counsel and
Advancement to examine the language and donor's intent to
determine the appropriate program of study to which the
scholarships can be offered.

Advancement did not provide information about the Mary Voegle
endowed scholarship to the department and the scholarship was not
listed in Cognos with the rest of the other scholarships. When the LIS
budget was separated from the college budget in 2012, all endowed
scholarships were awarded according to the MOUs.

The dean of the College of Information will ask UNT General Counsel
to examine the language and donor intent.

The College of Information’s Advancement representative will work
closely with the College scholarship representative to ascertain the
existing number of scholarships that are eligible to be awarded.

Dean of the College of
Information

1/17/2017
Rev. 07/01/2017

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-406 UNT Academicand [COIl Dean's Transitional UNT 7. When the School of Library and Information Sciences became a Low Recommendations for Interim Dean of the College of Advancement did not provide information about the Mary Voegle Dean of the College of 1/17/2017 Closed
Audit Students Audit department in College of Information, the existing scholarship Information: endowed scholarship to the department and the scholarship was not  |Information Rev.07/01/2017
agreements were not evaluated to determine the appropriate listed in Cognos with the rest of the other scholarships. When the LIS
program of study for which the scholarship should be offered. 7b. Coordinate with UNT Division of Advancement to obtaina |budget was separated from the college budget in 2012, all endowed
Additionally, the UNT Division of Advancement and the College of clear understanding of how many scholarships exist within the |scholarships were awarded according to the MOUs.
Information had a different number of endowment scholarships College of Information and determine which are eligible to be
within the College of Information. awarded. The dean of the College of Information will ask UNT General Counsel
to examine the language and donor intent.
The scholarship agreements were prepared and written to provide
scholarships for the School of Library and Information Sciences. Once The College of Information’s Advancement representative will work
the school became a department in the College of Information, these closely with the College scholarship representative to ascertain the
scholarships were awarded solely to those studying within the existing number of scholarships that are eligible to be awarded.
Department of Library and Information Sciences.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC Currently, UNTHSC utilizes an incremental budget model, in which High Recommendation to the UNTHSC President and Interim Chief a. The Health Science Center (HSC) will establish a budget advisory Gregory R. Anderson, Interim 9/1/2017 Closed
Audit Regulatory (Unit Specific budget allocations are based upon the funding levels of the previous Financial Officer: committee to review and assess various ways to budget and to Chief Financial Officer
Compliance Management Control years. However, the model is not sufficient to ensure allocated provide recommendations regarding the underlining principles and
Review) amounts are adequate based on business needs and to achieve 1a. Review and assess alternative budget models and adopt a procedures to the President’s cabinet. The President's cabinet will
institutional goals and initiatives. model that aligns with institutional goals and initiatives. discuss and determine the best course of action in budgeting for HSC,
with the implementation of the revised budget model occurring in FY
In addition, although UNTHSC has operating budget guidelines, there 2018 for the FY 2019 budget process. This budgeting model will be
are no formalized principles. Budget principles help create completed by September 1, 2017.
overarching values for prioritization and resource allocation which
management adhere to as the budget is developed. Furthermore,
policies and procedures are not sufficiently developed to clarify and
crystalize the intent behind how the University will manage its
financial resources.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC Currently, UNTHSC utilizes an incremental budget model, in which High Recommendation to the UNTHSC President and Interim Chief b. Based on the determination by the President’s cabinet, budget Gregory R. Anderson, Interim 9/5/2017 Closed
Audit Regulatory (Unit Specific budget allocations are based upon the funding levels of the previous Financial Officer: principles, policy and procedures will be developed which support the |Chief Financial Officer
Compliance Management Control years. However, the model is not sufficient to ensure allocated I of the HSC and initiatives i with
Review) amounts are adequate based on business needs and to achieve 1b. Develop institutional principles, policies and procedures. the strategic plan. The proposed budget policy will be submitted to the
institutional goals and initiatives. Office of General Counsel (OGC) by September 5, 2017.
In addition, although UNTHSC has operating budget guidelines, there
are no formalized principles. Budget principles help create
overarching values for prioritization and resource allocation which
management adhere to as the budget is developed. Furthermore,
policies and procedures are not sufficiently developed to clarify and
crystalize the intent behind how the University will manage its
financial resources.
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Currently, UNTHSC utilizes an incremental budget model, in which
budget allocations are based upon the funding levels of the previous
years. However, the model is not sufficient to ensure allocated
amounts are adequate based on business needs and to achieve
institutional goals and initiatives.

In addition, although UNTHSC has operating budget guidelines, there
are no formalized principles. Budget principles help create
overarching values for prioritization and resource allocation which
management adhere to as the budget is developed. Furthermore,
policies and procedures are not sufficiently developed to clarify and
crystalize the intent behind how the University will manage its
financial resources.

High

Recommendation to the UNTHSC President and Interim Chief
Financial Officer:

1c. Communicate newly developed principles, policies and
procedures to pertinent employees. Management should
consider posting these documents on the UNTHSC website.

c. Once developed, the proposed budget policy will be submitted to
OGC for approval by September 5, 2017 and once OGC approves, then
the budget policy and procedures will be communicated to the
employees and posted on the UNTHSC website.

Gregory R. Anderson, Interim
Chief Financial Officer

9/5/2017
Rev. 10/5/17

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-022 HSC

Governance and
Regulatory
Compliance

School of Public Health
(Unit Specific
Management Control
Review)

UNTHSC

There was a change in the format of the Quarterly Budget Reports
that became effective in Q2 FY2016 to exclude prior year balances
brought forward. The Q1 Quarterly Budget Report reflected the
current year budget amounts as well as the prior year balances;
however, the Q2 Quarterly Budget Report only showed current year
budget amounts. Therefore, the total available budget in the Q2
Budget Report was understated by the following:

« Tobacco Settlement Funds - $264,582
+ Designated Tuition Funds - $43,282.

Additionally, prior year revenue generating activities of $733,784 was
also not shown in the Q2 Quarterly Budget Report. This amount
comprises of Facilities & Administrative cost recovery from grants for
the amount of $363,855.

Moderate

Recommendation to the Interim Chief Financial Officer:

2a. Management should determine what relevant information
needs to be included in the Quarterly Budget Reports and
develop a standard operating procedure.

a. Management will establish a task force to determine what relevant
information needs to be included in quarterly budget reports,
including the inclusion of prior year balances, as well as recommend a
set of standard operating procedures. These recommendations will be
submitted to the President’s cabinet for discussion and approval by
January 12, 2017.

Gregory R. Anderson, Interim
Chief Financial Officer

1/12/2017

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-022 HSC

Governance and
Regulatory
Compliance

School of Public Health
(Unit Specific
Management Control
Review)

UNTHSC

There was a change in the format of the Quarterly Budget Reports
that became effective in Q2 FY2016 to exclude prior year balances
brought forward. The Q1 Quarterly Budget Report reflected the
current year budget amounts as well as the prior year balances;
however, the Q2 Quarterly Budget Report only showed current year
budget amounts. Therefore, the total available budget in the Q2
Budget Report was understated by the following:

« Tobacco Settlement Funds - $264,582
* Designated Tuition Funds - $43,282.

Additionally, prior year revenue generating activities of $733,784 was
also not shown in the Q2 Quarterly Budget Report. This amount
comprises of Facilities & Administrative cost recovery from grants for
the amount of $363,855.

Moderate

Recommendation to the Interim Chief Financial Officer:

2b. Once standard operating procedures have been developed,
management should communicate to all relevant parties.

b. Once approved, the finance office will communicate to all relevant
parties the procedures to be used by February 10, 2017.

Gregory R. Anderson, Interim
Chief Financial Officer

2/10/2017

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-022 HSC

Governance and
Regulatory
Compliance

School of Public Health
(Unit Specific
Management Control
Review)

UNTHSC

Safeguarding measures of student fee payments received are not
adequate during the receipting and reconciliation processes at the
Office of Admissions. Specifically, the following were noted:

* Current/prospective students are not provided with receipts when
making payments for various fees unless requested by the student.
Specifically, when the assigned individual receives money in person
related to application, change of concentration, assurance and
deferment fees, a manual unofficial receipt from a generic receipt
logbook was provided to students upon request.

* Reconciliation processes are not in place to verify that assurance
and deferment fees received from prospective students were
properly credited towards the correct student account.

* Reconciliation processes are not in place to verify that application
and change of concentration fees were properly recorded in the
correct departmental account.

Moderate

Recommendation for the Director of Financial Services — Student|
Finance:

3a. Work with Student Accounting and University Cashiering
Services to change your process to require students paying in
person to pay directly at the cashiering office and obtain an
official university receipt and students paying by mail to send
their checks directly to the Cashiering Office.

We concur with your findings and agree to partner with the
appropriate staff from the School of Public Health to evaluate and

i the rec i as pi for reducing risk and
improving internal controls at the UNTHSC School of Public Health. Key
team members from UNT System Student Accounting and UNT System
Financial Systems Support will work with the appropriate staff (as
necessary) to ensure these recommendations, and others as deemed
appropriate, are implemented by no later than August 1, 2017.

Jeane Olson, Director of
Financial Services — Student
Finance

8/1/2017

Closed
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Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC Safeguarding measures of student fee payments received are not Moderate |Recommendation for Associate Dean of School of Public Health: [The School of Public Health, Office of Admissions will establish a Matt Nolan Adrignola, Associate’ 3/1/2017 Closed
Audit Regulatory (Unit Specific adequate during the receipting and reconciliation processes at the procedure to: Dean of Administration & Rev. 08/01/2017
Compliance Management Control Office of Admissions. Specifically, the following were noted: 3b. Develop procedures to help ensure that all fees collected are Student Services
Review) reconciled on a regular basis to the University accounting a. Redirect on-site cash received to the Cashier’s Office, located in the
* Current/prospective students are not provided with receipts when system and to the respective student account. Student Services Center of the UNTHSC campus, in the same building
making payments for various fees unless requested by the student. as the Office of Admission. Student will make payment to the Cashier,
Specifically, when the assigned individual receives money in person obtain a receipt, and then provide proof of payment to the Office of
related to application, change of concentration, assurance and Admission
deferment fees, a manual unofficial receipt from a generic receipt b. Redirect deposits by mail directly to the Cashiering Office,
logbook was provided to students upon request. establishing a procedure for the Office of Admission to be notified
* Reconciliation processes are not in place to verify that assurance when a deposit has been received
and deferment fees received from prospective students were c. Maintain a log of fees collected as notified by the Cashier’s office
properly credited towards the correct student account. d. Work with Financial Services as a process improvement to automate
* Reconciliation processes are not in place to verify that application items 1 and 2 above within their stipulated implementation date of
and change of concentration fees were properly recorded in the August 1, 2017
correct departmental account.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed
Audit Regulatory (Unit Specific to the process of receipting and depositing funds by the School of Student Finance: the recommendations as presented for reducing risk and improving Financial Services — Student
Compliance Management Control Public Health, we noted opportunities for improvement. Although, internal controls at the UNTHSC campus in Fort Worth. Key team Finance
Review) UNTHSC Cashiering Office is a keypad control access room with glass 4a. Establish a mandatory annual cash handling training for all | members from UNT System Student Accounting and UNT System
windows and limited access to only authorized personnel, the personnel handling cash at UNTHSC. Controller’s Office will work with the appropriate staff (as necessary)
following exceptions were noted: at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
* The drawers (cash registers) in which funds are kept do not have 2017.
locks to ensure that each cashier is accountable for her assigned
drawer.
* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.
 Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.
* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed
Audit Regulatory (Unit Specific to the process of receipting and depositing funds by the School of Student Finance: the recommendations as presented for reducing risk and improving Financial Services — Student
Compliance Management Control Public Health, we noted opportunities for improvement. Although, internal controls at the UNTHSC campus in Fort Worth. Key team Finance
Review) UNTHSC Cashiering Office is a keypad control access room with glass 4b. Require all cash handling | to sign a bers from UNT System Student Accounting and UNT System
windows and limited access to only authorized personnel, the acknowledging that they have been trained, read and Controller’s Office will work with the appropriate staff (as necessary)
following exceptions were noted: understand the relevant policies and procedures. at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
* The drawers (cash registers) in which funds are kept do not have 2017.
locks to ensure that each cashier is accountable for her assigned
drawer.
* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.
* Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.
* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.
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UNT System Internal 16-022 HSC School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed
Audit Regulatory (Unit Specific to the process of receipting and depositing funds by the School of Student Finance: the recommendations as presented for reducing risk and improving Financial Services — Student
Compliance Management Control Public Health, we noted opportunities for improvement. Although, internal controls at the UNTHSC campus in Fort Worth. Key team Finance
Review) UNTHSC Cashiering Office is a keypad control access room with glass 4c. Work with the UNTHSC Controller’s Office to modify Cash members from UNT System Student Accounting and UNT System
windows and limited access to only authorized personnel, the Handling Procedures to require cash handling annual training. | Controller’s Office will work with the appropriate staff (as necessary)
following exceptions were noted: at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
* The drawers (cash registers) in which funds are kept do not have 2017.
locks to ensure that each cashier is accountable for her assigned
drawer.
* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.
* Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.
* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed
Audit Regulatory (Unit Specific to the process of receipting and depositing funds by the School of Student Finance: the recommendations as presented for reducing risk and improving Financial Services — Student
Compliance Management Control Public Health, we noted opportunities for improvement. Although, internal controls at the UNTHSC campus in Fort Worth. Key team Finance
Review) UNTHSC Cashiering Office is a keypad control access room with glass 4d. Consider expanding the mandatory annual cash handling members from UNT System Student Accounting and UNT System
windows and limited access to only authorized personnel, the training and acl requil to Controller’s Office will work with the appropriate staff (as necessary)
following exceptions were noted: other University components. at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
* The drawers (cash registers) in which funds are kept do not have 2017.
locks to ensure that each cashier is accountable for her assigned
drawer.
* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.
* Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.
* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed

Audit

Regulatory
Compliance

(Unit Specific
Management Control
Review)

to the process of receipting and depositing funds by the School of
Public Health, we noted opportunities for improvement. Although,
UNTHSC Cashiering Office is a keypad control access room with glass
windows and limited access to only authorized personnel, the
following exceptions were noted:

* The drawers (cash registers) in which funds are kept do not have
locks to ensure that each cashier is accountable for her assigned
drawer.

* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.

* Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.

* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.

Student Finance:

4e. Ensure all bank deposit bags are kept in the safe until the
armored truck arrives.

the recommendations as presented for reducing risk and improving
internal controls at the UNTHSC campus in Fort Worth. Key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
2017.

Financial Services — Student
Finance
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While obtaining an understanding of UNTHSC Cashiering as it related
to the process of receipting and depositing funds by the School of
Public Health, we noted opportunities for improvement. Although,
UNTHSC Cashiering Office is a keypad control access room with glass
windows and limited access to only authorized personnel, the
following exceptions were noted:

* The drawers (cash registers) in which funds are kept do not have
locks to ensure that each cashier is accountable for her assigned
drawer.

* The bank deposit bag is not kept in the safe until the armored truck
arrives for pick up.

* Cashiers have their purses in the cashiering room rather than
having purses kept in a locker.

* The two cashiers have only received cash handling training once,
which was at the beginning of their employment in the last three and
six year tenure.

Moderate

Recommendations for the Director of Financial Services —
Student Finance:

4f. Consider utilizing a desktop check scanner.

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNTHSC campus in Fort Worth. Key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
2017.

Jeane Olson, Director of
Financial Services — Student
Finance

8/1/2017

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC While obtaining an understanding of UNTHSC Cashiering as it related | Moderate |Recommendations for the Director of Financial Services — We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 8/1/2017 Closed
Audit Regulatory (Unit Specific to the process of receipting and depositing funds by the School of Student Finance: the recommendations as presented for reducing risk and improving Financial Services — Student
Compliance Management Control Public Health, we noted opportunities for improvement. Although, internal controls at the UNTHSC campus in Fort Worth. Key team Finance
Review) UNTHSC Cashiering Office is a keypad control access room with glass 4g. Place all purses and belongings in a locker or drawer away members from UNT System Student Accounting and UNT System
windows and limited access to only authorized personnel, the from where the money is kept. Controller’s Office will work with the appropriate staff (as necessary)
following exceptions were noted: at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than August 1,
* The drawers (cash registers) in which funds are kept do not have 2017.
locks to ensure that each cashier is accountable for her assigned
drawer.
B R A S S WV SR ST DU et
Internal UNT System Internal | Fiscal Year 2016/ 16-022 HSC Governance and [School of Public Health UNTHSC During our review of School of Public Health Payroll, we noted that Low Recommendation for the Human Resources Director: Management worked with the UNT System Policy Manager, to Gary Finney, Human Resources 7/19/2016 Closed
Audit Regulatory (Unit Specific UNT System Administration Policies 03.503 Longevity Pay is outdated update/modify the University Administrative Policy. The updated Director
Compliance Management Control and it is not in compliance with the statute. Specifically, as of 5a. Modify University Administrative Policy regarding Longevity |policy was submitted to the Office of General Counsel for review
Review) 1, 2005 the longevity pay was raised from $20 per month Pay to help ensure compliance with the state laws. during the audit.
for every three years of state service to $20 per month for every two
years of state service which is not reflected in the policy. Additionally,
it is important to note that the longevity pay is appropriately
calculated in the University Payroll System in accordance with the
statute.
Internal UNTHSC Institutional | Fiscal Year 2016 NA Governance and PKU Human UNTHSC None NA NA NA NA NA N/A
Review Board Regulatory Microbiome Protocol
Compliance
Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Responsibility for IT Security is decentralized and communication High Recommendations for ITSS: IT Shared Services will utilize the following existing frameworks that Charlotte Russell, Chief 3/31/2017 Closed
Audit Technology Protection concerning the responsibilities of each party should be strengthened. address the recommendations of this observation (#1): Information Security Officer
ITSS should utilize a communication framework detailing how 1.The k that security ities for the
ITSS establishes the policies for the UNT Enterprise concerning responsibility for installation and maintenance of anti-virus and |management of information resources, including laptops, which is
requirements for installing and maintaining anti-virus and encryption encryption software on laptops, as well as inventory of laptops, |defined and communicated online in the following resources:
software on all laptops. It is then the responsibility of the IT Managers, will be disseminated. a. UNT System Information Security Regulation 6.1000, Section
or Custodians to ensure these policies are carried out. 1A talked to the 6.1004(3), “Information Security Structure”;
IT Managers of UNTS, UNT CAS and UNTD and they were not aware of| b. UNT System Information Security Policy 8.1000, Section 2,
their ibility for ongoing of the anti-virus and “Information Security Roles”;
encryption software on the laptops. The IT Managers do not follow c. UNT System Information Security Handbook, Section 6, “Information
procedures to ensure the software installed is maintained and Security Structure”; and
current. They do not receive directive communication from ITSS d. Texas Administrative Code Chapter 202 and 1SO 27001 and ISO
detailing ility and re ibility for maintaining this 27002; and
software. e. UNT System Information Security Mandate: Mobile Device
Encryption.
2. The UNT System Information Security Handbook, sections 10.4.1-
10.4.4,and 12.4.1-12.4.2, which is available online and establishes
requirements for management and installation of anti-virus and
encryption software.
3. UNT and UNT System committees established to communicate
campus related IT projects and issues, in addition to a listserv that is
used to i information technols security, antivirus and
encryption services issues to IT personnel across the UNT System and
the Institutions. The UNT Committee is called the Technical
Architecture Group. This group meets monthly. The name of the UNT
System committee is called the ITSS Technology Advisory group. This
group meets every other month. Representation in each committee
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Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Responsibility for IT Security is decentralized and communication High Recommendations for ITSS: IT Shared Services will utilize the following existing frameworks that Charlotte Russell, Chief 3/31/2017
Audit Technology Protection concerning the responsibilities of each party should be strengthened. address the recommendations of this observation (#1): Information Security Officer
ITSS may use an appropriate existing committee or create a new |1. The k that I security ibilities for the
ITSS establishes the policies for the UNT Enterprise concerning committee to i ility and re ibility for of information resources, including laptops, which is
requirements for installing and maintaining anti-virus and encryption security concerns, including anti-virus and encryption software |defined and communicated online in the following resources:
software on all laptops. It is then the responsibility of the IT Managers, maintenance. Such a committee should include representatives |a. UNT System Information Security Regulation 6.1000, Section
or Custodians to ensure these policies are carried out. 1A talked to the from across the University at all levels, not just IT personnel. 6.1004(3), “Information Security Structure”;
IT Managers of UNTS, UNT CAS and UNTD and they were not aware of| b. UNT System Information Security Policy 8.1000, Section 2,
their ibility for ongoing mai of the anti-virus and “Information Security Roles”;
encryption software on the laptops. The IT Managers do not follow c. UNT System Information Security Handbook, Section 6, “Information
procedures to ensure the software installed is maintained and Security Structure”; and
current. They do not receive directive communication from ITSS d. Texas Administrative Code Chapter 202 and 1SO 27001 and ISO
detailing ility and ibility for maintaining this 27002; and
software. e. UNT System Information Security Mandate: Mobile Device
Encryption.

2. The UNT System Information Security Handbook, sections 10.4.1-
10.4.4,and 12.4.1-12.4.2, which is available online and establishes
requirements for management and installation of anti-virus and
encryption software.

3. UNT and UNT System committees established to communicate
campus related IT projects and issues, in addition to a listserv that is
used to i information technols security, antivirus and
encryption services issues to IT personnel across the UNT System and
the Institutions. The UNT Committee is called the Technical
Architecture Group. This group meets monthly. The name of the UNT
System committee is called the ITSS Technology Advisory group. This
group meets every other month. Representation in each committee

Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Inventory list of laptops provided by Asset Management is not High IA recommends Asset Management review their processes to NA NA NA N/A
Audit Technology Protection complete and accurate. ensure they result in an accurate laptop inventory across the
Asset (AM) is re ible for maintaining an inventory Enterprise. IA should then conduct an audit of the Asset
of assets owned by the UNT Enterprise. This listing is maintained in Management inventory process. IA recommends this occurs
EIS. IA obtained a list of laptops from asset management for UNT, soon, as there are other UNT areas dependent on an accurate
UNTS, and UNTD, which contained 4688 entries. Listing from ePO inventory. ITSS does not own AM, and AM was not the subject
provided to IA contained 3771 laptops for the entire UNT Enterprise. of this audit. IA is recommending an audit of the Asset
IA selected a random sample of 100 machines from the ePO report Management process as a result of this audit.

and attempted to find those machines in the asset management
listing. Only 53 machines were found due to the asset management
listing only sporadically including the machine name, the key field in
ePO.

Neither of the lists provided, from EIS or ePO, indicated the type of
asset/machine.

UNTD maintains an inventory list which contained 85 laptops. Asset
Management’s listing indicated 387 laptops assigned to UNTD.

CAS does not maintain an independent inventory list of laptops
purchased, and those assigned to CAS could not be identified in Asset
Management’s listing.
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Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Inventory listing of laptops from Asset Management and listing of High Recommendation for ITSS: Per discussions that ensued between the leadership of ITSS (Rama Charlotte Russell, Chief 3/31/2017 Closed
Audit Technology Protection laptops in ePO are not reconciled. Dhuwaraha, Charlotte Russell, Dorothy Flores, and Kendra Ketchum)  |Information Security Officer
ITSS should develop and submit a policy requiring a periodic and Internal Audit (Tracy Grunig, Mickie Tate, and Sue Pagel) on

IA obtained a list of laptops from Asset Management pulled from EIS reconciliation of laptops in Asset Management’s inventory to August 11, 2016, all parties agreed to an alternative to this

9.0, which contained 4688 entries for UNT, UNTS, and UNTD. 3771 the list of laptops in ePO. This will help determine if all required |recommendation, due to non-compatibility of the asset management

laptops containing anti-virus software were found in ePO for the laptops are equipped with encryption and anti-virus software.  |system with ePO. The two technologies are used for unique purposes:

entire UNT Enterprise. IA selected a random sample of 100 machines The asset management system is used by institutions to track

from this ePO report and attempted to find those machines in the inventory, and ePO is a software management tool used by ITSS to

asset management listing. Only 53 machines were found due to the centrally manage the distribution of anti-virus and encryption

asset management listing only sporadically including the machine software to institutionally owned devices. These tools do not capture

name, the key field in ePO. the same type of information that would be needed to support
reconciliation, thus correlated, or comparable information, is not
stored in either system.
ITSS will establish a requirement for departments to install current
versions of anti-virus and encryption software deployment tools on all
newly acquired laptops. By installing the anti-virus and encryption
software tools on devices prior to deployment and use, the asset
management inventory will initially be indicative of devices that are
protected with these solutions. Thereafter, the annual check-in
recommendation will support review and compliance as noted in
Observation #4.

Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Inventory listing of laptops from Asset Management and listing of High Recommendation for IT Managers: Per discussions that ensued between the leadership of ITSS (Rama Charlotte Russell, Chief 3/31/2017 Closed
Audit Technology Protection laptops in ePO are not reconciled. Dhuwaraha, Charlotte Russell, Dorothy Flores, and Kendra Ketchum)  |Information Security Officer
IT Managers should develop a process to periodically reconcile  |and Internal Audit (Tracy Grunig, Mickie Tate, and Sue Pagel) on

|A obtained a list of laptops from Asset Management pulled from EIS the laptop asset management inventory with ePO in compliance | August 11, 2016, all parties agreed to an alternative to this

9.0, which contained 4688 entries for UNT, UNTS, and UNTD. 3771 with the new policy. recommendation, due to non-compatibility of the asset management

laptops containing anti-virus software were found in ePO for the system with ePO. The two technologies are used for unique purposes:

entire UNT Enterprise. IA selected a random sample of 100 machines The asset management system is used by institutions to track

from this ePO report and attempted to find those machines in the inventory, and ePO is a software management tool used by ITSS to

asset listing. Only 53 hines were found due to the centrally manage the distribution of anti-virus and encryption

asset management listing only sporadically including the machine software to institutionally owned devices. These tools do not capture

name, the key field in ePO. the same type of information that would be needed to support
reconciliation, thus correlated, or comparable information, is not
stored in either system.
ITSS will establish a requirement for departments to install current
versions of anti-virus and encryption software deployment tools on all
newly acquired laptops. By installing the anti-virus and encryption
software tools on devices prior to deployment and use, the asset
management inventory will initially be indicative of devices that are
protected with these solutions. Thereafter, the annual check-in
recommendation will support review and compliance as noted in
Observation #4.
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No follow-up for laptops not checking in.

ITSS maintains the ePO system, supplying the McAfee tool for people
building laptops to put anti-virus and encryption software on
machines. ePO also updates these machines with the most recent
software upgrades when the machines access the network, normally
every 15 minutes. ITSS does not require follow-up on machines that
have not checked in within a certain timeframe.

High

Recommendations for ITSS:

ITSS should develop and submit a policy requiring IT Managers
investigate machines not checking into ePO within a defined
timeframe or not containing anti-virus updates per definition.

Computer images that include anti-virus and encryption software are
deployed to laptops by campus departments. ITSS does not have
access to the images and is therefore unable to update them. In
addition, ITSS does not manage departmental operations or processes
associated with management of laptops.

ITSS will establish a requirement for laptops to be connected to
institutionally owned networks at least annually in order to receive
anti-virus and encryption software updates. In cases where a laptop is
not capable of running a specific institutionally managed anti-virus or
encryption software solution, a security exception will be considered if
mitigating controls can be established to protect the respective device.

ITSS will establish a requirement for IT managers to remove laptops
from ePO that have been surplussed and are no longer in use.

ITSS will establish a requirement for IT managers to investigate the
following:

* Laptops that do not check into ePO within an established timeframe;
and

* Laptops that do not receive anti-virus updates.

Documentation listing the reasons why a laptop does not check into
ePO will be required to be maintained by the IT Manager. In cases
where a laptop is not capable of checking in due to inability to run an
institutionally owned and managed anti-virus or encryption software
tool or solution, a security exception will be considered if mitigating

Charlotte Russell, Chief
Information Security Officer

3/31/2017

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-102 SYS

Information
Technology

IT Privacy and Data
Protection

UNT System

No follow-up for laptops not checking in.

ITSS maintains the ePO system, supplying the McAfee tool for people
building laptops to put anti-virus and encryption software on
machines. ePO also updates these machines with the most recent
software upgrades when the machines access the network, normally
every 15 minutes. ITSS does not require follow-up on machines that
have not checked in within a certain timeframe.

High

Recommendations for ITSS:

ITSS should develop and submit a policy requiring laptop owners
to bring the laptop into campus and connect directly to the UNT
network at least annually to receive required updates. Reason
for not checking in should be documented, and/or machine
access removed from the UNT network.

Computer images that include anti-virus and encryption software are
deployed to laptops by campus departments. ITSS does not have
access to the images and is therefore unable to update them. In
addition, ITSS does not manage departmental operations or processes
associated with management of laptops.

ITSS will establish a requirement for laptops to be connected to
institutionally owned networks at least annually in order to receive
anti-virus and encryption software updates. In cases where a laptop is
not capable of running a specific institutionally managed anti-virus or
encryption software solution, a security exception will be considered if
mitigating controls can be established to protect the respective device.

ITSS will establish a requirement for IT managers to remove laptops
from ePO that have been surplussed and are no longer in use.

ITSS will establish a requirement for IT managers to investigate the
following:

* Laptops that do not check into ePO within an established timeframe;
and

* Laptops that do not receive anti-virus updates.

Documentation listing the reasons why a laptop does not check into
ePO will be required to be maintained by the IT Manager. In cases
where a laptop is not capable of checking in due to inability to run an
institutionally owned and managed anti-virus or encryption software
tool or solution, a security exception will be considered if mitigating

Charlotte Russell, Chief
Information Security Officer

3/31/2017

Closed
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Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System No follow-up for laptops not checking in. High Recommendation for IT Managers: IA communicated with CAS Assistant Dean for Information Technology |Tim Christian, Assistant Dean 3/31/2017 Closed
Audit Technology Protection Services, Tim Christian, regarding removing laptops from ePO that are |for Information Technology
ITSS maintains the ePO system, supplying the McAfee tool for people IT Managers should remove laptops from ePO that are surplused and no longer in use. He agreed to follow the policy set by |Services
building laptops to put anti-virus and encryption software on surplused and no longer in use. ITSS.
machines. ePO also updates these machines with the most recent
software upgrades when the machines access the network, normally
every 15 minutes. ITSS does not require follow-up on machines that
have not checked in within a certain timeframe.
Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Use of the ePO tool is not required to install and monitor anti-virus Moderate |Recommendation for ITSS: Anti-virus software is deployed to devices in a variety of methods, Charlotte Russell, Chief 3/31/2017 Closed
Audit Technology Protection and encryption software on laptops. including direct acquisition from anti-virus software vendors (e.g., Information Security Officer
ITSS should develop and submit a standard requiring all IT McAfee), and also via ePolicy Orchestrator (ePO), a software
While most IT Managers use the ePO agent to install anti-virus and Managers use one tool to install anti-virus and encryption management tool used by IT Shared Services to centrally manage the
encryption software on laptops, there is no requirement to do so. software on laptops during the build process. distribution of anti-virus and encryption software to institutionally
Installation of anti-virus and encryption software is required but use owned devices, including laptops. Detection of the installation of anti-
of a specific tool is not required. virus and encryption software can be done manually (by physically
locating and assessing installation), or it can be done through the use
of management tools such as ePO.
ITSS will establish a standard requiring the use of the ITSS sanctioned
anti-virus and encryption software distribution tool. In cases where a
device is not capable of running a specific anti-virus or encryption
software solution, a security exception will be considered if mitigating
controls can be established to protect the respective device.
Internal UNT System Internal | Fiscal Year 2016/ 16-102 SYS Information IT Privacy and Data UNT System Standard for compliant and non-compliant anti-virus updates on Moderate |Recommendation for ITSS: ITSS will update and document the conditions in which a laptop is Charlotte Russell, Chief 3/1/2017 Closed
Audit Technology Protection laptops does not take into account last check-in date. considered compliant with the last check-in date requirement. Information Security Officer
ITSS should establish a new definition of when a laptop is
The current definition of laptops being compliant with anti-virus considered compliant, taking into account when they last
Internal UNT System Internal | Fiscal Year 2016/ 16-306 UNT Governance and Selected Grants UNT No findings/deficiencies. NA None NA NA NA N/A
Audit Regulatory Review - National
Compliance Science Foundation
Audit
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Listed below are reasons for conducting an audit at a later time:
1. A System-wide travel regulation, which will contain a section on
international travel requiring registration for all individuals travelling
internationally on University business, will need to be approved and
implemented.

2. RMS international travel registration mechanism will need to be
implemented.

3.There is a need to establish an internal control to ensure that all
individuals traveling internationally on University business register
their travel.

4. Management may want to consider possible consequences for
those individuals who do not comply with the international travel
registration requirement in the System travel regulation.

5. Funding for future improvements and/or expansion of the
international travel registration if determined

has not been obtained.

6. Need to update the UNT System Travel Guidelines and applicable
travel procedures.

N/A

Internal UNT System Internal | Fiscal Year 2016/ 16-401 UNT Governance and Toulouse Graduate UNT 1. No Application Fee Policy: Internal Audit was unable to locate any Moderate |Recommendation for Vice Provost of the Toulouse Graduate Historically the majority of the application fee was used to fund staff |Rebecca Lothringer, Executive 1/15/2017 Closed
Audit Regulatory School University policies that directly address the use of the Graduate School: positions in the Toulouse Graduate School. Within the last six months [Director of Admissions Rev. 08/31/2017
Compliance School Application fee. the funding of these staff lines were adjusted so that the staff directly
The Interim Dean of the Toulouse Graduate School, stated that 1a. Consult with the Vice President for Finance and responsible for application processing are paid from the application
application fees can be used for any purpose due to their flexibility, Administration to develop a policy specifying appropriate uses  |fee account. This is consistent with the intended use of the funds. In
and the Interim Dean was not aware of any policies governing the use for the Graduate School application fee. addition the residual funds will be directed toward processing of
of application fees. applications and the associated expenses. However, the application
The Interim Dean of the Toulouse Graduate School, stated that fee and the staff on that fee have moved under admissions and,
application fees can be used for any purpose due to their flexibility, consistent with the change in the budget line, we communicated with
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 1. Intercollegiate Athletics Fee - The UNT Intercollegiate Athletics Fee High ions for the Vice of Finance and The fees for athletics were returned to $10 per hour with limits,|Bob Brown, Vice President 11/30/2016 Closed
Audit Regulatory Operations - Athletic was increased $1 per semester credit hour (SCH) from $10/SCH to Administration and the Vice President of Athletics: the last appropriately authorized amount, prior to registrationfor Finance and
Compliance Department $11/5CH starting in the Spring of 2016 without a student general and fee payment for spring, 2017. The university will refund theAdministration
election conducted to approve the increase, which was not in a. Coordinate with the Office of General Counsel to take extra $1 per hour collected for the two previous terms. All
compliance with the Texas Education Code Chapter 54 Section appropriate actions to rectify the overbilling of students. refunds will be made by November 30, 2016.
54.5191. Therefore, this action resulted in the overbilling of students.
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 1. Intercollegiate Athletics Fee - The UNT Intercollegiate Athletics Fee High ions for the Vice of Finance and The fees for athletics were returned to $10 per hour with limits,|Bob Brown, Vice President 11/30/2016 Closed
Audit Regulatory Operations - Athletic was increased $1 per semester credit hour (SCH) from $10/SCH to Administration and the Vice President of Athletics: the last appropriately authorized amount, prior to registration|for Finance and
Compliance Department $11/5CH starting in the Spring of 2016 without a student general and fee payment for spring, 2017. The university will refund theAdministration
election conducted to approve the increase, which was not in b. Identify and refund students who were charged excess fees |€xtra $1 per hour collected for the two previous terms. All
compliance with the Texas Education Code Chapter 54 Section as a result of non-compliance with the Texas Education Code refunds will be made by November 30, 2016.
54.5191. Therefore, this action resulted in the overbilling of students. 54.5191 from Spring 2016 to current.
Internal UNT System Internal |Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 2. Inads g ing - g ing of High Recommendation for Assistant Athletic Director, Business|The Department of Athletics agrees with the recommendations. Pilar Bradfield, Assistant 2/1/2017 Closed
Audit Regulatory Operations - Athletic blank check stock are not adequate. Specifically, the following were Operations: A large unmovable safe has been purchased. Athletic Director
Compliance Department noted:
« There is a small unsecured movable safe on a shelf in the a. Obtain a larger unmovable safe.
custodian’s office which includes blank pre-numbered checks and the
safe combination of another safe located in Athletics administration.
* There is no documentation listing the check numbers of the blank
checks kept in safe.
* The Athletic Department Working Fund maximum balance is.
$20,000, though the estimated potential amount needed during peak
months is $5,000.
Internal UNT System Internal | Fiscal Year 2016/ 16-408 UNT Governance and Business Process UNT 2. Inad gl ing - g ing of High Recommendation  for ~ Assistant ~ Athletic Director, Business| The Department of Athletics agrees with the recommendations. |Pilar Bradfield, Assistant 2/1/2017 Closed
Audit Regulatory Operations - Athletic blank check stock are not adequate. Specifically, the following were Operations: Blank check stock will be inventoried on a quarterly basis. The | Athletic Director
Compliance Department noted: listing of check numbers for blank stock will be maintained and
« There is a small unsecured movable safe on a shelf in the b. Maintain a listing of check numbers for the blank check| updated after each inventory.
custodian’s office which includes blank pre-numbered checks and the stock that is kept secured in the safe.
safe combination of another safe located in Athletics administration.
* There is no documentation listing the check numbers of the blank
checks kept in safe.
* The Athletic Department Working Fund maximum balance is.
$20,000, though the estimated potential amount needed during peak
months is $5,000.
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2. Inad g ing - gl ing of
blank check stock are not adequate. Specifically, the following were
noted:

 There is a small unsecured movable safe on a shelf in the
custodian’s office which includes blank pre-numbered checks and the
safe combination of another safe located in Athletics administration.
* There is no documentation listing the check numbers of the blank
checks kept in safe.

* The Athletic Department Working Fund maximum balance is
$20,000, though the estimated potential amount needed during peak
months is $5,000.

High

Recommendation for Assistant Athletic Director, Business
Operations:

c. Reduce the working fund balance of the Athletic Department
Working Fund to a lower amount which will still meet the needs
of the department.

The Department of Athletics agrees with the recommendations.
Athletics will work with the Controller’s office in BSC to reduce the
fund to $10,000.00.

Pilar Bradfield, Assistant
Athletic Director

2/1/2017

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-408 UNT Governance and Business Process UNT 3. Parking Revenue - Testing of parking revenue identified the High R 1dations for Senior Athletic Director,|The Department of Athletics agrees with the recommendations. Pilar Bradfield, Assistant 11/1/2016 Closed
Audit Regulatory Operations - Athletic following: Business Operations: Athletic Director
Compliance Department * Parking reconciliation reports had material differences between * Procedures related to the parking funds will be formally
expected receipts and actual monies deposited to Student a. Develop procedures to help ensure that funds are|documented.
Accounting and University Cashiering Services. In detail parking a_ppropriately accounted for, reconciled and deposited|, ajl pertinent personnel will be trained on the procedures.
payments from four football games identified a shortage of $558.00, timely. * Reconciliation of parking funds will take place in a timely manner to
$515.00, $366.00, and an overage of $140.00. ensure compliance with the institutional mandates regarding cash
*The ions notated on the rec report regarding the deposits. All overage/shortages will be appropriately documented.
over/short dollar difference were inadequate or missing.
* The reconciliation reports reviewed were signed by a UNT Athletic
employee; however, the signature on the report by the
representative for Contemporary Services Corporation (CSC) signed
as "CSC" and the actual name was not used.
* There are no written procedures outlining the steps to be taken by
UNT Athletic personnel with regards to parking operations after CSC
collects and provides the parking funds to UNT Athletics personnel.
Internal UNT System Internal | Fiscal Year 2016/ 16-408 UNT Governance and Business Process UNT 3. Parking Revenue - Testing of parking revenue identified the High R 1dations for Senior Athletic Director,|The Department of Athletics agrees with the recommendations. Pilar Bradfield, Assistant 11/1/2016 Closed

Audit

Regulatory
Compliance

Operations - Athletic
Department

following:
* Parking reconciliation reports had material differences between
expected receipts and actual monies deposited to Student
Accounting and University Cashiering Services. In detail parking
payments from four football games identified a shortage of $558.00,
$515.00, $366.00, and an overage of $140.00.
* The ions notated on the rec

report regarding the
over/short dollar difference were inadequate or missing.

* The reconciliation reports reviewed were signed by a UNT Athletic
employee; however, the signature on the report by the
representative for Contemporary Services Corporation (CSC) signed
as "CSC" and the actual name was not used.

* There are no written procedures outlining the steps to be taken by
UNT Athletic personnel with regards to parking operations after CSC
collects and provides the parking funds to UNT Athletics personnel.

Business Operations:

b. Train pertinent UNT personnel on the parking
procedures expected to be developed.

* Procedures related to the parking funds will be formally
documented.

* All pertinent personnel will be trained on the procedures.

* Reconciliation of parking funds will take place in a timely manner to
ensure compliance with the institutional mandates regarding cash
deposits. All overage/shortages will be appropriately documented.

Athletic Director
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3. Parking Revenue - Testing of parking revenue identified the
following:

* Parking reconciliation reports had material differences between
expected receipts and actual monies deposited to Student
Accounting and University Cashiering Services. In detail parking
payments from four football games identified a shortage of $558.00,
$515.00, $366.00, and an overage of $140.00.

* The i notated on the r report regarding the
over/short dollar difference were inadequate or missing.

* The reconciliation reports reviewed were signed by a UNT Athletic
employee; however, the signature on the report by the
representative for Contemporary Services Corporation (CSC) signed
as "CSC" and the actual name was not used.

* There are no written procedures outlining the steps to be taken by
UNT Athletic personnel with regards to parking operations after CSC
collects and provides the parking funds to UNT Athletics personnel.

High

Recommendations for Senior Associate Athletic Director,
Business Operations:

c. Ensure adequate documentation is notated when there is
an overage/shortage.

The Department of Athletics agrees with the recommendations.

* Procedures related to the parking funds will be formally
documented.

* All pertinent personnel will be trained on the procedures.

* Reconciliation of parking funds will take place in a timely manner to
ensure compliance with the institutional mandates regarding cash
deposits. All overage/shortages will be appropriately documented.

Pilar Bradfield, Assistant
Athletic Director

11/1/2016

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-408 UNT

Governance and
Regulatory
Compliance

Business Process
Operations - Athletic
Department

3. Parking Revenue - Testing of parking revenue identified the
following:

* Parking reconciliation reports had material differences between
expected receipts and actual monies deposited to Student
Accounting and University Cashiering Services. In detail parking
payments from four football games identified a shortage of $558.00,
$515.00, $366.00, and an overage of $140.00.

* The i notated on the r report regarding the
over/short dollar difference were inadequate or missing.

* The reconciliation reports reviewed were signed by a UNT Athletic
employee; however, the signature on the report by the
representative for Contemporary Services Corporation (CSC) signed
as "CSC" and the actual name was not used.

* There are no written procedures outlining the steps to be taken by
UNT Athletic personnel with regards to parking operations after CSC
collects and provides the parking funds to UNT Athletics personnel.

High

Recommendations for Senior Associate Athletic Director,
Business Operations:

d. Monitor until sustained compliance is achieved.

The Department of Athletics agrees with the recommendations.

* Procedures related to the parking funds will be formally
documented.

* All pertinent personnel will be trained on the procedures.

* Reconciliation of parking funds will take place in a timely manner to
ensure compliance with the institutional mandates regarding cash
deposits. All overage/shortages will be appropriately documented.

Pilar Bradfield, Assistant
Athletic Director

11/1/2016

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-408 UNT

Governance and
Regulatory
Compliance

Business Process
Operations - Athletic
Department

UNT

4. Deposit of Funds - Testing identified that funds are not delivered
timely to the UNT Student Accounting and University Cashiering
Services (SAUCS) within five days in accordance with the UNT Policy
10.024. Additionally, funds are not deposited timely within seven
days after received by the institution in accordance with the Texas
Education Code § 51.003. In detail, the following were noted:

* Funds were received on September 19, 2015 (total amount of
$12,592.00) for parking; however, these funds were not provided to
SAUCS for deposit until September 25, 2015; and subsequently,
deposited by SAUCS into the bank on September 28, 2015.

* Funds were received on October 17, 2015 (total amount of
$4,100.00) for parking; however, these funds were not provided to
SAUCS for deposit until October 26, 2015 and deposited by SAUCS
into the bank on the same day.

* Funds were received on October 31, 2015 (total amount of
$6,334.00) for parking; however, these funds were not provided to
SAUCS for deposit until November 17, 2015; and subsequently,
deposited by SAUCS into the bank on November 18, 2015.

* Funds were received from November 23 — 25, 2015 (total amount
of $4,011.00) from concessions; however, these funds were not
provided to SAUCS for deposit until December 1, 2015; and
subsequently, deposited by SAUCS into the bank on December 3,
2015.

* Funds were received from July 5 — 17, 2016 (total amount of
$51,289.00) from the ticketing office; however, these funds were not
provided to SAUCS for deposit until July 25, 2016; and subsequently,
deposited by SAUCS into the bank on July 26, 2016.

Moderate

Recommendations for the Senior Associate Athletic
Director, Business Operations:

a. Re-educate applicable personnel on cash handling policy
requirements.

50

The Department of Athletics Agrees with the recommendations.

* The Business Process Trainer-UNT Finance and Administration will
conduct cash handling training on a regular basis to Athletics staff
whose responsibilities including the use of cash.

* Athletics has scheduled a meeting with UNTS Financial Services on
October 18, 2016 to determine the best options to deposit checks and
cash.

* The Athletic Department Business Office will perform periodic
reviews to ensure funds are being deposited timely.

Pilar Bradfield, Assistant
Athletic Director

8/1/2017

Closed
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4. Deposit of Funds - Testing identified that funds are not delivered
timely to the UNT Student Accounting and University Cashiering
Services (SAUCS) within five days in accordance with the UNT Policy
10.024. Additionally, funds are not deposited timely within seven
days after received by the institution in accordance with the Texas
Education Code § 51.003. In detail, the following were noted:

* Funds were received on September 19, 2015 (total amount of
$12,592.00) for parking; however, these funds were not provided to
SAUCS for deposit until September 25, 2015; and subsequently,
deposited by SAUCS into the bank on September 28, 2015.

* Funds were received on October 17, 2015 (total amount of
$4,100.00) for parking; however, these funds were not provided to
SAUCS for deposit until October 26, 2015 and deposited by SAUCS
into the bank on the same day.

* Funds were received on October 31, 2015 (total amount of
$6,334.00) for parking; however, these funds were not provided to
SAUCS for deposit until November 17, 2015; and subsequently,
deposited by SAUCS into the bank on November 18, 2015.

* Funds were received from November 23 — 25, 2015 (total amount
of $4,011.00) from concessions; however, these funds were not
provided to SAUCS for deposit until December 1, 2015; and
subsequently, deposited by SAUCS into the bank on December 3,
2015.

* Funds were received from July 5 — 17, 2016 (total amount of
$51,289.00) from the ticketing office; however, these funds were not
provided to SAUCS for deposit until July 25, 2016; and subsequently,
deposited by SAUCS into the bank on July 26, 2016.

Moderate

Recommendations for the Senior Associate Athletic
Director, Business Operations:

b. Management should perform a periodic review to ensure
funds are being deposited timely.

The Department of Athletics Agrees with the recommendations.

 The Business Process Trainer-UNT Finance and Administration will
conduct cash handling training on a regular basis to Athletics staff
whose responsibilities including the use of cash.

* Athletics has scheduled a meeting with UNTS Financial Services on
October 18, 2016 to determine the best options to deposit checks and
cash.

* The Athletic Department Business Office will perform periodic
reviews to ensure funds are being deposited timely.

Pilar Bradfield, Assistant
Athletic Director

8/1/2017

Closed
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4. Deposit of Funds - Testing identified that funds are not delivered
timely to the UNT Student Accounting and University Cashiering
Services (SAUCS) within five days in accordance with the UNT Policy
10.024. Additionally, funds are not deposited timely within seven
days after received by the institution in accordance with the Texas
Education Code § 51.003. In detail, the following were noted:

* Funds were received on September 19, 2015 (total amount of
$12,592.00) for parking; however, these funds were not provided to
SAUCS for deposit until September 25, 2015; and subsequently,
deposited by SAUCS into the bank on September 28, 2015.

* Funds were received on October 17, 2015 (total amount of
$4,100.00) for parking; however, these funds were not provided to
SAUCS for deposit until October 26, 2015 and deposited by SAUCS
into the bank on the same day.

* Funds were received on October 31, 2015 (total amount of
$6,334.00) for parking; however, these funds were not provided to
SAUCS for deposit until November 17, 2015; and subsequently,
deposited by SAUCS into the bank on November 18, 2015.

* Funds were received from November 23 — 25, 2015 (total amount
of $4,011.00) from concessions; however, these funds were not
provided to SAUCS for deposit until December 1, 2015; and
subsequently, deposited by SAUCS into the bank on December 3,
2015.

* Funds were received from July 5 — 17, 2016 (total amount of
$51,289.00) from the ticketing office; however, these funds were not
provided to SAUCS for deposit until July 25, 2016; and subsequently,
deposited by SAUCS into the bank on July 26, 2016.

Moderate

Recommendations for the Senior Associate Athletic
Director, Business Operations:

c. Coordinate with UNTS Financial Services to determine
best options with regards to the deposit of cash and checks
(i.e. lockbox, desktop check scanner, and secure safe) to
meet UNT Policy 10.024 and Texas Education Code 51.003
deposit requirements.

The Department of Athletics Agrees with the recommendations.

 The Business Process Trainer-UNT Finance and Administration will
conduct cash handling training on a regular basis to Athletics staff
whose responsibilities including the use of cash.

* Athletics has scheduled a meeting with UNTS Financial Services on
October 18, 2016 to determine the best options to deposit checks and
cash.

* The Athletic Department Business Office will perform periodic
reviews to ensure funds are being deposited timely.

Pilar Bradfield, Assistant
Athletic Director

8/1/2017

Closed
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4. Deposit of Funds - Testing identified that funds are not delivered
timely to the UNT Student Accounting and University Cashiering
Services (SAUCS) within five days in accordance with the UNT Policy
10.024. Additionally, funds are not deposited timely within seven
days after received by the institution in accordance with the Texas
Education Code § 51.003. In detail, the following were noted:

* Funds were received on September 19, 2015 (total amount of
$12,592.00) for parking; however, these funds were not provided to
SAUCS for deposit until September 25, 2015; and subsequently,
deposited by SAUCS into the bank on September 28, 2015.

* Funds were received on October 17, 2015 (total amount of
$4,100.00) for parking; however, these funds were not provided to
SAUCS for deposit until October 26, 2015 and deposited by SAUCS
into the bank on the same day.

* Funds were received on October 31, 2015 (total amount of
$6,334.00) for parking; however, these funds were not provided to
SAUCS for deposit until November 17, 2015; and subsequently,
deposited by SAUCS into the bank on November 18, 2015.

* Funds were received from November 23 — 25, 2015 (total amount
of $4,011.00) from concessions; however, these funds were not
provided to SAUCS for deposit until December 1, 2015; and
subsequently, deposited by SAUCS into the bank on December 3,
2015.

* Funds were received from July 5—17, 2016 (total amount of
$51,289.00) from the ticketing office; however, these funds were not
provided to SAUCS for deposit until July 25, 2016; and subsequently,
deposited by SAUCS into the bank on July 26, 2016.

Moderate

Recommendations for the Director of Financial Services —
Student Finance:

d. Evaluate the current requirements for the cash handling
policy to ensure the funds received from other departments
within five days is sufficient to meet the Texas Education
Code deposit requirement of seven days.

The Department of Athletics Agrees with the recommendations.

« Student Financial Services will work with the UNT Operations
Support department in identifying the departments that are not
in compliance with the UNT Cash Handling policy 10.006. The
UNT Cash Handling policy was updated as of 10/11/2016 to
change the days that department need to deposit funds from five
days to three days.

Jeane Olson, Director of
Financial Services -
Student Finance

8/1/2017

Closed
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4. Deposit of Funds - Testing identified that funds are nbt delivered -

timely to the UNT Student Accounting and University Cashiering
Services (SAUCS) within five days in accordance with the UNT Policy
10.024. Additionally, funds are not deposited timely within seven
days after received by the institution in accordance with the Texas
Education Code § 51.003. In detail, the following were noted:

* Funds were received on September 19, 2015 (total amount of
$12,592.00) for parking; however, these funds were not provided to
SAUCS for deposit until September 25, 2015; and subsequently,
deposited by SAUCS into the bank on September 28, 2015.

* Funds were received on October 17, 2015 (total amount of
$4,100.00) for parking; however, these funds were not provided to
SAUCS for deposit until October 26, 2015 and deposited by SAUCS
into the bank on the same day.

* Funds were received on October 31, 2015 (total amount of
$6,334.00) for parking; however, these funds were not provided to
SAUCS for deposit until November 17, 2015; and subsequently,
deposited by SAUCS into the bank on November 18, 2015.

* Funds were received from November 23 — 25, 2015 (total amount
of $4,011.00) from concessions; however, these funds were not
provided to SAUCS for deposit until December 1, 2015; and
subsequently, deposited by SAUCS into the bank on December 3,
2015.

* Funds were received from July 5—17, 2016 (total amount of
$51,289.00) from the ticketing office; however, these funds were not
provided to SAUCS for deposit until July 25, 2016; and subsequently,
deposited by SAUCS into the bank on July 26, 2016.

Moderate

Recommendations for the Director of Financial Services —
Student Finance:

e. If a policy change is made regarding deposit
requirements, communicate this information to all
pertinent departments that receive money.

The Department of Athletics Agrees with the recommendations.

« Student Financial Services will assist UNT Operations Support
with communicating any changes to the UNT Cash Handling
policy 10.006 as requested by UNT Operations Support to the
UNT campus. Student Financial Services communicated the
changes in the new Cash Handling policy to the Athletics
department during a meeting on 10/19/2016 and will continue to
coordinate training and awareness of the new policy to other
campus departments by August 1, 2017.

Jeane Olson, Director of
Financial Services -
Student Finance

8/1/2017

Closed
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5. Sexual Abuse and Child Molestation Awareness Training and
Background Checks - Testing for the completion of sexual abuse and
child molestation awareness training and background checks for
sports camp workers (i.e. Men's Basketball, Women's Basketball,
Football, Tennis, Swimming and Soccer) in FY 2016 identified the
following:

* 13 out of 158 (8%) did not complete the mandatory sexual abuse
and child molestation awareness training

* 8 out of 158 (5%) did not have evidence that a background check
was conducted.

Moderate

Recommendations for Senior Associate Athletic Director,
Business Operations:

a. Establish controls to ensure that all sports camp workers
complete the required sexual abuse and child molestation
awareness training prior to the start of the sports camp.

The Department of Athletics agrees with the recommendations.

* Athletics will work with sports camp directors to ensure that all
sports camp employees complete the required sexual abuse and child
molestation awareness training prior to the start of each camp.

Mike Ashbaugh, Sr.
Associate Athletic Director,
Pilar Bradfield, Assistant
Athletic Director, and Cindy
Ford, Business Office
Coordinator

4/15/2017

Closed
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Internal UNT System Internal |Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 5. Sexual Abuse and Child Molestation Awareness Training and Moderate |Recommendations for Senior Associate Athletic Director,|The Department of Athletics agrees with the recommendations. Mike Ashbaugh, Sr. 4/15/2017 Closed
Audit Regulatory Operations - Athletic Background Checks - Testing for the completion of sexual abuse and Business Operations: Associate Athletic Director,
Compliance Department child molestation awareness training and background checks for « Athletics will work with Risk management to establish controls and | Pilar Bradfield, Assistant
sports camp workers (i.e. Men's Basketball, Women's Basketball, b. Establish controls to ensure that Risk Management|ensure that they receive the necessary information that background  |Athletic Director, and Cindy
Football, Tennis, Swimming and Soccer) in FY 2016 identified the personnel receive the necessary information to ensure that| checks are conducted for all camp employees. Ford, Business Office
following: background checks are conducted for all sports camp Coordinator
workers prior to the start of the sport camp.
* 13 out of 158 (8%) did not complete the mandatory sexual abuse
and child molestation awareness training
* 8 out of 158 (5%) did not have evidence that a background check
was conducted.
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 5. Sexual Abuse and Child Molestation Awareness Training and R 1dations for Senior Athletic Director,|The Department of Athletics agrees with the recommendations. Mike Ashbaugh, Sr. 4/15/2017 Closed
Audit Regulatory Operations - Athletic Background Checks - Testing for the completion of sexual abuse and Business Operations: Associate Athletic Director,
Compliance Department child molestation awareness training and background checks for * Athletics will communicate with Risk Management personnel to Pilar Bradfield, Assistant
sports camp workers (i.e. Men's Basketball, Women's Basketball, ¢. Communicate consistently with Risk Management|ensure they have received or have on file evidence of the completion | Athletic Director, and Cindy
Football, Tennis, Swimming and Soccer) in FY 2016 identified the personnel to ensure that they have received and/or have on| of sexual abuse and child molestation awareness training and Ford, Business Office
following: file for each sports camp worker evidence of completion of background checks. Coordinator
sexual abuse and child molestation awareness training and
* 13 out of 158 (8%) did not complete the mandatory sexual abuse background checks.
and child molestation awareness training
* 8 out of 158 (5%) did not have evidence that a background check
was conducted.
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 6. Insurance Coverage for Sports Camps - Testing of insurance Moderate |Recommendation for Senior Associate Athletic Director,| The Department of Athletics agrees with the recommendations. |Mike Ashbaugh, Sr. 4/15/2017 Closed
Audit Regulatory Operations - Athletic coverage for sports camp participants (i.e. Men's Basketball, Business Operations: Associate Athletic Director
Compliance Department Women's Basketball, Football, Tennis, Swimming and Soccer) in FY « Athletics will work with each sports camp director to ensure
2016 identified the following: a. Re-educate the Sports Camp Directors on the|that they provide UNT Risk Management with documentation
importance of providing notification and documentation to|that insurance has been purchased for their camps prior to the
« 3 out of 136 (2%) volleyball sports camp participants did not have UNT . Risk Management _that (_:amp insurance for|start of each camp.
insurance coverage. partl_clpants has been_ obtained (i.e. t_hmugh UNT or
* Volleyball did not provide notification and documentation to Risk outside means) for their sports camp prior to the start of
- . the camp.
Management for the camp participants who had insurance coverage.
* Swimming was sponsored through NIKE which requires insurance;
however, the proof of insurance certificate was not provided to Risk
Management by the camp director.
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 7. Endowed Scholarships - The following observations were noted Moderate |Recommendations for Associate Athletic Director,| The Department of Athletics agrees with the recommendations. |Scott Hobbs, Sr. Associate 2/1/2017 Closed
Audit Regulatory Operations - Athletic with regards to Endowed Athletic Scholarships: Compliance: Athletics Director —
Compliance Department « Criteria used by the committee did not always fully agree with the Athletics awards all of the athletic endowed scholarships during | Compliance.
donor Memorandum of Understanding and/or other support a. Ensure that the endowed scholarship criteria used by the|the month of August every year. This process involves selecting
dq ation eligibility requi . committee agrees with eligibility requirements established|recipients for the upcoming academic year as well as completing
« Documented procedures are not in place with regards to the by the donor. the paperwork for the award winners of the previous year.
awarding process for endowed Athletic scholarships. R N L N .
* Minutes are not being prepared to document the actions taken at : The At.hletlc Compllfa\nce Office is c“"ef‘"y workln_g with the
Athletics endowed awarding committee meetings. University and Athletic Develo_pment Offices to obtain
Memorandums of Understanding (MOUs) for all endowed
athletic scholarships. The complete gathering of this
information will help to ensure the criteria used by the
committee matches the requirements and intentions of the
donor.
Internal UNT System Internal | Fiscal Year 2016 16-408 UNT Governance and Business Process UNT 7. Endowed Scholarships - The following observations were noted Moderate |Recommendations for Associate Athletic Director,| The Department of Athletics agrees with the recommendations. |Scott Hobbs, Sr. Associate 2/1/2017 Closed
Audit Regulatory Operations - Athletic with regards to Endowed Athletic Scholarships: Compliance: Athletics Director —
Compliance Department « Criteria used by the committee did not always fully agree with the Athletics awards all of the athletic endowed scholarships during | Compliance.
donor Memorandum of Understanding and/or other support b. Develop written procedures to document processes and|the month of August every year. This process involves selecting
a ation eligibility requi . procedures pertaining to the awarding of Athletic endowed | recipients for the upcoming academic year as well as completing
« Documented procedures are not in place with regards to the scholarships for eligible student athletes. the paperwork for the award winners of the previous year.
awarding process for endowed Athletic scholarships. R .
* Minutes are not being prepared to document the actions taken at * Once a!l the .MOUS h_a\\{e been gathered, Athletics WI.“ formally
Athletics endowed awarding committee meetings. develop its written poll(_;les and procedures for av_vardlng of both
the endowed scholarships and any general athletic donor
scholarships.
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7. Endowed Scholarships - The following observations were noted
with regards to Endowed Athletic Scholarships:

 Criteria used by the committee did not always fully agree with the
donor Memorandum of Understanding and/or other support

ation eligibility requi 3

* Documented procedures are not in place with regards to the
awarding process for endowed Athletic scholarships.

* Minutes are not being prepared to document the actions taken at
Athletics endowed awarding committee meetings.

Moderate

Recommendations  for ~Associate  Athletic

Compliance:

Director,

c. Written minutes should be maintained on Athletics
endowed scholarship committee meetings.

The Department of Athletics agrees with the recommendations.

Athletics awards all of the athletic endowed scholarships during
the month of August every year. This process involves selecting
recipients for the upcoming academic year as well as completing
the paperwork for the award winners of the previous year.

« Athletics will maintain official records for actions taken at
committee meetings for endowed scholarships.

Scott Hobbs, Sr. Associate
Athletics Director —
Compliance.

2/1/2017
Rev. 08/31/2017

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-005 UNT Governance and Student-Managed UNT Annual Report Completion Date — The annual report was prepared 47 | Moderate |Prepare and present financial results as the annual report. The department chair has visited with the incoming President of the  |SIG Board of Directors NA Closed
Audit Regulatory Investment days late. Disseminate the annual report to all required parties within the |SIG regarding the recommendations. He has agreed to share the
Compliance Fund Review time frame set forth in Article IX, section B(c) of the SIG By-Laws. [recommendations with the SIG Board of Directors and will plan to
meet the 45 day deadline for the 2017 annual financial report and
reports thereafter.
Internal UNT System Internal | Fiscal Year 2016/ 16-005 UNT Governance and Student-Managed UNT Annual Report Completion Date — The annual report was prepared 47 | Moderate |Present additional information, such as remarks from the Board | The department chair has visited with the incoming President of the  |SIG Board of Directors NA Closed
Audit Regulatory Investment days late. of Directors, symposiums attended, and other activities, in a SIG regarding the recommendations. He has agreed to share the
Compliance Fund Review separate report at a later date. recommendations with the SIG Board of Directors and will plan to
meet the 45 day deadline for the 2017 annual financial report and
reports thereafter.
Internal UNT System Internal | Fiscal Year 2016/ 16-005 UNT Governance and Student-Managed UNT Voting Summary Form — The number of shares voted to be purchased Low Ensure that Senior Analysts and Portfolio Managers include the |In Spring 2016, the SIG Board of Directors adopted and began usinga [SIG Board of Directors NA Closed
Audit Regulatory Investment was missing from two Voting Summary forms. number of shares on the Voting Summary form. Designate one |Recommendation Form and an Equity Order Form. Each form provides
Compliance Fund Review specific location on the Voting Summary form to include the a specific location for the number of shares to be sold or purchased.
number of shares.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |1. Conflict of Interest — UNT System / UNT / UNT Dallas — The current High 1a. Management to work with Office of General Counsel and Management will work with Office of General Counsel, Human James Mauldin, Associate Vice Original 8/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC Conflict of Interest policy relies on self-disclosure. Currently, there is Human Resources to establish a mechanism, which includes a Resources, and the campuses to establish and implement a Chancellor for Treasury Revised 06/01/2017
Compliance no formal process in place to determine and document if an conflict of interest disclosure form, through which investment  |documented formal procedure that will both provide training on and
investment officer or any authorized designee has a personal officers self-report annually any real or perceived conflicts of address conflicts of interest.
business relationship with a business organization offering to engage interest.
in an investment transaction with UNT System, UNT, and UNT Dallas.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |1. Conflict of Interest — UNT System / UNT / UNT Dallas — The current High 1b. Implement a required annual conflict of interest training Management will work with Office of General Counsel, Human James Mauldin, Associate Vice Original 08/31/206 Closed
Audit Regulatory Compliance Audit UNTHSC Conflict of Interest policy relies on self-disclosure. Currently, there is program to provide investment officers a clear understanding of [Resources, and the campuses to establish and implement a Chancellor for Treasury Revised 06/01/2017
Compliance no formal process in place to determine and document if an their roles and responsibilities related to conflict of interest and |documented formal procedure that will both provide training on and
investment officer or any authorized designee has a personal steps they would need to take in the event of a concern. address conflicts of interest.
business relationship with a business organization offering to engage
in an investment transaction with UNT System, UNT, and UNT Dallas.
Internal UNT System Internal | Fiscal Year 2016 16-004, 16-009 Governanceand | FY 2015 Investment | UNT System, UNT, UNT Dallas, |1. Conflict of Interest — UNT System / UNT / UNT Dallas — The current High 1c. For staff positions which do not require an annual conflict of | Management will work with Office of General Counsel, Human James Mauldin, Associate Vice Original 08/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC Conflict of Interest policy relies on self-disclosure. Currently, there is interest disclosure form to be completed, consider requiring Resources, and the campuses to establish and implement a Chancellor for Treasury Revised 03/31/2017
Compliance no formal process in place to determine and document if an periodic acknowledgement of the institution’s ethics policy from |documented formal procedure that will both provide training on and
investment officer or any authorized designee has a personal staff, which has conflict of interest embedded within the policy. |address conflicts of interest.
business relationship with a business organization offering to engage
in an investment transaction with UNT System, UNT, and UNT Dallas.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |2. Bank Addendum Certificate of Authority — UNT - Testing identified Moderate |2a. To work with the Institutional CFO’s in establishing an Online log on credentials were disabled prior to the employees’ James Mauldin, Associate Vice 6/30/2016 Closed
Audit Regulatory Compliance Audit UNTHSC two terminated employees with access to the UNT repurchase sweep annual review process to ensure that bank account access for ~ [termination. Management will review existing processes for Chancellor for Treasury
Compliance account ending in account number 2633. employees are appropriate based on their roles and improvement opportunities regarding immediate removal of all access
responsibilities. for terminated employees. In addition, Treasury will work with the
CFO’s regarding establishing a review that occurs no less than
annually.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |2. Bank Addendum Certificate of Authority — UNT - Testing identified Moderate |2b. For employees that have an employment status change Online log on credentials were disabled prior to the employees’ James Mauldin, Associate Vice 6/30/2016 Closed
Audit Regulatory Compliance Audit UNTHSC two terminated employees with access to the UNT repurchase sweep which includes termination, establish a process to remove termination. Management will review existing processes for Chancellor for Treasury
Compliance account ending in account number 2633. access immediately. improvement opportunities regarding immediate removal of all access
for terminated employees. In addition, Treasury will work with the
CFO’s regarding establishing a review that occurs no less than
annually.
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Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |3. Conflict of Interest — UNTHSC — One out of three employees (33%) Moderate |3a. Require all applicable staff to be re-educated on the policy. |Management will work with the UNTHSC Compliance Office to Debra Willett, UNTHSC Director 5/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC who have access to investment related bank accounts did not blish and i pre to notify employees when they  |Financial Planning & Policy
Compliance complete a conflict of interest disclosure form. have not completed the Conflict Disclosure Form within the required  |Analysis
time frame established by UNTHSC and a process for educating staff
about possibly detecting conflicts of interest.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |3. Conflict of Interest — UNTHSC — One out of three employees (33%) Moderate |3b. Work with the Office of C li toi a will work with the UNTHSC Compliance Office to Debra Willett, UNTHSC Director 5/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC who have access to investment related bank accounts did not monitoring process to ensure applicable staff completes an establish and implement procedures to notify employees when they  |Financial Planning & Policy
Compliance complete a conflict of interest disclosure form. annual conflict of interest disclosure form. have not completed the Conflict Disclosure Form within the required  |Analysis
time frame established by UNTHSC and a process for educating staff
about possibly detecting conflicts of interest.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |4. Inaccuracy of Quarterly Investment Report — UNT System / UNT / Moderate |4a. Review fiscal year 2015 quarterly investment reports for Fiscal Year 2015 was a transitional year organizationally for a James Mauldin, Associate Vice 3/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC UNT Dallas - Testing of the accuracy of quarterly investment reports which ending and beginning balances for successive quarters did | consolidated treasury operation. Treasury has already begun working |Chancellor for Treasury
Compliance identified footing errors, instances of ending and beginning balances not match and make necessary corrections. Then, update the with the campuses to ensure that the investment reports on the
for successive quarters not matching, incorrect balances for the third investment disclosure websites with the corrected reports. websites are accurate and will continue to do so. A quality review
quarter and incorrect investment report posted on the investment process of these reports has been implemented and will going forward
disclosure website. include ensuring that the posting to each campus’ website is accurate
and complete.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |4. Inaccuracy of Quarterly Investment Report — UNT System / UNT / Moderate | 4b. Implement a review process for quarterly investment Fiscal Year 2015 was a transitional year organizationally for a James Mauldin, Associate Vice 3/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC UNT Dallas - Testing of the accuracy of quarterly investment reports reports to ensure the accuracy of data to be reported priorto  |consolidated treasury operation. Treasury has already begun working [Chancellor for Treasury
Compliance identified footing errors, instances of ending and beginning balances the issuance to the Board of Regents and posting on the with the campuses to ensure that the investment reports on the
for successive quarters not matching, incorrect balances for the third institution’s investment disclosure website. websites are accurate and will continue to do so. A quality review
quarter and incorrect investment report posted on the investment process of these reports has been implemented and will going forward
disclosure website. include ensuring that the posting to each campus’ website is accurate
and complete.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |5. Reconciliation to the General Ledger — UNTHSC - The cash account | Moderate [5a. Establish a process to ensure year-end close is performed on [FY15 was the first time UNTHSC's financial close was managed by UNT |Paula Welch, Associate 10/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC balance per the investment report was different from the balances a timely basis. System Controller staff, none of whom had experience in prior Controller
Compliance recorded in the general ledger as of August 31, 2015. The balance per UNTHSC year-end financial close activities. The year-end financial close
the quarterly investment report was understated by $4,430,968.57. process continues to improve since the Financial Transformation James Mauldin, Associate Vice
Project began. For the preparation of the FY16 Annual Financial Chancellor for Treasury
Reports, the System Controller is preparing a timeline/schedule that
will require each institution to complete their annual financial reports
by early October. This would result in general ledger balances being
fully reconciled and finalized by the end of September. In addition, the
new review process for investment reports will include Accounting
staff to ensure reported cash balances reconcile to the GL.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |5. Reconciliation to the General Ledger — UNTHSC - The cash account Moderate |5b. Establish a review process to ensure balances in the FY15 was the first time UNTHSC's financial close was managed by UNT [Paula Welch, Associate 10/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC balance per the investment report was different from the balances quarterly investment reports reconcile to the balances in the System Controller staff, none of whom had experience in prior Controller
Compliance recorded in the general ledger as of August 31, 2015. The balance per general ledger. UNTHSC year-end financial close activities. The year-end financial close
the quarterly investment report was understated by $4,430,968.57. process continues to improve since the Financial Transformation James Mauldin, Associate Vice
Project began. For the preparation of the FY16 Annual Financial Chancellor for Treasury
Reports, the System Controller is preparing a timeline/schedule that
will require each institution to complete their annual financial reports
by early October. This would result in general ledger balances being
fully reconciled and finalized by the end of September. In addition, the
new review process for investment reports will include Accounting
staff to ensure reported cash balances reconcile to the GL.
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6. Presentation of the UNTHSC and UNTHSC Foundation Investments
on the Quarterly Investment Reports — UNTHSC - The August 31, 2015
UNTHSC Quarterly Investment Report did not reflect the separation
of investments belonging to UNTHSC and to UNTHSC Foundation.

6a. For subsequent periods, UNTHSC should identify and

exclude all investments belonging to UNTHSC Foundation from
the financial statements and investment reports. If investments
are not excluded, properly define on the investment reports

which amount is for UNTHSC and for Foundation.

Management believes the Board of Regents should have quarterly
visibility to all investments that exist for the benefit of the System and
therefore each Foundation’s investments should not be excluded.
However, we do agree that they should be clearly labeled as such.
Treasury is in the process of reformatting all investment reports and
will ensure that endowments, both campus and foundation, are
included yet clearly labeled. A quality review of these reports is
important and has been implemented to ensure that reports to the
Board are accurate.

James Mauldin, Associate Vice
Chancellor for Treasury

3/31/2016

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |6. Presentation of the UNTHSC and UNTHSC Foundation Investments Low 6b. Establish a review process to ensure i inthe believes the Board of Regents should have quarterly James Mauldin, Associate Vice 3/31/2016 Closed
Audit Regulatory Compliance Audit UNTHSC on the Quarterly Investment Reports — UNTHSC - The August 31, 2015 quarterly investment reports are appropriate. visibility to all investments that exist for the benefit of the System and [Chancellor for Treasury
Compliance UNTHSC Quarterly Investment Report did not reflect the separation therefore each Foundation’s investments should not be excluded.
of investments belonging to UNTHSC and to UNTHSC Foundation. However, we do agree that they should be clearly labeled as such.
Treasury is in the process of reformatting all investment reports and
will ensure that endowments, both campus and foundation, are
included yet clearly labeled. A quality review of these reports is
important and has been implemented to ensure that reports to the
Board are accurate.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |7. Short Term Pool/Long Term Pool Ranges — UNT System / UNT / UNT| Low 7a. Review the Investment of System Funds Regulation 08.2000 |This has already been addressed in the investment policy adopted by |James Mauldin, Associate Vice 11/20/2015 Closed
Audit Regulatory Compliance Audit UNTHSC Dallas - For certain months in fiscal year 2015, short term working pertaining to short and long term investment percentages to the Board on November 20, 2015. Chancellor for Treasury
Compliance capital funds and long term reserves percentage of available cash on determine if the percentage requirement ranges should be
hand were outside the ranges prescribed by policy. Additionally, updated to reflect the financial environment of UNT System and
necessary adjustments were not performed to ensure percentages its’ institutions.
remained within this range as required by the Regulation.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |8. Collateralization Below 102% - UNTHSC - For 11 days in August Low 8a. Management should establish and follow procedures to Management agrees with the recommendation. Management will add |Barbara Holt, UNTHSC Senior 3/1/2016 Closed
Audit Regulatory Compliance Audit UNTHSC 2015, collateralization for deposit accounts fell below 102% of inform the bank of changes in the amount or activity of additional steps to the current set of collateralization review Director Financial Operations
Compliance deposits. deposits, that may exceed UNTHSC's collateral value, within a procedures to ensure that the bank is notified in a more timely
reasonable time before the change occurs. manner before large changes in deposits occur and when
collateralization falls below the required amount.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |9. Format and Content of Quarterly Investment Reports — UNT Low 9a. Management should determine if cash should be included in | Management has been aware of this need and has already targeted James Mauldin, Associate Vice 2/25/2016 Closed
Audit Regulatory Compliance Audit UNTHSC System / UNT / UNT Dallas / UNTHSC - The format and content of the quarterly investment reports, and once defined apply the implementation of a new format that will be standard across the  |Chancellor for Treasury
Compliance quarterly investment reports is not consistent across all institutions. methodology consistently for all institutions. System for the first report on Fiscal Year 2016.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |9. Format and Content of Quarterly Investment Reports — UNT Low 9b. Management should determine an appropriate reporting Management has been aware of this need and has already targeted James Mauldin, Associate Vice 2/25/2016 Closed
Audit Regulatory Compliance Audit UNTHSC System / UNT / UNT Dallas / UNTHSC - The format and content of format and once established utilize the new format for all the implementation of a new format that will be standard across the  |Chancellor for Treasury
Compliance quarterly investment reports is not consistent across all institutions. institutions. System for the first report on Fiscal Year 2016.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |10. Annual Review and Adoption of Financial Institutions — UNT Low 10a. Establish procedures to ensure compliance with System Management will review the regulation to determine appropriateness |James Mauldin, Associate Vice 11/30/2016 Closed
Audit Regulatory Compliance Audit UNTHSC System - There was no indication that Board of Regents reviewed and Regulation 08.2000, Section 2005, paragraph 10 or review the  |of the wording as this is not a requirement in the Public Funds Chancellor for Treasury Revised Date: 06/30/2017
Compliance adopted a list of financial institutions for fiscal year 2015. System Regulation to see if requirement is applicable asis and  |Investment Act. Based upon the findings, either the regulation will be
make changes as necessary. revised or procedures will be modified to ensure compliance.
Internal UNT System Internal | Fiscal Year 2016/ 16-004, 16-009 Governance and FY 2015 Investment | UNT System, UNT, UNT Dallas, |11. Outdated Investment Policy — UNTHSC - An outdated institutional Low 11a. Management should update the website to reflect System |Management is in agreement with the recommendation. Management | Debra Willett, UNTHSC Director 5/1/2016 Closed
Audit Regulatory Compliance Audit UNTHSC investment policy is posted on the webpage under Chapter 10: Fiscal Regulation 08.2000 and revisions made should be will implement additional steps to the current set of procedures to Financial Planning & Policy
Compliance Management. However, this policy was superseded by System communicated to appropriate personnel. insure timely updating of investment policies and maintaining all Analysis
Regulation 08.2000 which was approved in August 2012. required investment disclosures on the institution’s website.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with University Policy - The Joint Admission Medical High Work with appropriate management from the Office of Grants | We are in agreement with moving JAMP funds to the Office of Grants |Mike Kennedy, Director of 12/31/2015 Closed
Audit Regulatory Medical Program Audit Program (JAMP) agreement was not properly set up in accordance to and Contract Management and the Office of Finance to set up  |and Contract Management. It should be noted that this has never Admissions
Compliance University Policy Chapter 13.123. JAMP as a sponsored project. been recommended in any previous audit.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC UNT Information Security Users Guidelines- Credit Card Sensitive High Provide training to appropriate personnel in regards to the UNT |The Purchasing Card Program Supervisor sends a copy of the Citibank [Kimberly Bien, Purchasing Card 10/28/2015 Closed
Audit Regulatory Medical Program Audit Information Information Security Users Guide and PCI Best Practices. statement that includes the full Program Supervisor
Compliance account number each month as supporting documentation for the
payment. The account number will be redacted going forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC UNT Information Security Users Guidelines- Credit Card Sensitive High Mask credit card information that is transmitted by email, The Purchasing Card Program Supervisor sends a copy of the Citibank |Kimberly Bien, Purchasing Card 10/28/2015 Closed
Audit Regulatory Medical Program Audit Information uploaded and retained in the system, that includes the full Program Supervisor
Compliance ApplicationXtender, to help ensure sensitive information is not |account number each month as supporting documentation for the
compromised. payment. The account number will be redacted going forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Lack of Reconciliation Process - Internal Audit was unable to validate High Develop procedures to help ensure that the expenditures We are in agreement with this assessment. We will set aside periodic | Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit the reconciliation process between the FY 2015 Expenditure Reports recorded in the Expenditure Report are reconciled on a regular  [reconciliation periods to review Admissions
Compliance to the University's Accounting System. basis to the JAMP expenditures to the Accounting System.
Accounting System.
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Non-Compliance with JAMP Medical School Expenditure Guidelines -
Time and Effort Reporting - During our review of payroll activities
related to JAMP, we noted that the JAMP Coordinator salary
devoted to the project was based on an estimated average of annual
time and effort.

High

Develop procedures to track and verify the accuracy of actual
time and effort devoted to the program to help ensure
compliance

with the JAMP Medical School iture

We are in agreement with the assessment that there is no official
tracking of the JAMP Coordinator time and effort (only estimates).
With the move of financials to the Office of Grants and Contract

this will be a part of a new process for reporting time. It
should be noted that this has never been recommended in any
previous audit.

Mike Kennedy, Director of
Admissions

3/1/2016

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with JAMP Medical School Expenditure Guidelines - High Re-evaluate percentage of salary distribution based on actual We are in agreement with the assessment that there is no official Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit Time and Effort Reporting - During our review of payroll activities time and effort to help ensure that it is proportionate to the tracking of the JAMP Coordinator time and effort (only estimates). Admissions
Compliance related to JAMP, we noted that the JAMP Coordinator salary direct support to the JAMP Project. With the move of financials to the Office of Grants and Contract
devoted to the project was based on an estimated average of annual Management this will be a part of a new process for reporting time. It
time and effort. should be noted that this has never been recommended in any
previous audit.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with JAMP Medical School Expenditure Guidelines - High Use a different funding source to cover the out of state travel | We are in agreement with this assessment. We will review JAMP Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit Out of State Travel (Unallowable Cost) - A total of expenditures and reimburse the JAMP Program account for the iture guidelines to ensure We will identify another |Admissions
Compliance $1,309.11 was used to fund out-of-state travel as a direct amount of $1,309.11. account to reimburse JAMP for the aforementioned expenditures. We
administrative cost under the JAMP Administrative Distribution. also feel that the move of JAMP financials to the Office of Grants and
Contract Management will be a better process moving forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with JAMP Medical School Expenditure Guidelines - High Re-educate the JAMP Coordinator on the JAMP Medical We are in agreement with this assessment. We will review JAMP Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit Out of State Travel (Unallowable Cost) - A total of Expenditure Guidelines. diture guidelines to ensure i . We will identify another |Admissions
Compliance $1,309.11 was used to fund out-of-state travel as a direct account to JAMP for the afor ioned ditures. We
administrative cost under the JAMP Administrative Distribution. also feel that the move of JAMP financials to the Office of Grants and
Contract Management will be a better process moving forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Inadequate Monitoring of Expenditures - Two expenditures were High Request repayment from the JAMP Coordinator for the amount |The $225 reimbursement has been repaid as of 10/22/2015. We will | Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit incorrectly processed resulting in an overpayment of $1,725.00 from over-reimbursed of $225.00. request a refund from the Department of Medical Education for Admissions
Compliance the JAMP fund. $1,500.00. We will set aside periodic reconciliation periods
(approximately every 90 days) to review JAMP expenditures.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Inadequate Monitoring of Expenditures - Two expenditures were High Develop expenditure verification procedures to help ensure The $225 reimbursement has been repaid as of 10/22/2015. We will [ Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit incorrectly processed resulting in an overpayment of $1,725.00 from that all transactions entered into the Accounting System are request a refund from the Department of Medical Education for Admissions
Compliance the JAMP fund. verified for accuracy and any errors are timely reported to the  [$1,500.00. We will set aside periodic reconciliation periods
appropriate office for correction. (approximately every 90 days) to review JAMP expenditures.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Student Wages - For 27 timecards reviewed, hours reported on three di Require all | entering and approving time and labor to | We are in agreement with this assessment. All staff who are in Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit timecards could not be reconciled to the student employees' payroll be re-educated on the Hourly Payroll Guidelines. responsible for time cards will undergo training through BSC on time  [Admissions
Compliance disbursement, for a net effect of $55.00. and labor entry. Internal office procedures will be put in the place to
allow more time for reconciliation of hourly payroll.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Student Wages - For 27 timecards reviewed, hours reported on three | Moderate |Implement a process to reconcile time entered in EIS Time and | We are in agreement with this assessment. All staff who are in Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit timecards could not be reconciled to the student employees' payroll Labor to the employee's timecard prior to the payroll cut-off responsible for time cards will undergo training through BSC on time  [Admissions
Compliance disbursement, for a net effect of $55.00. date. and labor entry. Internal office procedures will be put in the place to
allow more time for reconciliation of hourly payroll.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with Purchasing Card (P-Card) Guidelines — Pcard Moderate | Require all current P-Card holders, reconcilers and approvers to | We are in agreement with this assessment. Prior to this audit, changes |Mike Kennedy, Director of 1/1/2016 Closed
Audit Regulatory Medical Program Audit Guidelines were not always followed. be retrained on P-Card policies and procedures. were made in the P-Card usage process within the department. We Admissions
Compliance have moved all P-Card spending to one account holder and assigned a
new reconciler to all P-Card transactions. We expect this change will be
decrease risk for noncompliance.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with Purchasing Card (P-Card) Guidelines — Pcard Moderate |Follow University Business Service P-Card Guidelines. We are in agreement with this assessment. Prior to this audit, changes |Mike Kennedy, Director of 1/1/2016 Closed
Audit Regulatory Medical Program Audit Guidelines were not always followed. were made in the P-Card usage process within the department. We Admissions
Compliance have moved all P-Card spending to one account holder and assigned a
new reconciler to all P-Card transactions. We expect this change will be
decrease risk for noncompliance.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Inappropriately Billing Expenditures to Incorrect Fiscal Years - Testing | Moderate |Re-educate the JAMP Coordinator on the JAMP Expenditure We are in agreement with this assessment. We will set aside periodic | Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit identified two expenditures that they were not processed within the Report process and monitor until d I is r iliation periods (appr every 90 days) to review JAMP | Admissions
Compliance appropriate fiscal year. achieved. expenditures. We also feel that the move of JAMP financials to the
Office of Grants and Contract Management will be a better process
moving forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Improper Commingling of Revenues and Expenditures - Testing Low Consider separating the sources of funds after the JAMP funds | Office of Grants and Contract Management will follow all standard LeAnn Forsberg, Assistant VP, 12/31/2015 Closed
Audit Regulatory Medical Program Audit identified that the Summer Internship Program and the are set up as a sponsored project, to help ensure that policies and procedures for project ID management and JAMP terms  |Research Administration,
Compliance Administration Distribution funds are deposited into and expended expenditures are applied to the appropriate funding source. and conditions. Grants and Contract
from the same Department ID. Management
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Untimely Replenishment of Petty Cash - An amount of $20.47 spent
from the JAMP Petty Cash Fund was not replenished in order to be
reflected on the Accounting System and the Expenditure Report.

Modify HSC Petty Cash Fund Procedures to enforce the
requirement for custodians to replenish the petty cash on a
monthly basis, at a minimum, and communicate the updated
procedures to all appropriate personnel.

We concur.

Paula J. Welch, Associate
Controller

7/31/2016

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Inadequate Support Documentation - Adequate support Low Maintain adequate support for JAMP activities to help ensure | We are in agreement with this assessment. The Director of Admissions | Mike Kennedy, Director of 12/1/2015 Closed
Audit Regulatory Medical Program Audit documentation of attendees were not kept (i.e. missing, not used or that fund is expended for the direct support of JAMP will require all JAMP funded activities maintain a log of participants. Admissions
Compliance not sufficient to support the expenditure) for 12 of 31 (39%) participants.
expenditures reviewed related to JAMP activities.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Untimely Return of Unspent FY 2014 Funds - An amount of $361.91 Low Develop a procedure to help ensure that any unspent JAMP We are in agreement with this assessment. We will establish an Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit of unspent FY 2014 funds was returned untimely to the JAMP funds are returned to the JAMP Council in a timely manner in internal deadline prior to September 30 for reimbursement for unused [Admissions
Compliance Council. The check was issued on December 2, 2014 to refund accordance with JAMP Medical Expenditure Guidelines. funds. This is predicated that the Office of Grants and Contract
unspent FY 2014 funds. Management is able to provide timely financial data.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-C li with Travel Guidelines - Untimely ission of Low Provide training to faculty and staff on travel policies to help We are in agreement with this assessment. All staff who work with Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit Travel Vouchers - Travel Guidelines were not always followed. ensure that University Travel Guidelines are followed. JAMP travel funding will undergo training from BSC. We will set aside |Admissions
Compliance periodic re periods (appr every 90 days) to review
JAMP expenditures. We also feel that the move of JAMP financials to
the Office of Grants and Contract Management will be a better process
moving forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-011 HSC Governance and Joint Admission UNTHSC Non-Compliance with Travel Guidelines - Untimely Submission of Low Develop procedures to help ensure travel vouchers are We are in agreement with this assessment. All staff who work with Mike Kennedy, Director of 3/1/2016 Closed
Audit Regulatory Medical Program Audit Travel Vouchers - Travel Guidelines were not always followed. submitted timely to the Business Support Services Travel JAMP travel funding will undergo training from BSC. We will set aside |Admissions
Compliance department. periodic rec periods (appr every 90 days) to review
JAMP expenditures. We also feel that the move of JAMP financials to
the Office of Grants and Contract Management will be a better process
moving forward.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 1. UNT System: Personally Identifiable Information -During our review High 1a. Develop procedures to help ensure that all personally We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 11/30/2016 Closed
Audit Students Fees of the cashiering area, we identified personally identifiable identifiable information (PII) is appropriately protected against |the recommendations as presented for reducing risk and improving Financial Service- Student
Audit information (PIl) (i.e. social security numbers, birth certificates, inappropriate access and use in compliance with applicable laws |internal controls at the UNT Dallas main campus and UNT Dallas Finance
marriage license) related to waiver support documentation which and regulations. College of Law campus in downtown Dallas. Certain key Pll information
dates back to 2007. included in the referenced binder has been imaged and the actual
binder has been secured in a locked cabinet. In addition, the waiver
documentation and review process requiring the need for this PIl
information has been transferred out of the UNT Dallas cashier’s area
and into the UNTS Student Accounting team to centrally manage this
important operational matter for all campuses. In addition, key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at both campus locations to ensure Pll document retention policies are
in compliance with applicable state & federal statutes.
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1. UNT Syste ersonally Identifiable Information -During our review
of the cashiering area, we identified personally identifiable
information (PIl) (i.e. social security numbers, birth certificates,
marriage license) related to waiver support documentation which
dates back to 2007.

High

1b. Review applicable retention policy and statute limitation in
regards to identifying if these documents can be destroyed.

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT Dallas main campus and UNT Dallas
College of Law campus in downtown Dallas. Certain key Pll information
included in the referenced binder has been imaged and the actual
binder has been secured in a locked cabinet. In addition, the waiver
documentation and review process requiring the need for this PIl
information has been transferred out of the UNT Dallas cashier’s area
and into the UNTS Student Accounting team to centrally manage this
important operational matter for all campuses. In addition, key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at both campus locations to ensure Pll document retention policies are

Jeane Olson, Director of
Financial Service- Student
Finance

11/30/2016

Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 2. UNT System: Cash Control — Deposits - Testing identified that funds High 2a. Develop procedures to help ensure that funds are timely We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 11/30/2016 Closed
Audit Students Fees are not deposited timely within seven days after received by the deposited in the institution's bank account in accordance with  |the recommendations as presented for reducing risk and improving Financial Service- Student
Audit institution in accordance with the Texas Education Code § 51.003. the statute. internal controls at the UNT Dallas main campus and UNT Dallas Finance
Additionally, it was noted that funds are received from students by College of Law campus in downtown Dallas. Key team members from
multiple departments within the College of Law but not delivered to UNT System Student Accounting, UNT System Controller’s Office, and
the Assistant Registrar for deposit on a timely basis. UNT System Treasury are working with certain 3rd party vendors from
the banking and security industries to evaluate the cost / benefit of
available improved cash collection technology & armored car service
collection procedures.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 3. UNT System: Inadequate Safeguarding Measures for Payments High 3a. Re-educate personnel on cash handling procedures. We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 11/30/2016 Closed
Audit Students Fees Received - Safeguarding measures of payments received are not the recommendations as presented for reducing risk and improving Financial Service- Student
Audit di during the ion, receipting, di iting and internal controls at the UNT Dallas main campus and UNT Dallas Finance
reconciliation processes. College of Law campus in downtown Dallas. Key team members from
UNT System Student Accounting and UNT System Controller’s Office
will work with the appropriate staff (as necessary) at both campus
locations to ensure these recommendations, and others as deemed
appropriate, are implemented by no later than November 30, 2016 (six
months or less).
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 3. UNT System: Inadequate Safeguarding Measures for Payments High 3b. Maintain a receipt logs for pre-numbered receipts and We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 11/30/2016 Closed
Audit Students Fees Received - Safeguarding measures of payments received are not routinely review to help ensure that all receipts are the r dations as presented for reducing risk and improving Financial Service- Student
Audit di during the ion, receipting, di iting and for. internal controls at the UNT Dallas main campus and UNT Dallas Finance
reconciliation processes. College of Law campus in downtown Dallas. Key team members from
UNT System Student Accounting and UNT System Controller’s Office
will work with the appropriate staff (as necessary) at both campus
locations to ensure these recommendations, and others as deemed
appropriate, are implemented by no later than November 30, 2016 (six
months or less).
Internal UNT System Internal | Fiscal Year 2016 16-024 DAL Academic and UNT Dallas Student UNT Dallas 3. UNT System: g ing for Pay! High 3c. Ensure staff do not perform incompatible duties in the We concur with your findings and agree to evaluate and implement Jeane Olson, Director of 11/30/2016 Closed
Audit Students Fees Received - Safeguarding measures of payments received are not cashiering area, re-evaluate system access rights accordingly and|the recommendations as presented for reducing risk and improving Financial Service- Student
Audit adequate during the collection, receipting, depositing and develop compensating controls where not possible. internal controls at the UNT Dallas main campus and UNT Dallas Finance
reconciliation processes. College of Law campus in downtown Dallas. Key team members from
UNT System Student Accounting and UNT System Controller’s Office
will work with the appropriate staff (as necessary) at both campus
locations to ensure these recommendations, and others as deemed
appropriate, are implemented by no later than November 30, 2016 (six
months or less).
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3. UNT System: Inadequate Safeguarding Measures for Payments
Received - Safeguarding measures of payments received are not

during the ion, re i and

reconciliation processes.

High

3d. Work with the College of Law to identify all areas collecting
cash/checks and establish departmental cash controls to help
ensure proper segregation of duties are in place in all areas.

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT Dallas main campus and UNT Dallas
College of Law campus in downtown Dallas. Key team members from
UNT System Student Accounting and UNT System Controller’s Office
will work with the appropriate staff (as necessary) at both campus
locations to ensure these recommendations, and others as deemed
appropriate, are implemented by no later than November 30, 2016 (six
months or less).

Jeane Olson, Director of
Financial Service- Student
Finance

11/30/2016

Closed

Internal

UNT System Internal
Audit
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4. UNT System: Cash Controls - Safe Combination - Combinations to
the safe are not modified when there is a change in staff or change in
custody of the safe.

High

4a. Develop departmental procedures to help ensure that safe
combination is changed periodically and always when there is
employee turnover or reassignment in accordance with UNT
Cash Control and Departmental Deposit Handbook.

UNT System Student Accounting and UNT System Controller's Office:
We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT Dallas main campus and UNT Dallas

Jeane Olson, Director of
Financial Service- Student
Finance

College of Law campus in Dallas. The safe c ination at
UNT Dallas main campus has been recently changed and new
procedures will be put in place to change the safe combination
i upon key turnover or andona
semi-annual basis at minimum. Due to mechanical limitations
preventing the staff’s ability to change the existing safe combination
located at the UNT Dallas College of Law campus, a new safe will be

y Valencia, College of
Law Associate Dean for Finance
and Administration and
Professor of Law

11/30/2016

Closed

Internal
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5. UNT System: Unauthorized Change Fund - An unauthorized change
fund for the amount of $250.00 was established at the UNT System
for the purpose of providing change for parking token sales to
students and faculty members.

High

5a. Work with University Student Accounting and University
Cashiering Services to assist you in establishing departmental
cash controls and depositing any cash on hand.

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT System in downtown Dallas. Key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than November 30,
2016 (six months or less).

Cynthia Hall, External Relations
Director

Jeane Olson, Director of
Financial Services - Student
Finance

11/30/2016

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016
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Academic and
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UNT Dallas

5. UNT System: Unauthorized Change Fund - An unauthorized change
fund for the amount of $250.00 was established at the UNT System
for the purpose of providing change for parking token sales to
students and faculty members.

High

5b. Submit a justification to the University Purchasing Services
Division to establish a cash fund.

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT System in downtown Dallas. Key team
members from UNT System Student Accounting and UNT System
Controller’s Office will work with the appropriate staff (as necessary)
at the campus to ensure these recommendations, and others as
deemed appropriate, are implemented by no later than November 30,
2016 (six months or less).

Cynthia Hall, External Relations
Director

Jeane Olson, Director of
Financial Services - Student
Finance

11/30/2016

Closed

Internal
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Academic and
Students
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6. UNT System: Cash Controls - Change Fund - A change fund has not
been established at the Office of Student Financial Services
(University Cashiering) for the purpose of supporting their daily
operations in a campus environment where an increased number of
student population pays tuition and fees with cash.

Moderate

6a. Establish a change fund at UNT Dallas and update the
website to not require students to pay the exact amount.

60

We concur with your findings and agree to evaluate and implement
the recommendations as presented for reducing risk and improving
internal controls at the UNT Dallas main campus. The campus has
always maintained a desired goal of being a “cash-less” campus (where|
possible) in order to limit the potential fraud and safety risk inherent
with this form of payment. Students are encouraged to pay with check
online or at the cashier window and with credit card via online.
However, given the greater goal to offer UNT Dallas students the
highest quality, student-centered billing and payment services
available on campus, key team members from UNT System Student
Accounting and UNT System Controller’s Office will evaluate and
implement an acceptable change fund process at UNT Dallas that
adequately serves the needs of the students while still limiting
unnecessary risk associated with on-site cash handling procedures.

Jeane Olson, Director of
Financial Services - Student
Finance

11/30/2016

Closed
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Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 7. UNT Dallas: Security Devices - Although our walkthrough of UNT High 7a. Test all cameras and panic buttons currently in place. UNT Dallas has begun work on a comprehensive building security Cliff Jaynes, Chief of Police 3/1/2017 Closed
Audit Students Fees Dallas Security Devices identified the following, University technology project as recommended by Internal Audit. The project
Audit Administration has initiated a search of security technology vendors includes an overhaul of the campus' current security alarm, access,
prior to this review: and camera systems. Additionally the campus will implement an
* 4 out of 25 cameras (16%) were not working properly and no video emergency notification system including laptop/desktop computer
images were available at the time of review panic buttons in specified locations.
* cameras were not identifiable by a location The two cameras in the Student Finance cash handling area have been
* record retention protocols were not established re-positioned as requested. The remainder of the project will be
* cameras over cashiering were not appropriately positioned to implemented in stages as soon as vendors and funding are approved.
ensure full coverage
* cameras and panic buttons were not being tested; therefore, we
were unsure whether or not they are actually functioning.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 7. UNT Dallas: Security Devices - Although our walkthrough of UNT High 7b. Repair / replace / reposition nonfunctioning devices. UNT Dallas has begun work on a comprehensive building security Cliff Jaynes, Chief of Police 3/1/2017 Closed
Audit Students Fees Dallas Security Devices identified the following, University project as r by Internal Audit. The project
Audit Administration has initiated a search of security technology vendors includes an overhaul of the campus' current security alarm, access,
prior to this review: and camera systems. Additionally the campus will implement an
* 4 out of 25 cameras (16%) were not working properly and no video emergency notification system including laptop/desktop computer
images were available at the time of review panic buttons in specified locations.
* cameras were not identifiable by a location The two cameras in the Student Finance cash handling area have been
* record retention protocols were not established re-positioned as requested. The remainder of the project will be
* cameras over cashiering were not appropriately positioned to implemented in stages as soon as vendors and funding are approved.
ensure full coverage
* cameras and panic buttons were not being tested; therefore, we
were unsure whether or not they are actually functioning.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 7. UNT Dallas: Security Devices - Although our walkthrough of UNT High 7c. Develop a process to periodically test all cameras and panic |UNT Dallas has begun work on a comprehensive building security Cliff Jaynes, Chief of Police 3/1/2017 Closed
Audit Students Fees Dallas Security Devices identified the following, University buttons. project as r by Internal Audit. The project
Audit Administration has initiated a search of security technology vendors includes an overhaul of the campus' current security alarm, access,
prior to this review: and camera systems. Additionally the campus will implement an
* 4 out of 25 cameras (16%) were not working properly and no video emergency notification system including laptop/desktop computer
images were available at the time of review panic buttons in specified locations.
* cameras were not identifiable by a location The two cameras in the Student Finance cash handling area have been
* record retention protocols were not established re-positioned as requested. The remainder of the project will be
* cameras over cashiering were not appropriately positioned to implemented in stages as soon as vendors and funding are approved.
ensure full coverage
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 8. UNT Dallas: Reconciliation of Application/Orientation Fees -The High 8a. Develop procedures to help ensure that all application fee | VP of Student Access and Success will work with the Director of ie Holley, Vice President 2/1/2017 Closed
Audit Students Fees number of undergraduate/ graduate applicants submitting an and orientation fee revenues collected are reconciled on a Undergraduate Admissions and the Director of Graduate Admissions | of Student Access and Success
Audit application fee payment and the number of students submitting an regular basis to the University Accounting System. to document procedures that ensure application and orientation fee
orientation fee payment are not reconciled to revenues recorded in are r iled to match pay with postings of the
each respective account in the University Accounting System to help revenue in the proper accounts. VP and Directors will also work
ensure that all payments received were posted in the proper together with Student Finance to correct any inaccurate postings for
accounts. FY16.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 8. UNT Dallas: Reconciliation of Application/Orientation Fees -The High 8b. Identify any application and orientation fees recorded in the VP of Student Access and Success will work with the Director of ie Holley, Vice 2/1/2017 Closed
Audit Students Fees number of undergraduate/ graduate applicants submitting an incorrect account and work with Accounting to make any Undergraduate Admissions and the Director of Graduate Admissions | of Student Access and Success
Audit application fee payment and the number of students submitting an necessary adjusting entries for FY 2016. to document procedures that ensure application and orientation fee
orientation fee payment are not reconciled to revenues recorded in payments are reconciled to match payments with postings of the
each respective account in the University Accounting System to help revenue in the proper accounts. VP and Directors will also work
ensure that all payments received were posted in the proper together with Student Finance to correct any inaccurate postings for
accounts. FY16.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 9. UNT Dallas: Conflict of Interest- Student Workers -During our High 9a. Update the UNT Dallas Student Service Fee Advisory The Student Service Fee Advisory Committee By-laws will be updated |Jamaica Chapple, Dean of 8/22/2016 Closed
Audit Students Fees review of payroll expenditures funded by Student Services Fees, we Committee bylaws to prohibit any Student Service Fee Advisory |to reflect that students who are currently student assistants and Student Affairs Revised 01/24/2017
Audit noted that 3 out of 5 Student Service Fee Advisory Committee Committee member to be a compensated Student Assistant of |funded by student fees may not hold a seat by either Student
members for FY 2015 and 2 out 5 members for FY 2016 appointed by any Student Services Fee funded departments other than the Government Association appointment or President appointment.
the Student Government Association were also working as Student Committee itself.
Assistants for the Office of Student Affairs.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 10. UNT Dallas: Academic Catalogs- During our review of the UNT Moderate |10a. Update the University Catalogs to include accurate tuition |VP of Student Access and Success will work with Office of the Registrar ie Holley, Vice 2/1/2017 Closed
Audit Students Fees Dallas Undergraduate and Graduate Catalogs for academic years and fee information. to implement a thorough catalog review and revision process to be of Student Access and Success
Audit 2013-2014, 2014-2015 and 2015-2016, we noted that the Catalogs conducted by each department, even when department information is
available online did not provide the students current, complete and listed in another department’s section, not owned by that
accurate information. division/department. Catalog will be updated to cover current,
complete and accurate information.
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Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 10. UNT Dallas: Academic Catalogs- During our review of the UNT Moderate |10b. Develop departmental procedures to help ensure that VP of Student Access and Success will work with Office of the Registrar ie Holley, Vice President 2/1/2017 Closed
Audit Students Fees Dallas Undergraduate and Graduate Catalogs for academic years published University Catalogs reflect current tuition and fee to implement a thorough catalog review and revision process to be of Student Access and Success
Audit 2013-2014, 2014-2015 and 2015-2016, we noted that the Catalogs information in compliance with University Board of Regents conducted by each department, even when department information is
available online did not provide the students current, complete and Rules. listed in another department’s section, not owned by that
accurate information. division/department. Catalog will be updated to cover current,
complete and accurate information.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 11. UNT Dallas: Apply Texas Billing and Refunds - During our review of | Moderate [11a. Work with ApplyTexas to identify the reason for the rate VP of Student Access and Success will work with the Director of ie Holley, Vice President 2/1/2017 Closed
Audit Students Fees graduate fee credit card submitted through discrepancy between fall and spring semesters. Graduate Admissions to request that ApplyTexas identify why of Student Access and Success
Audit ApplyTexas, we noted that applicants were inconsistently charged inaccurate charging was applied inconsistently to applicants during fall
from February 2014 to September 2015 for graduate application fees. and spring semesters. VP and Directors will also work together with
ApplyTexas to identify students improperly charged and refund any
overcharges.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 11. UNT Dallas: Apply Texas Billing and Refunds - During our review of | Moderate |11b. Identify and refund any applicants that have been VP of Student Access and Success will work with the Director of ie Holley, Vice 2/1/2017 Closed
Audit Students Fees graduate application fee credit card payments submitted through overcharged. Graduate Admissions to request that ApplyTexas identify why of Student Access and Success
Audit ApplyTexas, we noted that applicants were inconsistently charged inaccurate charging was applied inconsistently to applicants during fall
from February 2014 to September 2015 for graduate application fees. and spring semesters. VP and Directors will also work together with
ApplyTexas to identify students improperly charged and refund any
overcharges.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 12. UNT Dallas: Discrepancy in Billing of 2nd Bachelor's Degree Moderate |12a. Work with Student Accounting and University Cashiering to VP of Student Access and Success will work with the UNT System ie Holley, Vice President 2/1/2017 Closed
Audit Students Fees Program - The 2nd Bachelor’s application fee amount was not update Nelnet to $50.00. Director of Financial Services, Student Finance and the Director of of Student Access and Success
Audit consistently charged to students paying online and via check, money Graduate Admissions to ensure Nelnet is charging the correct amount
order, or cash. Students are asked to pay $50.00 via check, money to 2nd Bachelor’s Degree students. VP and Directors will also work
order, or cash to UNT Dallas but $60.00 online through Nelnet (Online together to ensure that all students who may have overpaid are
Business/Payment Solution). Although students are not instructed to refunded.
pay online, this payment option is available on the University
website.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 12. UNT Dallas: Discrepancy in Billing of 2nd Bachelor's Degree Moderate |12b. Identify and refund all students that have overpaid since  |VP of Student Access and Success will work with the UNT System ie Holley, Vice President 2/1/2017 Closed
Audit Students Fees Program - The 2nd Bachelor’s application fee amount was not Summer 2014. Director of Financial Services, Student Finance and the Director of of Student Access and Success
Audit consistently charged to students paying online and via check, money Graduate Admissions to ensure Nelnet is charging the correct amount
order, or cash. Students are asked to pay $50.00 via check, money to 2nd Bachelor’s Degree students. VP and Directors will also work
order, or cash to UNT Dallas but $60.00 online through Nelnet (Online together to ensure that all students who may have overpaid are
Business/Payment Solution). Although students are not instructed to refunded.
pay online, this payment option is available on the University
website.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 13. UNT Dallas: Student Services Fee Assessment Process - Since Moderate |13a. The Student Service Fee Advisory Committee should The Student Service Fee Advisory Committee will identify an individual |Jamaica Chapple, Dean of 4/30/2017 Closed
Audit Students Fees FY2011, Student Services Fee (SSF) has been set at $10.00 per credit expand their processes to include the study of Student Services |to conduct a needs assessment. A Needs Assessment Survey will be Student Affairs
Audit hour. During our review, we noted that current SSF process does not Fee amount. This will allow stakeholders to perform a student |developed and distributed to all students to identify areas of increased
encompass the study of SSF amount to assist in evaluating if current services fee assessment based on feasibility/cost analysis and need of student service fee funds. Based on the survey data collected
rate/amount is sufficient to cover the cost of student services. submit request/propose fee increases with justifications to be  [the SSFAC will conduct a cost analysis to address feasibility. Based on
study and approved by the SSFAC. the results of the analysis and survey data the SSFAC will develop a
report so as to address the increase of fees which will be substantiated
by the cost analysis and results from the needs assessment survey.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 14. UNT Dallas: Instructional Fee Assessment Process -There is notan | Moderate |14a. Develop procedures and detailed guidelines to help ensure [The UNT Dallas Instructional Fees policy was drafted and submitted to |Glenda Balas, UNT Dallas June 6, 2016 (action plan Closed
Audit Students Fees instructional fee assessment process in place to allow that colleges/schools could request the establishment of new the Office of General Counsel for review and approval. Interim Provost and Senior Vice implemented)
Audit colleges/schools to request a review of new fees or changes to instructional fees or changes to existing instructional fees for President for Academic
existing fees. review and approval before presented to the President. Excellence and Student Success
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15. UNT Dallas: Student Tuition and Fees Policy - During our review,
we noted that UNT Dallas has not adopted policies on student tuition
and fees. However, a draft policy on Tuition and Fees has been
developed and will be submitted to the Office of General Counsel for
review and approval.

Moderate

15a. The draft Tuition and Fees policy should be modified to
reflect and define important Tuition and Fee elements and be
submitted to the Office of General Council for review and
approval.

The UNT Dallas Tuition and Fees policy was drafted and submitted to
the Office of General Counsel for review and approval.

Daniel Edelman, Chief Financial
Officer and the Executive Vice
President for Finance and
Administration

3/28/2016
(action plan implemented)

Closed
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16. UNT Dallas: Incidental Fee Account Balances - During our review
of six incidental fee accounts for UNT Dallas and UNT Dallas College of
Law for FY 2014, FY 2015 and FY 2016, we noted incidental fee
account balances were not rolled forward at the end of each fiscal
year. Furthermore, testing identified 1 out of 6 incidental fee
accounts had a large unexpended balance for FY 2015.

Moderate

16a. Update the accounts in University Accounting System to
roll forward at the end of each fiscal year.

With these recommendations, the Budget Office will have a chance to
edit budget closing rules and determine which budget balances roll
forward into next fiscal year and which fund balances will close at the
end of the fiscal year. A proposed list of incidental and student
services fees accounts to roll forward will be communicated and
approved by Chief Financial Officer and the Executive Vice President
for Finance and Administration.

Also, for any incidental fee budget roll forward balance that exceeds
25% of original budget, a formal justification will be required from the
account manager. This justification shall include the reason for the
unexpended balance and plans for the unexpended balance.
Additionally, if the incidental fee account is projected to roll forward a
deficit balance, regardless of dollar amount, the account manager shall
submit a formal justification that includes the reason and plan for
deficit coverage. All formal justifications shall be submitted to the
Assistance Vice President for Budget and Planning by no later than
February 1st each fiscal year and must contain the signature of the
respective Vice President.

April Barnes, Assistant Vice
President of Budgeting and
Planning

7/31/2016
Revised 01/02/2017

Closed
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16. UNT Dallas: Incidental Fee Account Balances - During our review
of six incidental fee accounts for UNT Dallas and UNT Dallas College of
Law for FY 2014, FY 2015 and FY 2016, we noted incidental fee
account balances were not rolled forward at the end of each fiscal
year. Furthermore, testing identified 1 out of 6 incidental fee
accounts had a large unexpended balance for FY 2015.

Moderate

16b. Establish an annual requirement for accountholders to
provide a formal justifications or action plans for accumulated
unexpended balances over an established threshold.
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With these recommendations, the Budget Office will have a chance to
edit budget closing rules and determine which budget balances roll
forward into next fiscal year and which fund balances will close at the
end of the fiscal year. A proposed list of incidental and student
services fees accounts to roll forward will be communicated and
approved by Chief Financial Officer and the Executive Vice President
for Finance and Administration.

Also, for any incidental fee budget roll forward balance that exceeds
25% of original budget, a formal justification will be required from the
account manager. This justification shall include the reason for the
unexpended balance and plans for the unexpended balance.
Additionally, if the incidental fee account is projected to roll forward a
deficit balance, regardless of dollar amount, the account manager shall
submit a formal justification that includes the reason and plan for
deficit coverage. All formal justifications shall be submitted to the
Assistance Vice President for Budget and Planning by no later than
February 1st each fiscal year and must contain the signature of the
respective Vice President.

April Barnes, Assistant Vice
President of Budgeting and
Planning

7/31/2016
Revised 03/01/2017

Closed
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Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 17. UNT Dallas: Student Service Fee Advisory Committee Composition | Moderate |[17a. Modify current Fee Advisory Committee bylaws to include [The Student Service Fee Advisory Committee will ensure that the Jamaica Chapple, Dean of 8/22/2016 Closed
Audit Students Fees - During our review of the FY 2014-2015 UNT Dallas Student Service composition requirements provided by the Texas Education Student Government Association appoint one graduate student, and |Student Affairs Revised 01/24/2017
Audit Fee Advisory Committee composition, we noted that the student Code § 54.5031 Student Fee Advisory Committee to help ensure |one college of law student to ensure representation of all students at
government appointed five undergraduate students as that student government appointees are representative of all UNT Dallas.
representative of all students enrolled at the institution. When the students enrolled at the institution. Student Affairs will continue to expand the current process to ensure
committee deliberated in FY 2015, none of the members appointed core services are available for students at the college of law.
by the student government were graduate students. Additionally, Currently (includes all of FY 2016) College of Law students have access
when the committee deliberated on FY 2016, none of the members to our Veterans Success Center and the Gym. They are also notified
appointed by the student government were graduate or law through UNT Dallas Announcements each week with the weekly
students. programming and activities that we offer for our students via the
Jaguar Roar
Furthermore, we noted that since UNT Dallas and UNT Dallas College * We will continue to work in collaboration with the Student Affairs
of Law are not within the same reasonably contiguous geographic office at the College of Law, so that COL students continue to be
area, some activities funded partially with student services fees may notified through UNT Dallas Announcements (sent by a member of
not be easily accessible and directly benefiting the Law student Student Affairs) each week with the weekly programming and
community. activities that we offer for our students. Student Affairs remains
committed to ensuring that all UNT Dallas students have access to
services for which their fees provide.
* We will continue to diligently work with the College of Law to further
that students can take advantage of services that their fees provide for
on both campuses.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 17. UNT Dallas: Student Service Fee Advisory Committee Composition | Moderate |17b. Develop a process to help ensure that student services The Student Service Fee Advisory Committee will ensure that the Jamaica Chapple, Dean of 8/22/2016 Closed
Audit Students Fees - During our review of the FY 2014-2015 UNT Dallas Student Service activities funded with student services fees at UNT Dallas are Student Government Association appoint one graduate student, and  |Student Affairs Revised 01/24/2017
Audit Fee Advisory Committee composition, we noted that the student more easily accessible to the College of Law students. one college of law student to ensure representation of all students at

government appointed five undergraduate students as
representative of all students enrolled at the institution. When the
committee deliberated in FY 2015, none of the members appointed
by the student government were graduate students. Additionally,
when the committee deliberated on FY 2016, none of the members
appointed by the student government were graduate or law
students.

Furthermore, we noted that since UNT Dallas and UNT Dallas College
of Law are not within the same reasonably contiguous geographic
area, some activities funded partially with student services fees may
not be easily accessible and directly benefiting the Law student
community.

UNT Dallas.

Student Affairs will continue to expand the current process to ensure
core services are available for students at the college of law.

Currently (includes all of FY 2016) College of Law students have access
to our Veterans Success Center and the Gym. They are also notified
through UNT Dallas Announcements each week with the weekly
programming and activities that we offer for our students via the
Jaguar Roar

* We will continue to work in collaboration with the Student Affairs
office at the College of Law, so that COL students continue to be
notified through UNT Dallas Announcements (sent by a member of
Student Affairs) each week with the weekly programming and
activities that we offer for our students. Student Affairs remains
committed to ensuring that all UNT Dallas students have access to
services for which their fees provide.

* We will continue to diligently work with the College of Law to further
that students can take advantage of services that their fees provide for
on both campuses.
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18. UNT Dallas: Incidental Fee Approval D ion - The

18a. Develop procedures to help to ensure appropriate approval

The following management action plans and affirmation in regards to

Daniel Edelman, Chief Financial

8/15/2016

Closed

Audit Students Fees application fees for undergraduate and graduate students changed processes are in place when there are changes in fees and fees were and app! by the UNT Dallas | Officer and the Executive Vice
Audit from $60.00 to $40.00 and $60.00 to $50.00, respectively, and a support documentation is retained. President on June 3, 2016: President for Finance and
$30.00 late application fee was no longer assessed for any « Effective immediately, all incidental fees shall be frozen at rates Administration
applications submitted since Summer 2014. However, a formal established as set forth in this memo and no new incidental fees shall
documentation that include the President as the final reviewer and be assessed without prior written approval from the UNT Dallas
approver of this change in application fee was not available for our President until such time an app policy can be impl d
review. * A proposed policy regarding incidental fees shall be submitted for
your approval within the next 60 days and implemented by February
2017.
* Please be aware that incidental fees charged for FY 2016 (and prior
years) do not reconcile to the UNT System Board Briefing dated
January 22, 2010 (UNT at Dallas Tuition for FY 2011 and 2012 and Fees
for FY 2011). Apparently, over the years, a number of incidental fees
being charged has increased as well as changes in the rates assessed.
Unfortunately, documentation with Presidential approval cannot be
located. Pursuant with UNT System Board of Regents Rule, Chapter 7 —
Student Affairs, Education and Funding (07.403.2.d), authority has
been delegated to the President of UNT Dallas to set the appropriate
rates and rules pertaining to collection and distribution.
« Incidental Fees shall be assessed through Student Financial Services
by SF Item Type. College of Law specific fees shall contain appropriate
General Ledger interface mapping to direct the activity to
Organizational Departments located in the College of Law. We are
aware of three incidental fees being assessed outside of Student
Financial Services, they include: application fee
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 19. UNT Dallas: Additional Funds Collected from Students - The Office | Moderate |19a. Plan/Determine what the student services fees will be We concur that we need to plan/determine what the student services |Rebecca Greenan, College of 5/31/2017 Closed
Audit Students Fees of Student Affairs collects additional funds from students for a few utilized for. fees will be utilized for and will continue to do so within the guidelines |Law - Assistant Dean of
Audit student oriented activities as a participation fee to ensure proper of the statutory Student Services Fee Advisory Committee (SSFAC) Students
planning for activities. Specifically, the College of Law may charge this process.
additional fee to ensure student participation. The participation fee * We will work with the SBA and student organizations on their budget
varies for these events from $5.00 to $15.00 and is determined in proposal deadlines each semester.
collaboration with the Student Bar Association (SBA) elected leaders. * While we will expend all Student Services Fees each year, we will
notify students that some events may require a minimal participation
For FY 2016 the College of Law was allocated $60,000.00 by the fee.
Student Service Fee Advisory Committee to be able to serve the *No itic funds will be with student services fees.
College's student body needs. Although the College of Law expended Funds collected will have appropriate segregation of duties when
only $7,157.66 as of January 2016, major events funded by student receiving, processing, and depositing money.
services fees such as the Barristers' Ball and Over-the-Hump are * The Office of Student Affairs will record cash/money order payments
planned later in the Spring Semester. on carbon receipts. The receipts will state the name of the payer and
the name of the Student Affairs staff person who received the
payment. An administrative assistant from another law school
department will review/reconcile the payments received with the
receipts and sign/verify that the payments match the receipts. The
deposit of the cash/money order payments will be given to Candice
Birks, the law school bursar, who will sign a statement confirm receipt
of the funds.
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Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 19. UNT Dallas: Additional Funds Collected from Students - The Office | Moderate |19b. Determine if the fees allocated to the College by the We concur that we need to plan/determine what the student services |Rebecca Greenan, College of 5/31/2017 Closed
Audit Students Fees of Student Affairs collects additional funds from students for a few Student Service Fee Advisory Committee will cover the cost and |fees will be utilized for and will continue to do so within the guidelines |Law - Assistant Dean of
Audit student oriented activities as a participation fee to ensure proper relay to students that additional funds will be needed to of the statutory Student Services Fee Advisory Committee (SSFAC) Students
planning for activities. Specifically, the College of Law may charge this participate in the event/activity. process.
additional fee to ensure student participation. The participation fee * We will work with the SBA and student organizations on their budget
varies for these events from $5.00 to $15.00 and is determined in proposal deadlines each semester.
collaboration with the Student Bar Association (SBA) elected leaders. * While we will expend all Student Services Fees each year, we will
notify students that some events may require a minimal participation
For FY 2016 the College of Law was allocated $60,000.00 by the fee.
Student Service Fee Advisory Committee to be able to serve the *No itic funds will be c with student services fees.
College's student body needs. Although the College of Law expended Funds collected will have appropriate segregation of duties when
only $7,157.66 as of January 2016, major events funded by student receiving, processing, and depositing money.
services fees such as the Barristers' Ball and Over-the-Hump are * The Office of Student Affairs will record cash/money order payments
planned later in the Spring Semester. on carbon receipts. The receipts will state the name of the payer and
the name of the Student Affairs staff person who received the
payment. An administrative assistant from another law school
department will review/reconcile the payments received with the
receipts and sign/verify that the payments match the receipts. The
deposit of the cash/money order payments will be given to Candice
Birks, the law school bursar, who will sign a statement confirm receipt
of the funds.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 19. UNT Dallas: Additional Funds Collected from Students - The Office | Moderate |19c. Additional funds collected should be deposited within the |We concur that we need to plan/determine what the student services |Rebecca Greenan, College of 5/31/2017 Closed
Audit Students Fees of Student Affairs collects additional funds from students for a few same chart string account as a credit to expense with a unique  |fees will be utilized for and will continue to do so within the guidelines |Law - Assistant Dean of
Audit student oriented activities as a participation fee to ensure proper identifying purpose value. Also, funds collected should have of the statutory Student Services Fee Advisory Committee (SSFAC) Students
planning for activities. Specifically, the College of Law may charge this appropriate segregation of duties when receiving, processing process.
additional fee to ensure student participation. The participation fee and depositing the money. * We will work with the SBA and student organizations on their budget
varies for these events from $5.00 to $15.00 and is determined in proposal deadlines each semester.
collaboration with the Student Bar Association (SBA) elected leaders. * While we will expend all Student Services Fees each year, we will
notify students that some events may require a minimal participation
For FY 2016 the College of Law was allocated $60,000.00 by the fee.
Student Service Fee Advisory Committee to be able to serve the *No itic funds will be c with student services fees.
College's student body needs. Although the College of Law expended Funds collected will have appropriate segregation of duties when
only $7,157.66 as of January 2016, major events funded by student receiving, processing, and depositing money.
services fees such as the Barristers' Ball and Over-the-Hump are * The Office of Student Affairs will record cash/money order payments
planned later in the Spring Semester. on carbon receipts. The receipts will state the name of the payer and
the name of the Student Affairs staff person who received the
payment. An administrative assistant from another law school
department will review/reconcile the payments received with the
receipts and sign/verify that the payments match the receipts. The
deposit of the cash/money order payments will be given to Candice
Birks, the law school bursar, who will sign a statement confirm receipt
of the funds.
Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 20. UNT Dallas College of Law: Seat Deposit Reconciliation - Moderate |20a. Develop reconciliation procedures to help ensure that seat |The College of Law- Office of Admissions will work with the Valerie James, College of Law 9/1/2016 Closed
Audit Students Fees Reconciliation procedures have not been performed to verify that deposit checks received were credited towards the correct Information Technology Manager at Dallas to establish a query report |Assistant Dean of Admissions Revised 01/31/2017
Audit seat deposits sent by admitted Law Students to UNT College of Law student account if the student enrolled or were properly to be run weekly to ensure seat deposits received by the Office are and Scholarships

Admission's Office were properly credited towards the correct
student account if the student enrolled, or were properly recorded in
the correct chart of accounts if seat deposits were forfeited .

recorded in the correct chart of accounts if the seat deposit was
forfeited.

timely processed and the respective student accounts are updated by
student finance timely. This will allow the Office of Admissions to
prevent or identify processing errors early—as a checks and balance
mechanism.

the Office of will work with the Information
Technology Manager at Dallas to obtain needed access to the student
account screens in EIS to verify this information in the system. If there
is a discrepancy found with seat deposits not being posted to a
student’s account or posted to the wrong student account, the Office
of Admissions will work with the Information Technology Manager at
Dallas to handle correction of the error. This process will be explained
to the Assistant Director of Admissions, in the event that the Assistant
Dean is out of the office to ensure that the report is reconciled weekly
in the Assistant Dean’s absence.
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Internal UNT System Internal | Fiscal Year 2016/ 16-024 DAL Academic and UNT Dallas Student UNT Dallas 21. UNT Dallas: College of Law Academic Catalog - Although the total | Moderate |21a. Develop procedures to help ensure that future academic | The three individuals who work on this page for the College of Law Reynaldo Valencia, College of 8/15/2016 Closed
Audit Students Fees cost of attendance is included in the 2015-2016 UNT Dallas College of catalogs include a description of the amount of each fee to be  |catalog are: 1) Assistant Director of Registration and Student Finance, [Law Associate Dean for Finance
Audit Law Catalog, the catalog did not include a description of the amount charged to students in accordance with the statute. 2) Information Technology Manager, Accounting Office, and 3) and Administration and
of each fee to be charged to students. Director of Marketing and Communications. These three have been Professor of Law
informed that moving forward, the incidental fees should be broken
down and specifically identified/explained so that students have
complete transparency as to the fee being charged and paid. In
addition, these fees are also available on the College of Law website,
by semester: https://lawschool.untsystem.edu/current-
students/student-financial-services/tuiti d-fi
Internal UNT System Internal | Fiscal Year 2016/ 16-008 HSC Governance and President's UNTHSC Travel reimbursements paid to or on behalf of the President were in NA None Management will ensure that approval from the Chancellor will be NA NA Closed
Audit Regulatory Expenditure Review compliance with employment agreement provisions, obtained for all Travel Budget Authorization forms.
Compliance System/University policies, state and federal laws. Although all travel
reimbursements included proper documentation, not all travel
budget authorization forms were signature-approved by the
Chancellor, as required by UNT System Travel Guidelines.
Additionally, Business Support Services processed the payments
without all the appropriate approval signatures.
Internal UNT System Internal | Fiscal Year 2016/ 16-101 SYS Information Audit of IT Governance UNT System The IT Governance Audit was very enlightening as it involved an in NA None NA NA NA N/A
Audit Technology - IT Shared Services depth analysis of the organizational structure and communication
lines, and an overview of policies and procedures, security program
and plan, strategic plan and risk assessment, and website / web
application publishing.
During the course of the audit, the team found that IT is making
significant efforts to strengthen communication and governance
throughout the System and found that all teams are working to
Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC The Family Medicine Residency Program (FMRP) agreement is not set High Recommendation for the Associate Dean for Educational 1. Associate Dean for Educational Programs will work with appropriate [Lisa R. Nash, DO, Associate 5/31/2016, Closed
Audit Regulatory Residency Program up as a sponsored project in accordance with the Health Science Programs is to: management from the Office of Grant and Contract Dean for Educational Programs
Compliance Center Policy and it is not processed or monitored for financial Management(OGCM) and the Office of Finance to set up the FMRP as |/Jessica Chavez, Texas OPTI
performance by the Office of Grant and Contract Management. Work with appropriate management from the Office of Grant  |a sponsored project. Administrator.
and Contract Management and the Office of Finance to set up
the FMRP as a sponsored project.
Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC The Family Medicine Residency Program (FMRP) agreement is not set High Recommendation for the Provost & Executive Vice President, 2. The Provost office will coordinate review of the final outstanding 2.Thomas Yorio, Provost & 9/30/2016 Closed

Audit

Regulatory
Compliance

Residency Program

up as a sponsored project in accordance with the Health Science
Center Policy and it is not processed or monitored for financial
performance by the Office of Grant and Contract Management.

Academic Affairs is to:

Identify all grants, contracts or cooperative agreements (i.e.
externally-funded activities with a formal written agreement)
and collaborate with the Office of Grant and Contract
Management to assess if these agreements should be identified
as sponsored projects. Once identified, work with Office of
Grant and Contract Management to set up as sponsored
projects.

Texas Higher Education Coordinating Board(THECB) contract number
14178 between Texas College of Osteopathic Medicine (TCOM) and
OGCM to determine if a new ProjID should be established. Review will
occur and if needed, ProjID will be established prior to January 30 to
allow for necessary accounting corrections prior to the black-out
dates.

For future awards, the Provost's office will ensure that all contracts
submitted for signature by the Provost will have been vetted and
routed through the Office of Contract Administration (OCA). OGCM
will coordinate with OCA to ensure contracts that incorporate the
State of Texas Uniform Grant Management Standards as a
requirement of the award are routed through OGCM for review and
project management.

Executive Vice President,
Academic Affairs / LeAnn
Forsberg, Assistant Vice
President for Research
Administration
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Internal Audit noted control deficiencies over the preparation of the
FMRP Annual Financial Report (AFR). THE FMRP AFR is not prepared
at a level required to ensure accurate financial reporting. We
identified the following financial reporting errors after the FMRP AFR
preparation methodology was validated by Texas Higher Education
Coordinating Board(THECB):

Revenues:

B. Professional Service Revenue

B1 - Total gross charge amount for Professional Service Charges was
reported only for the FMRP primary locations (i.e. Seminary Family
Medicine and Inpatient Plaza Medical Center) and not for all service

High

Recommendation for the Senior Vice President of Finance/ Chief
Financial Officer and FMRP Director is to:

The FMRP Annual Financial Report should be prepared by the
Office of Finance in collaboration with the department in an
effort to ensure accurate financial reporting.

Several areas/locations (specifically: PCC APC Family Medicine, Eagle
Ranch Internal Medicine, PCC APC General Internal Medicine and PCC
OMM) noted by the auditors under Revenues A., B. and C. above are

unrelated in any way to the Family Residency Program funded under

this grant and are not to be included in the financial report.

Lisa R. Nash, DO, Associate
Dean for Educational Programs
/ Barbara Holt, Senior Director
Financial Operations / Jessica
Chavez, Texas OPTI
Administrator

5/31/2016
Revised: 10/31/ 2016

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC Testing identified that faculty and staff devoting time to the FMRP do High Recommendation for the FMRP Director is to: The Associate Dean for Educational Programs will work with the Office |Lisa R. Nash, DO, Associate 5/31/2016 Closed
Audit Regulatory Residency Program not certify that the effort charged was based on actual activity. of Finance to develop and implement procedures to collect and report |Dean for Educational Programs Revised: 10/31/ 2016
Compliance Work with the Office of Grant and Contract Management to on financial activity related to the program in a manner that is in / Jessica Chavez, Texas OPTI
help ensure that the grant is in compliance with the Texas' compliance with the Coordinating Board'’s financial reporting Administrator
Uniform Grant Management Standards for time and effort guidelines.
reporting requirements.
Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC Testing identified the following: ions for the Dean of Educational The Associate Dean for Educational Programs will require signature Lisa R. Nash, DO, Associate 5/31/2016 Closed
Audit Regulatory Residency Program * The Pr Card (P-Card) e Report which was Programs are to: approval by three different i for final rec iliation/app! Dean for Educational Programs Revised: 10/31/ 2016
Compliance partially paid from the Texas Higher Education Coordinating of P-card purchases. / Jessica Chavez, Texas OPTI
Board(THECB) grant for fiscal year 2015 was not retained at the Require all current P-Card holders, reconcilers and approvers to |Transition to electronic filing of P-card documentation resolves issue | Administrator
department level and was unavailable for review. be retrained on P-Card policies and procedures. on retention of documents.
* Occasionally, the reconciler and approver is serving a dual role in
the P-Card Expenditure review process.
Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC Testing identified the following: Moderate |Recommendations for the Associate Dean of Educational The Associate Dean for Educational Programs will require signature Lisa R. Nash, DO, Associate 5/31/2016 Closed
Audit Regulatory Residency Program * The Procurement-Card (P-Card) Expenditure Report which was Programs are to: approval by three different i for final r iliati pp Dean for E Programs Revised: 10/31/ 2016
Compliance partially paid from the Texas Higher Education Coordinating of P-card purchases. / Jessica Chavez, Texas OPTI
Board(THECB) grant for fiscal year 2015 was not retained at the Follow University Business Service Center P-Card Guidelines. Transition to electronic filing of P-card documentation resolves issue | Administrator
department level and was unavailable for review. on retention of documents.
* Occasionally, the reconciler and approver is serving a dual role in
the P-Card Expenditure review process.
Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine UNTHSC The FMRP grant was not properly classified in the UNTHSC Low Recommendations for the UNTHSC Associate Controller are to: [Associate Dean for Educational Programs will work with appropriate Lisa R. Nash, DO, Associate 5/31/2016 Closed
Audit Regulatory Residency Program Accounting System for fiscal year 2013 and fiscal year 2014. management from the UNT System’s Controller’s Office to ensure the |Dean for Educational Programs
Compliance During our review of classification of revenues and proper recording Work with the Texas Comptroller of Public Accounts to funds are recorded appropriately within UNTHSC’s Accounting System. |/ Paula Welch, Associate
for the FMRP grant in the UNTHSC Accounting System, we noted that determine if prior years’ classifications should be corrected. In addition, the UNT System’s Controller’s Office will work with the Controller / Jessica Chavez,
fiscal year 2013 and fiscal year 2014 funds passed from the Texas Texas Comptroller of Public Accounts to make a determination if prior |Texas OPTI Administrator
Higher Education Coordinating Board(THECB) to UNTHSC were year Annual Financial Reports need to be adjusted to report the
classified as State Grant Pass Through Revenue - Operational proper classification of the program’s funds.
compared to fiscal year 2015 funds, which were classified as State
Grant Pass Through Revenue - Non Operational.
Based on the audited fiscal year 2013 and fiscal year 2014 FMRP
Annual Financial Reports, the support received from THECB was
3.11% and 6.85% of the total revenues for the FMRP and are
supplemental to the Program. The Associate Dean for Educational
Programs also confirmed that the FMRP will be conducted regardless
of the additional funds received from THECB.
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Internal UNT System Internal | Fiscal Year 2016/ 16-010 HSC Governance and Family Medicine The FMRP grant was not properly classified in the UNTHSC Recommendations for the UNTHSC Associate Controller are to: [Associate Dean for Educational Programs will work with appropriate Lisa R. Nash, DO, Associate 5/31/2016
Audit Regulatory Residency Program Accounting System for fiscal year 2013 and fiscal year 2014. management from the UNT System’s Controller’s Office to ensure the |Dean for Educational Programs
Compliance During our review of classification of revenues and proper recording Re-educate personnel on financial reporting of state grant pass |funds are recorded appropriately within UNTHSC’s Accounting System. |/ Paula Welch, Associate
for the FMRP grant in the UNTHSC Accounting System, we noted that through revenues to help ensure compliance with the Texas In addition, the UNT System’s Controller’s Office will work with the Controller / Jessica Chavez,
fiscal year 2013 and fiscal year 2014 funds passed from the Texas Comptroller of Public Accounts' guidelines. Texas Comptroller of Public Accounts to make a determination if prior |Texas OPTI Administrator
Higher Education Coordinating Board(THECB) to UNTHSC were year Annual Financial Reports need to be adjusted to report the
classified as State Grant Pass Through Revenue - Operational proper classification of the program’s funds.
compared to fiscal year 2015 funds, which were classified as State
Grant Pass Through Revenue - Non Operational.
Based on the audited fiscal year 2013 and fiscal year 2014 FMRP
Annual Financial Reports, the support received from THECB was
3.11% and 6.85% of the total revenues for the FMRP and are
supplemental to the Program. The Associate Dean for Educational
Programs also confirmed that the FMRP will be conducted regardless
of the additional funds received from THECB.
Internal UNT System Internal | Fiscal Year 2016/ 16-021 UNT Academic and Student Service Fee UNT The current process for monitoring Student Service Fee allocations is Low Recommendations for Vice President for Student Affairs: a. Management agrees. Establish process to ensure no transfers are Dr. Elizabeth With, Vice 7/31/2016 Closed
Audit Students Audit not sufficient to ensure funds are not overspent and funds are spent processed by the UNT Budget Office without approval from the VPSA  |President for Student Affairs Actual 08/29/2016
in accordance with approved purposes. Internal Audit reviewed and 1a. Coordinate with the UNT Budget Office to establish a process| Office.
tested the Student Service Fee (SSF) process and allocations for fiscal to ensure that only transfers approved by the Vice President for
year 2015. Out of 57 SSF dept ID allocations, 9 instances were Student Affairs Office are processed.
identified where total expenditures exceeded available SSF account
revenues. If additional other funding sources were not obtained by
SSF dept ID holder then deficit balances were charged to the SSF
reserve account at year end.
Internal UNT System Internal | Fiscal Year 2016/ 16-021 UNT Academic and Student Service Fee UNT The current process for monitoring Student Service Fee allocations is Low Recommendations for Vice President for Student Affairs: b. Management agrees. Send memo to all dept ID holders outlining Dr. Elizabeth With, Vice 7/31/2016 Closed
Audit Students Audit not sufficient to ensure funds are not overspent and funds are spent approval process to transfer funds; also discuss during meetings with | President for Student Affairs Actual 08/29/2016
in accordance with approved purposes. Internal Audit reviewed and 1b. Provide training to SSF dept ID holders with regard to their  [SSF dept ID holders (held as SSF process begins and when awards are
tested the Student Service Fee (SSF) process and allocations for fiscal responsibilities on receiving SSF funding especially SSF approval |made).
year 2015. Out of 57 SSF dept ID allocations, 9 instances were process pertaining to requesting transfers of SSF funds.
identified where total expenditures exceeded available SSF account
revenues. If additional other funding sources were not obtained by
SSF dept ID holder then deficit balances were charged to the SSF
reserve account at year end.
Internal UNT System Internal | Fiscal Year 2016/ 16-021 UNT Academic and Student Service Fee UNT The current process for monitoring Student Service Fee allocations is Low Recommendations for Vice President for Student Affairs: c. Management agrees. Send memo to all dept ID holders outlining Dr. Elizabeth With, Vice 7/31/2016 Closed
Audit Students Audit not sufficient to ensure funds are not overspent and funds are spent consequences of account deficits; also discuss during meetings with President for Student Affairs Actual 08/29/2016
in accordance with approved purposes. Internal Audit reviewed and 1c. Establish a process to identify potential deficit situations, SSF dept ID holders (held as SSF process begins and when awards are
tested the Student Service Fee (SSF) process and allocations for fiscal including steps/procedures to be taken, and consequences for |made).
year 2015. Out of 57 SSF dept ID allocations, 9 instances were SSF dept ID holders for non-compliance.
identified where total expenditures exceeded available SSF account
revenues. If additional other funding sources were not obtained by
SSF dept ID holder then deficit balances were charged to the SSF
reserve account at year end.
Internal UNT System Internal | Fiscal Year 2016/ 16-021 UNT Academic and Student Service Fee UNT UNT Policy 18.4.7 Student Service Fee Committee does not reflect Low Recommendation for Vice President for Student Affairs: Management agrees. Update policy to reflect actual practice. Dr. Elizabeth With, Vice 11/1/2016 Closed

Audit

Students

Audit

current member selection process by the Student Government
Association President.

UNT policy 18.4.7 states nine students will be selected to comprise a
Student Service Fee Committee (SSFC). Five students to be selected
by the Student Government Association (SGA) President and four
students by UNT President. In the current process the SGA President
selects four because the SGA President is to be a member of the
committee and acts as Chair of the SSFC.

2a. Revise UNT Policy 18.4.7 Student Services Fee Committee to
reflect the current process regarding the Student Government
Association President’s Student Services Fee Committee
member selection process.

President for Student Affairs
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Internal UNT System Internal | Fiscal Year 2016/ 16-021 UNT Academic and Student Service Fee UNT Minutes are not taken on Student Service Fee Committee meetings. Low Recommendation for Vice President for Student Affairs: Management agrees. Minutes will be taken at meetings. Debbie Stevens, Budget Officer Expected: 11/30/2016 Closed
Audit Students Audit For selected Student Service Fee Committee (SSFC) members, for Division of Student Affairs Revised: 01/18/2017
annually the Vice President for Student Affairs management conducts 3a. Written minutes should be kept on Student Service Fee
meetings to explain to these members the committee’s Committee meetings held.
responsibilities, establish meeting dates, explanation of the
deliberation and SSF allocation processes. During these meeting
priorities and Student Service Fee (SSF) allocation criteria are
established. Documentation as to priorities determined, proposed
meeting agenda and meeting dates, and applications requests for SSF
funding are submitted. However, meeting minutes including
attendance of those SSFC members present are not documented and
retained.
Internal UNT System Internal | Fiscal Year 2016/ 16-014 DAL Governance and Presidents’ UNT Dallas None NA None NA NA NA N/A
Audit Regulatory Expenditure Review
Compliance
Internal UNT System Internal | Fiscal Year 2016/ 16-001 SYS Governance and Chancellor’s UNT System None NA None NA NA NA N/A
Audit Regulatory Expenditure Review
Compliance
Internal UNT System Internal | Fiscal Year 2016/ 16-003 UNT Governance and Presidents’ UNT None NA None NA NA NA N/A
Audit Regulatory Expenditure Review
Compliance
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 1. The rate of default for the Green Loan Program (GLP) is high as Moderate |Recommendations for Paul Goebel, Assistant Director llI, a. Coordinate with Student Accounting and University Cashiering Paul Goebel, Assistant Director 09/01/ 2016 Closed
Audit Regulatory Management Center compared to similar loans managed by the Student Money Student Money Management Center: Services to transition loan program to an electronic disbursement, and |Ill, SMMC
Compliance Management Center (SMMC), and at this rate, the loan program is repayment system (non-cash). Coordinate with Division of Student
unsustainable. 1a. Coordinate with Student Accounting and University Affairs Advancement Specialist to secure a small allotment of gas and
* High default rate; 67.5% at December 31, 2015 and 60% at January Cashiering Services to determine an effective and efficient way |food cards for the purpose of disbursing to students facing critical and
31, 2016 as compared to about 10% for the other loan programs. to disburse loans and collect repayments. immediate need.
* For loans issued prior to August 2013, the collection rate since
August 2013 to January 2016 is 9%, less than 4% per year. Overall
default rate for old and new loans is 72%.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and UNT Student Money UNT 1. The rate of default for the Green Loan Program (GLP) is high as Moderate |Recommendations for Paul Goebel, Assistant Director IIl, b. For new loans posted directly to students’ accounts, any unpaid Paul Goebel, Assistant Director 01/15/17 Closed
Audit Regulatory Management Center compared to similar loans managed by the Student Money Student Money Management Center: balances will be clearly denoted on accounts that will avoid any 111, SMMC
Compliance Management Center (SMMC), and at this rate, the loan program is misconceptions. Coordinate with Student Accounting and University
unsustainable. 1b. Coordinate with Student Accounting and University Cashiering Services to add old defaulted loans to students’ account
* High default rate; 67.5% at December 31, 2015 and 60% at January Cashiering Services to determine an effective way to display the |balances.
31, 2016 as compared to about 10% for the other loan programs. blocks effectively in order to avoid any misconception.
* For loans issued prior to August 2013, the collection rate since
August 2013 to January 2016 is 9%, less than 4% per year. Overall
default rate for old and new loans is 72%.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 1. The rate of default for the Green Loan Program (GLP) is high as Moderate |Recommendations for Paul Goebel, Assistant Director llI, c. Review loans issued prior to August 2013 and document current Danielle Champagne, Student 8/01/2016 Closed
Audit Regulatory Management Center compared to similar loans managed by the Student Money Student Money Management Center: status, all appropriate blocks are in place, and all necessary documents | Services Coordinator Il
Compliance Management Center (SMMC), and at this rate, the loan program is arein file.
unsustainable. 1c. Review loans issued prior to August 2013 and document
* High default rate; 67.5% at December 31, 2015 and 60% at January current status e.g. whether and when a student graduated,
31, 2016 as compared to about 10% for the other loan programs. whether they are a current student, whether all appropriate
* For loans issued prior to August 2013, the collection rate since blocks are in place, and whether all necessary documents are in
August 2013 to January 2016 is 9%, less than 4% per year. Overall file.
default rate for old and new loans is 72%.
70

Page

77 of

334



Internal

UNT System Internal
Audit

Fiscal Year 2016

16-405 UNT

Governance and
Regulatory
Compliance

UNT Student Money
Management Center

UNTS Enterprise Audit Report Inventory

2. The current practice at Student Money Center

(SMMQC) is that management has some discretion as to the loan
amounts and the repayment period for the Green Loan Program
(GLP). Current procedures do not sufficiently document when and
how much management discretion is allowable.

* There is some management discretion as to the amount of fees to
charge, for 1 out of 24 loans tested, an exception was noted where
the total fees and charges due was $23; $20 late charge and $3
service charge. Only $17 was collected while $6 was waived.
Additionally, procedures are not specific as to whether fees apply to a
specific dollar amount of the loan i.e. $100 or $50.

* Management also has some discretion as to the repayment date.
For example, can alter the
weekend or if the student is aware of a difficulty in repaying before
the deadline.

date if it falls on a

ions for Paul Goebel, Assistant Director IIl,
Student Money Management Center:

2a. Review current GLP manual and update for procedures
related to management discretion, including but not limited to,
defining the exceptions and stating how and when management
discretion should be applied, and also ensure that it is consistent|
with the current practice.

a. Redraft Green Loan Program manual’s management discretion
reference. Include list of approved exceptions that would fall under
the scope of “management discretion.”

Paul Goebel, Assistant Director
i, SMmc

8/1/2016

Closed

Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and UNT Student Money UNT 2. The current practice at Student Money Center ions for Paul Goebel, Assistant Director IIl, b. Identify a standard date of annual review for the GLP manual. Paul Goebel, Assistant Director 8/1/2016 Closed
Audit Regulatory Management Center (SMMC) is that management has some discretion as to the loan Student Money Management Center: Documentation of date of review on title page will be included in the |1l SMMC
Compliance amounts and the repayment period for the Green Loan Program updated GLP manual.
(GLP). Current procedures do not sufficiently document when and 2b. Establish a specific periodic review process to ensure that
how much management discretion is allowable. the GLP manual is accurate and adequately addresses relevant
* There is some management discretion as to the amount of fees to issues. The procedures should indicate the last time it was
charge, for 1 out of 24 loans tested, an exception was noted where reviewed.
the total fees and charges due was $23; $20 late charge and $3
service charge. Only $17 was collected while $6 was waived.
Additionally, procedures are not specific as to whether fees apply to a
specific dollar amount of the loan i.e. $100 or $50.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 3. Promissory notes and transcript blocks were not in place as Moderate |Recommendation for Paul Goebel, Assistant Director IIl, Student [a. Review loans issued prior to August 2013 and document current Danielle Champagne, Student 8/1/2016 Closed
Audit Regulatory Management Center required by the Green Loan Program (GLP) manual terms and Money Management Center: status, all appropriate blocks are in place, and all necessary documents | Services Coordinator Il
Compliance conditions. areiin file.
Promissory notes and transcript blocks were missing for old loans 3a. Review non-current loans and document current status e.g.
issued prior to August 2013. There were also instances relating to whether and when a student graduated, whether they are a
loans issued after August 2013 where there were no blocks on non- current student, and whether all necessary documents are in file
current loans. Incomplete documentation and lack of enforcement of and ensure proper blocks are in place.
blocks reduce the chance of repayment of loans.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 3. Promissory notes and transcript blocks were not in place as Moderate |Recommendation for Paul Goebel, Assistant Director IIl, Student |b. Identify process to ensure timely posting of relevant blocks to Paul Goebel, Assistant Director 8/1/2016 Closed
Audit Regulatory Management Center required by the Green Loan Program (GLP) manual terms and Money Management Center: student accounts. Documentation of the process and monthly review |lil, SMMC
Compliance conditions. checklist will be included in the updated program manual.
Promissory notes and transcript blocks were missing for old loans 3b. Establish a review process to ensure that appropriate blocks
issued prior to August 2013. There were also instances relating to are being placed on students’ accounts with non-current loans.
loans issued after August 2013 where there were no blocks on non-
current loans. Incomplete documentation and lack of enforcement of
blocks reduce the chance of repayment of loans.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 4. There is variance between petty cash records, total amount of Moderate |Recommendations for Paul Goebel, Assistant Director llI, a. Coordinate with Financial Reporting to conduct a thorough and Paul Goebel, Assistant Director 1/15/2017 Closed
Audit Regulatory Management Center donations received to the fund, and the general ledger. Student Money Management Center: comprehensive reconciliation of the Green Loan account. 111, SMMC Rev. 08/31/2017
Compliance There is a variance between the amount of fund balance per the
Student Money Management Center (SMMC) records - $16,345, tally 4a. Review current fund balance and coordinate with Financial
of the total amount of donations received into the fund - $22,625, Reporting to ensure that the correct balance is reflected in the
and fund balance per the general ledger - $16,217. general ledger.
Internal UNT System Internal | Fiscal Year 2016/ 16-405 UNT Governance and | UNT Student Money UNT 4. There is variance between petty cash records, total amount of Moderate |Recommendations for Paul Goebel, Assistant Director llI, b. Coordinate with Financial Reporting to determine policies and Danielle Champagne, Student 1/15/2017 Closed

Audit

Regulatory
Compliance

Management Center

donations received to the fund, and the general ledger.

There is a variance between the amount of fund balance per the
Student Money Management Center (SMMC) records - $16,345, tally
of the total amount of donations received into the fund - $22,625,
and fund balance per the general ledger - $16,217.

Student Money Management Center:

4b. Update policies to include procedures for periodic
reconciliation with the General Ledger.

procedures for periodic reconciliation. Include this information in GLP
manual.

Services Coordinator Il
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5. There are instances where information on Student Money
Management Center (SMMC) website is not consistent with
information in the procedures Green Loan Program (GLP) manual.
One of the terms and conditions listed on the SMMC's website and in
the GLP manual says that both transcript and registration blocks will
be applied to late and default accounts but the intention and practice
is to use transcript blocks only.

Recommendations for Paul Goebel, Assistant Director Ill,
Student Money Management Center:

5a. Review information currently posted to SMMC website for
accuracy and consistency with policies and procedures.

a. Information posted to SMMC website has been reviewed for
consistency with policies and procedures.

Danielle Champagne, Student
Services Coordinator Il

8/15/2016

Closed

Internal
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5. There are instances where information on Student Money
Management Center (SMMC) website is not consistent with
information in the procedures Green Loan Program (GLP) manual.
One of the terms and conditions listed on the SMMC's website and in
the GLP manual says that both transcript and registration blocks will
be applied to late and default accounts but the intention and practice
is to use transcript blocks only.

Recommendations for Paul Goebel, Assistant Director Ill,
Student Money Management Center:

Sb. Establish a process to ensure review of information posted
to SMMC website is performed periodically.

b. Annual date of website review has been set as August 1,
documentation of this step will be included in the revised Green Loan
Program Manual.

Paul Goebel, Assistant Director
i, SMmc

8/1/2016

Closed
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6. The Green Loan Program (GLP) is not being maintained on an
imprest basis as required by UNT cash handling policies.

The Green Loan petty cash fund is not being maintained on an
imprest system; when repayments are received, only fees get

while the principal is retained in the petty cash fund to be
used to disburse for new loans.

Recommendation for Paul Goebel, Assistant Director Ill, Student
Money Management Center:

6a. Coordinate with Financial Reporting and Vice President for
Finance and Administration, UNT, to determine how to best
comply with UNT cash handling policies.

a. Coordinate with Student Accounting and University Cashiering
Services to transition loan program to an electronic disbursement, and

system ( h). This will the need for the
SMMC to handle any cash.

Paul Goebel, Assistant Director
11, SMMC

9/1/2016

Closed
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UNT

7. The Student Money Management Center (SMMC) uses pre-
numbered receipts; however, the receipts do not comply with
guidelines set forth in UNT policies.

SMMC uses pre-numbered receipts but the receipts have not been
approved by Student Accounting and University Cashiering Services
(SAUCS) as to form and content as required by Cash Handling
Controls Policy 2.1.10.1 and does not have UNT logo printed on as
required by UNT Sales and Receipt of Funds Policy 2.2.1.

Low

Recommendations for Assistant Director IIl, Student Money
Management Center:

7a. Coordinate with SAUCS to obtain receipts that comply with
UNT sales and Receipt of Funds Policy 2.2.1.

a. Obtain approved receipt book from UNT Printing Services.

Danielle Champagne, Student
Services Coordinator Il

6/23/2016

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2016

16-405 UNT

Governance and
Regulatory
Compliance

UNT Student Money
Management Center

7. The Student Money Management Center (SMMC) uses pre-
numbered receipts; however, the receipts do not comply with
guidelines set forth in UNT policies.

SMMC uses pre-numbered receipts but the receipts have not been
approved by Student Accounting and University Cashiering Services
(SAUCS) as to form and content as required by Cash Handling
Controls Policy 2.1.10.1 and does not have UNT logo printed on as
required by UNT Sales and Receipt of Funds Policy 2.2.1.

Recommendations for Assistant Director IIl, Student Money
Management Center:

7b. Establish a process to ensure that all receipts issued are
cleared by SAUCS as to form.

b. Implement the use of SAUCS-approved receipts and payment
deposit process.

Danielle Champagne, Student
Services Coordinator Il

6/23/2016

Closed

Internal (Co-
Sourced)

PwC

Fiscal Year 2016

NA

Governance and
Regulatory
Compliance

UNT System Benefits
Proportionality
Internal Audit

UNT

Through review of the each entity’s Benefits Proportionality
processes and il ion of cor ding source d;

files, 1A identified the following:

- Even though UNT documented procedures, accounting information,
and

screenshots within the source documentation file, there were not
sufficient

comments and/or notes embedded in the cells in the Section tabs
explaining

where information was obtained or what information was used for
calculation.

- UNT and UNTD did not utilize a “Lead Workpaper” tab within their
source

documentation files. This separate tab could be used to document all
amounts

and calculations related to the amounts recorded in the Section tabs
as well as

to embed notes and comments explaining the source of information
in a clearer

and more concise manner.

- There was not an “Information/Documentation Needed to
Complete the APS

011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was
not formally documented for use in subsequent years. It was noted,

Moderate

UNT should embed comments and/or notes within the
supporting documentation Excel file to explain specific details of
key amounts, calculations, and sources of information.

NA

NA

NA

N/A
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Internal (Co-
Sourced)

PwC

Fiscal Year 2016

NA

Governance and
Regulatory
Compliance

UNT System Benefits
Proportionality
Internal Audit

UNTS Enterprise Audit Report Inventory

Through review of the each entity’s Benefits Proportionality
processes and inspection of cor ing source

files, IA identified the following:

- Even though UNT documented procedures, accounting information,
and

screenshots within the source documentation file, there were not
sufficient

comments and/or notes embedded in the cells in the Section tabs
explaining

where information was obtained or what information was used for
calculation.

- UNT and UNTD did not utilize a “Lead Workpaper” tab within their
source

documentation files. This separate tab could be used to document all
amounts

and calculations related to the amounts recorded in the Section tabs
as wellas

to embed notes and comments explaining the source of information
in a clearer

and more concise manner.

- There was not an “Information/Documentation Needed to
Complete the APS

011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was
not formally documented for use in subsequent years. It was noted,

Moderate

UNT and UNTD should implement a “Lead Workpaper” separate
from the formal sections that would be used to detail source
documentation and other important information. This
workpaper could include the Method of Finance calculation, the
Local Funds Adjustment calculation, and each benefits
calculation.

NA

NA

N/A

Internal (Co-
Sourced)

PwC

Fiscal Year 2016

NA

Governance and
Regulatory
Compliance

UNT System Benefits
Proportionality
Internal Audit

UNT Dallas

Through review of the each entity’s Benefits Proportionality
processes and inspection of cor ing source

files, IA identified the following:

- Even though UNT documented procedures, accounting information,
and

screenshots within the source documentation file, there were not
sufficient

comments and/or notes embedded in the cells in the Section tabs
explaining

where information was obtained or what information was used for
calculation.

- UNT and UNTD did not utilize a “Lead Workpaper” tab within their
source

documentation files. This separate tab could be used to document all
amounts

and calculations related to the amounts recorded in the Section tabs
as wellas

to embed notes and comments explaining the source of information
in a clearer

and more concise manner.

- There was not an “Information/Documentation Needed to
Complete the APS

011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was
not formally documented for use in subsequent years. It was noted,

Moderate

UNT and UNTD should implement a “Lead Workpaper” separate |NA
from the formal sections that would be used to detail source
documentation and other important information. This
workpaper could include the Method of Finance calculation, the
Local Funds Adjustment calculation, and each benefits
calculation.

NA

NA

N/A
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Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits Through review of the each entity’s Benefits Proportionality Moderate |All entities within the UNT System should consider including a NA NA N/A
Sourced) Regulatory Proportionality processes and inspection section for “Information/Documentation Needed to Complete
Compliance Internal Audit of corresponding source documentation files, 1A identified the the APS 011 Form”. It would be helpful to include the following:
following: - APS 011 Form and Instructions (FMX
- Even though UNT documented procedures, accounting information, website)
and - Method of Finance (General Appropriations Act)
screenshots within the source documentation file, there were not - Applicable USAS Screens
sufficient - Specific queries from PeopleSoft General Ledger
comments and/or notes embedded in the cells in the Section tabs - APS_Check report
explaining - Instructions for uploading the completed form and performing
where information was obtained or what information was used for internal reviews by the entity and the UNT System
calculation. - Key contacts within the State and the UNT System
- UNT and UNTD did not utilize a “Lead Workpaper” tab within their - Other related and important documentation
source
documentation files. This separate tab could be used to document all
amounts
and calculations related to the amounts recorded in the Section tabs
as wellas
to embed notes and comments explaining the source of information
in a clearer
and more concise manner.
- There was not an “Information/Documentation Needed to
Complete the APS
011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was
Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits UNT Dallas Through review of the each entity’s Benefits Proportionality Moderate |All entities within the UNT System should consider including a NA NA NA N/A
Sourced) Regulatory Proportionality processes and inspection section for “Information/Documentation Needed to Complete
Compliance Internal Audit of corresponding source documentation files, 1A identified the the APS 011 Form”. It would be helpful to include the following:

following:

- Even though UNT documented procedures, accounting information,
and

screenshots within the source documentation file, there were not
sufficient

comments and/or notes embedded in the cells in the Section tabs
explaining

where information was obtained or what information was used for
calculation.

- UNT and UNTD did not utilize a “Lead Workpaper” tab within their
source

documentation files. This separate tab could be used to document all
amounts

and calculations related to the amounts recorded in the Section tabs
as wellas

to embed notes and comments explaining the source of information
in a clearer

and more concise manner.

- There was not an “Information/Documentation Needed to
Complete the APS

011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was

- APS 011 Form and Instructions (FMX

website)

- Method of Finance (General Appropriations Act)

- Applicable USAS Screens

- Specific queries from PeopleSoft General Ledger

- APS_Check report

- Instructions for uploading the completed form and performing
internal reviews by the entity and the UNT System

- Key contacts within the State and the UNT System

- Other related and important documentation
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Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits UNTHSC Through review of the each entity’s Benefits Proportionality Moderate |All entities within the UNT System should consider including a NA NA NA N/A
Sourced) Regulatory Proportionality processes and inspection section for “Information/Documentation Needed to Complete
Compliance Internal Audit of corresponding source documentation files, 1A identified the the APS 011 Form”. It would be helpful to include the following:
following: - APS 011 Form and Instructions (FMX
- Even though UNT documented procedures, accounting information, website)
and - Method of Finance (General Appropriations Act)
screenshots within the source documentation file, there were not - Applicable USAS Screens
sufficient - Specific queries from PeopleSoft General Ledger
comments and/or notes embedded in the cells in the Section tabs - APS_Check report
explaining - Instructions for uploading the completed form and performing
where information was obtained or what information was used for internal reviews by the entity and the UNT System
calculation. - Key contacts within the State and the UNT System
- UNT and UNTD did not utilize a “Lead Workpaper” tab within their - Other related and important documentation
source
documentation files. This separate tab could be used to document all
amounts
and calculations related to the amounts recorded in the Section tabs
as wellas
to embed notes and comments explaining the source of information
in a clearer
and more concise manner.
- There was not an “Information/Documentation Needed to
Complete the APS
011 Form” section within the source documentation files used by
each entity of the UNT System. As a result, significant information
relevant to completing the APS 011 Form (such as completion and
review instructions, State information, and other information), was
Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits UNT Through review of processes related to Benefits Proportionality, IA Moderate |UNT and UNTD should obtain the APS_Check report from the NA NA NA N/A
Sourced) Regulatory Proportionality identified that as part of APS 011 Form completion procedures, UNT assigned ACO and perform a reconciliation of UNT and UNTD
Compliance Internal Audit and UNTD do not obtain an APS_Check Report from the ACO and amounts, respectively, to State amounts.
compare the report information to the amounts used in the APS 011
Form. This APS_Check report includes the USAS expenses by benefit
and appropriation. As such, UNT and UNTD were not performing a
reconciliation comparing their recorded amounts to amounts
provided by the State in order to ensure accuracy of the overall form.
Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits UNT Dallas Through review of processes related to Benefits Proportionality, IA Moderate |UNT and UNTD should obtain the APS_Check report from the NA NA NA N/A
Sourced) Regulatory Proportionality identified that as part of APS 011 Form completion procedures, UNT assigned ACO and perform a reconciliation of UNT and UNTD
Compliance Internal Audit and UNTD do not obtain an APS_Check Report from the ACO and amounts, respectively, to State amounts.
compare the report information to the amounts used in the APS 011
Form. This APS_Check report includes the USAS expenses by benefit
and appropriation. As such, UNT and UNTD were not performing a
reconciliation comparing their recorded amounts to amounts
provided by the State in order to ensure accuracy of the overall form.
Internal (Co- PwC Fiscal Year 2016 NA Governance and | UNT System Benefits UNT Dallas Through review of processes related to Benefits Proportionality, IA Moderate |UNTD and HSC should establish a routine for periodically NA NA NA N/A
Sourced) Regulatory Proportionality identified that as part of APS 011 Form completion procedures, HSC completing preliminary templates of the APS011 form and
Compliance Internal Audit and UNTD were not periodically performing a “mock completion” of formally documenting the preliminary templates in source

the APS 011 Form based on estimates and information obtained up
to the date of the mock completion. To perform this procedure, an
institution fills out a preliminary APS 011 Template, which assists
them in tracking payments from the GR and GR-D funds, as well as
remaining balances to monitor what amounts may still be utilized.
Additionally, completing the preliminary templates can provide
opportunities for additional feedback and make the year-end process
less time consuming.

documentation files.
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Page

Internal (Co- Fiscal Year 2016 NA Governance and | UNT System Benefits Through review of processes related to Benefits Proportionality, IA Moderate |UNTD and HSC should establish a routine for periodically NA NA N/A
Sourced) Regulatory Proportionality identified that as part of APS 011 Form completion procedures, HSC completing preliminary templates of the APS011 form and
Compliance Internal Audit and UNTD were not periodically performing a “mock completion” of formally documenting the preliminary templates in source
the APS 011 Form based on estimates and information obtained up documentation files.
to the date of the mock completion. To perform this procedure, an
institution fills out a preliminary APS 011 Template, which assists
them in tracking payments from the GR and GR-D funds, as well as
remaining balances to monitor what amounts may still be utilized.
Additionally, completing the preliminary templates can provide
opportunities for additional feedback and make the year-end process
less time consuming.
Internal UNT System Internal | Fiscal Year 2017 17-021 UNT Governance and Residence Hall - UNT 1. AED, CPR, First-Aid Training High Recommendation for Gina Vanacore, Director of Housing and 1a. Language compelling staff to apply first aid or CPR has been Gina M. Vanacore, Director of 12/31/2017 Closed
Audit Regulatory Student Safety Residence Life: removed from staff operating and instruction flip charts. Housing and Residence Life
Compliance Practices Each residence hall has an AED (Automated External Defibrillator).
Hall Directors and residence hall staff have not received training by 1.1.a. Provide AED, CPR, and basic first-aid training to Hall Voluntary first aid / cpr training will be offered to staff each semester
UNT to use the AED, i CPR (Cardi y itati Directors, Resident Assistants and Desk Clerks. beginning fall 2017
and basic first aid.
Each residence hall has a document called a flip chart that provides
inctructinne nn o he talon in certain cituatinne Tha flin
Internal (Co- PwC Fiscal Year 2017 17-303 UNT Governance and Student Managed UNT 1. Broker cost and services evaluation Low 1.1.a.The SIG should implement a 1a. Because of the small balance in SIG Board of Directors Exp. Impl. Date: Closed
Sourced) Regulatory Investment Fund documented Policy & process for the fund and the fact that the 12/31/2017
Compliance (SMIF) A broker services evaluation was not performed since appointment of periodically evaluating the cost and fund is currently with a leading
Fidelity benefits of the investment broker. low cost broker (Fidelity), the Revised Impl. Date:
as the investment broker as required by the MOU. probability of acquiring better 03/31/2018
The Fidelity broker services have not been re-evaluated since service for less cost seems
establishing the unlikely. Regardless, the SIG
account in 2008 as required by Section 9-2 of the MOU. The MOU shall implement and document
Internal UNT System Internal | Fiscal Year 2017 17-417 UNT Governance and | LLPD Business Process UNT 1. Commingled Funds High Recommendations for Stephanie Reinke, Director of Lifelong 1b./c. Our office is still working with the budget and financial reporting ie Reinke, Director of Orig. 2/28/2018 Closed
Audit Regulatory Audit Learning and Professional Development (LLPD): offices to reconcile and verify that all funds (expenses and revenue) Lifelong Learning and
Compliance When the new chart of accounts went into implementation, Lifelong are in the correct and appropriate chartstrings as it pertains to (OLLI). |Professional Development Rev. 05/15/2018
Learning and Professional Development (LLPD) donations, University 1.1.b. Reconcile all LLPD funds in the account.
of North Texas Retiree Association (UNTRA) fees, and camp and
conference revenue and expenses were commingled into the same
chart string totaling approximately $620,000 as of August 31, 2017.
Upon approval of the Osher Lifelong Learning Institute (OLLI) program
at UNT. $100.000 of Ol 11 erant funds were also din the
Internal UNT System Internal | Fiscal Year 2017 17-417 UNT Governance and | LLPD Business Process UNT 1. Commingled Funds High Recommendations for Stephanie Reinke, Director of Lifelong 1d. Camps and conferences will be managed by "One Stop Shop" ie Reinke, Director of Orig. 2/28/2018 Closed
Audit Regulatory Audit Learning and Professional Development (LLPD): effective immediately, thus removing all financial concerns out of the |Lifelong Learning and
Compliance When the new chart of accounts went into implementation, Lifelong LLPD office. All entities of LLPD: CERT, UNTRA & OLLI all have their own [Professional Development Rev.05/15/2018
Learning and Professional Development (LLPD) donations, University 1.1.d. Ensure all LLPD activities are moved into separate chart dedicated fund cats and funds, with plans to assign purpose codes for
of North Texas Retiree Association (UNTRA) fees, and camp and strings to be tracked and reported individually. better financial reporting/tracking for all chartstrings.
conference revenue and expenses were commingled into the same
chart string totaling approximately $620,000 as of August 31, 2017.
Upon approval of the Osher Lifelong Learning Institute (OLLI) program
at UNT, $100,000 of OLLI grant funds were also commingled in the
Internal UNT System Internal | Fiscal Year 2017 17-414 UNT Governance and Classroom Support UNT 1. Computer Use policy needs clarification High Recommendations for Associate Vice President, Information 1a. We agree. Dr. Clark will convene the series of discussions with Dr. Allen Clark, Associate Vice 12/31/2018 Open
Audit Regulatory Services Services & Accreditation: senior level officials. In the changing and evolving world of technology, |President for Information
Compliance UNT 14.003 Computer Use policy needs clarification. we know that it is important to investigate the evolution of technology | Services and Transportation,
UNT 14.003 Computer Use policy, section I.B states "The University 1.1.a. The Associate Vice President, Information Services & and establish a mission and operational policy that helps to guide the |UNT
will not limit access to any information due to its content as long as it Accreditation, under authority of the Vice President for Finance |increasing use of technology at the UNT campus. It will be important
meets the standard of legality." Such activity is further defined in and Administration, should convene a series of discussions with |to define the elements of technology and to determine proper
section IL.A, which states “Criminal and illegal use may involve, but is senior-level officials in Academic and Student Affairs, campus protocol for information/cyber security.
not limited to, unauthorized access, intentional corruption or misuse and System IT professionals and the UNT System Office of
of computer resources, theft, obscenity and child pornography.” General Counsel to identify evolutions in campus missions,
operations and environments and evaluate where and how
changes in technology and the law have affected these areas
since the last revision to the computer use policy in 2005; and to
the extent possible, project future technological and legal
over the nextr number of years and
their possible impact.
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Internal UNT System Internal | Fiscal Year 2017 17-414 UNT Governance and Classroom Support UNT 1. Computer Use policy needs clarification High Recommendations for Associate Vice President, Information 1b. We agree. Based on the committee’s findings, the Computer Use  [Dr. Allen Clark, Associate Vice 12/31/2018 Open
Audit Regulatory Services Services & Accreditation: Policy will be assigned for an update by the appropriate individual. President for Information
Compliance UNT 14.003 Computer Use policy needs clarification. Services and Transportation,
UNT 14.003 Computer Use policy, section I.B states "The University 1.1.b. Assign responsibility for amending UNT 14.003 Computer UNT
will not limit access to any information due to its content as long as it Use policy per the committee’s decisions.
meets the standard of legality." Such activity is further defined in
section IL.A, which states “Criminal and illegal use may involve, but is
not limited to, unauthorized access, intentional corruption or misuse
of computer resources, theft, obscenity and child pornography.”
Internal UNT System Internal | Fiscal Year 2017 17-415 UNT Governance and Faculty and Staff UNT 1. International Travel Registration Control Process High Recommendations for Doug Welch, Executive Director Risk 2a. Once UNT System Travel Office begins forwarding TBA (Travel Doug Welch, Executive Director 4/20/2018 Closed
Audit Regulatory International Travel Management Services: Budget Authorization) forms for international travel, UNT Risk Risk Management Services
Compliance Audit An internal control process is not established to ensure that all Management Services will utilize those forms to verify whether a
individuals traveling internationally on either UNT System, UNT, 1.2.a. Develop a procedure to reconcile TBA forms received from |traveler has registered the documented trip on the TBA form with Risk
UNTHSC or UNT Dallas business have registered with UNT Risk UNT System Business Support Services Travel Department, to Management Services. This will be done by reconciling the information
Management prior to departure. Thus, UNT Risk Management does UNT Risk Management’s international travel registration on the TBA form with previously submitted travel registrations, which
not know the total number and location of individuals traveling database. are housed in an online Webform and in an internal excel document
internationally.
Additionally, there are no travel policies that address international
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas.
Currently, the international traveler acknowledges they will register
their travel plans with UNT Risk Management using the TBA form
acknowledgement statement. However, there is no certification that
the international traveler has registered prior to departure.
Internal UNT System Internal | Fiscal Year 2017 17-415 UNT Governance and Faculty and Staff UNT 1. International Travel Registration Control Process High Recommendations for Doug Welch, Executive Director Risk 2b. The following procedures will be utilized to follow up on any Doug Welch, Executive Director 4/20/2018 Closed
Audit Regulatory International Travel Management Services: discrepancies identified: Risk Management Services
Compliance Audit An internal control process is not established to ensure that all i. Will notify traveler via email of the need to register their trip with
individuals traveling internationally on either UNT System, UNT, 1.2.b. Develop a procedure to follow up on any discrepancies Risk Management Services within 5 business days of receipt of notice
UNTHSC or UNT Dallas business have registered with UNT Risk identified, which includes contacting and directing traveler to or within the next 2 business days if the departure date is within 5
Management prior to departure. Thus, UNT Risk Management does register their international travel prior to departure and business days. If traveler fails to comply;
not know the total number and location of individuals traveling escalation to supervisor and/or management if necessary. ii. Will notify traveler and their supervisor via email of the need to
internationally. register the traveler’s trip with Risk Management Services immediately
Additionally, there are no travel policies that address international upon receipt of notice. If travel is not registered within one business
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas. day;
Currently, the international traveler acknowledges they will register Will notify traveler, their supervisor, and the next level of authority
their travel plans with UNT Risk Management using the TBA form via email the need to register travel immediately upon receipt of
acknowledgement statement. However, there is no certification that notice. If travel is not registered within one business day;
the international traveler has registered prior to departure. iv. Will notify UNT Institutional Compliance, the traveler, their
supervisor, and all other appropriate lines of authority, up to the VP of
the occurrence of non-compliance with UNT System’s travel regulation
and any other applicable campus policies.
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Internal

UNT System Internal
Audit

Fiscal Year 2017

17-415 UNT

Governance and
Regulatory
Compliance

Faculty and Staff
International Travel
Audit

UNT System

UNTS Enterprise Audit Report Inventory

1. International Travel Registration Control Process

An internal control process is not established to ensure that all
individuals traveling internationally on either UNT System, UNT,
UNTHSC or UNT Dallas business have registered with UNT Risk
Management prior to departure. Thus, UNT Risk Management does
not know the total number and location of individuals traveling
internationally.

Additionally, there are no travel policies that address international
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas.
Currently, the international traveler acknowledges they will register
their travel plans with UNT Risk Management using the TBA form
acknowledgement statement. However, there is no certification that
the international traveler has registered prior to departure.

High

Recommendation for Rachel Burlage, UNT System Policy
Manager:

1.3.a. Revise UNT System travel policy for consistency with UNT
System Regulation 08.15000.

3a. I will revise UNT System Administration travel policy for
consistency with UNT System Regulation 08.15000.

Rachel Burlage, UNT System
Policy Manager

2/28/2018

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2017

17-415 UNT

Governance and
Regulatory
Compliance

Faculty and Staff
International Travel
Audit

1. International Travel Registration Control Process

An internal control process is not established to ensure that all
individuals traveling internationally on either UNT System, UNT,
UNTHSC or UNT Dallas business have registered with UNT Risk
Management prior to departure. Thus, UNT Risk Management does
not know the total number and location of individuals traveling
internationally.

Additionally, there are no travel policies that address international
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas.
Currently, the international traveler acknowledges they will register
their travel plans with UNT Risk Management using the TBA form
acknowledgement statement. However, there is no certification that
the international traveler has registered prior to departure.

High

Recommendation for Stephanie McDonald, UNT Policy
Manager:

1.4.a. Revise UNT travel policy for consistency with UNT System
Regulation 08.15000.

4a. Will route the language below through the institution policy
revision process.

Potential additional language: “all UNT System Administration and
Institution travel must comply with the requirements detailed in the
UNT System Travel including individual ibility for
registering international travel through UNT Risk Management prior to
departure”.

ie McDonald, UNT
Policy Manager

5/1/2018

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2017

17-415 UNT

Governance and
Regulatory
Compliance

Faculty and Staff
International Travel
Audit

UNTHSC

1. International Travel Registration Control Process

An internal control process is not established to ensure that all
individuals traveling internationally on either UNT System, UNT,
UNTHSC or UNT Dallas business have registered with UNT Risk
Management prior to departure. Thus, UNT Risk Management does
not know the total number and location of individuals traveling
internationally.

Additionally, there are no travel policies that address international
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas.
Currently, the international traveler acknowledges they will register
their travel plans with UNT Risk Management using the TBA form
acknowledgement statement. However, there is no certification that
the international traveler has registered prior to departure.

High

Recommendation for Desiree Ramirez, Chief Compliance and
Enterprise Risk Officer, UNTHSC

1.5.a. Establish a UNTHSC travel policy consistent with UNT
System Regulation 08.15000.

5a. UNTHSC will work with the other tocreatea

Greg And , Executive Vice

policy with applicable procedures and related policies.

President for Finance and Chief
Financial Officer and Anuja
Ghorpade, Interim Vice
President for Research

4/1/2018

Closed
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UNT System Internal
Audit

Fiscal Year 2017

17-415 UNT

Governance and
Regulatory
Compliance

Faculty and Staff
International Travel
Audit

UNT Dallas
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1. International Travel Registration Control Process

An internal control process is not established to ensure that all
individuals traveling internationally on either UNT System, UNT,
UNTHSC or UNT Dallas business have registered with UNT Risk
Management prior to departure. Thus, UNT Risk Management does
not know the total number and location of individuals traveling
internationally.

Additionally, there are no travel policies that address international
travel registration at the UNT System, UNT, UNTHSC, and UNT Dallas.
Currently, the international traveler acknowledges they will register
their travel plans with UNT Risk Management using the TBA form
acknowledgement statement. However, there is no certification that
the international traveler has registered prior to departure.

High

Recommendation for HD Stearman, Assistant Vice President for
Accreditation, Planning and Policy:

1.6.a. Establish a UNT Dallas travel policy consistent with UNT
System Regulation 08.15000.

6a. The management action plan is to look at the UNT System
regulation and tailor our policy to track the regulation.

H.D. Stearman, Assistant Vice
President Accreditation,
Planning, Office of Provost (UNT
Dallas)

Exp: 3/1/2018
Rev.: 09/01/2018

Closed

Internal (Co-
Sourced)

PwC

Fiscal Year 2017

17-310 DAL

Governance and
Regulatory
Compliance

Scholarships Review

UNT Dallas

1. Overall Governance of Scholarships Opportunities exist for
strengthening internal control processes related to the management
of scholarships. Donations are received by various departments at
UNT Dallas (including UNT Dallas College of Law). If the funds are
received by any department other than Financial Aid & Scholarships
to be awarded to students, an authorization form is filled out and
sent to the UNT Dallas’ Financial Aid & Scholarships office. While
Institutional scholarship decisions are automated, and External
scholarships are selected by the donor and passed through the
system from the donor to the students, Donor scholarships are
backed by a written gift agreement outlining the use of the funds.
Note: Management was aware of concerns around Scholarship
Committee and Sharing of Information and requested that the review
specifically address these areas. See below for details on the
observations related to the management of scholarships I.
Scholarship Compliance Through review of documentation for a
sample of 20 students (out of 1,263) receiving various scholarships
and awards in FY16, our testing identified the following (refer to
bullets a. —e. for details): a. One donor scholarship application (Fund#

Moderate

1.1.a. Financial Aid & Scholarships should work with
Advancement to update the incorrect application criteria for
Fund# 240776 to be in alignment with the MOU and consider
removing the additional criteria or creating an addendum to the
original MOU.

1a. Director of Financial Aid has been hired effective 8/28/2017. Also,
funding has been allocated to hire an Accountant focused on
Scholarships, Financial Aid, and gift funds. Additionally, management
is in the process of creating a general scholarship committee, updating
criteria to be in with respective MOUs, and

developing necessary processes and procedures and policy if
applicable based on the study of best practices.

ie Holley, VP for
Student Access & Success

9/1/2018

Open

Internal (Co-
Sourced)

PwC

Fiscal Year 2017

17-310 DAL

Governance and
Regulatory
Compliance

Scholarships Review

UNT Dallas

1. Overall Governance of Scholarships Opportunities exist for
strengthening internal control processes related to the management
of scholarships. Donations are received by various departments at
UNT Dallas (including UNT Dallas College of Law). If the funds are
received by any department other than Financial Aid & Scholarships
to be awarded to students, an authorization form is filled out and
sent to the UNT Dallas’ Financial Aid & Scholarships office. While
Institutional scholarship decisions are automated, and External
scholarships are selected by the donor and passed through the
system from the donor to the students, Donor scholarships are
backed by a written gift agreement outlining the use of the funds.
Note: Management was aware of concerns around Scholarship
Committee and Sharing of Information and requested that the review
specifically address these areas. See below for details on the
observations related to the management of scholarships I.
Scholarship Compliance Through review of documentation for a
sample of 20 students (out of 1,263) receiving various scholarships
and awards in FY16, our testing identified the following (refer to
bullets a. — e. for details): a. One donor scholarship application (Fund#,
240776) does not meet the criteria as outlined in the MOU. The MOU
requires two letters of recommendation, a minimum GPA of 3.0, an
on-campus interview, and need for financial assistance. However, the
application only requires one letter of recommendation, a 2.25
minimum GPA, and does not mention an on-campus interview or
need for financial assistance. The application also requires additional
criterion, a personal statement, not included in the MOU. The review
disclosed that at least one student, who was awarded this scholarship

Moderate

1.1.b. UNT Dallas should establish a review process for the
recommended scholarship committee to ensure that awarded
scholarships and i icati arein li with
established MOUs. Additionally, Advancement should consider
removing the additional criteria or creating an addendum to the

1b. Director of Financial Aid has been hired effective 8/28/2017. Also,
funding has been allocated to hire an Accountant focused on
Scholarships, Financial Aid, and gift funds. Additionally, management
is in the process of creating a general scholarship committee, updating
criteria to be in with respective MOUs, and

original MOU for Fund# 240003.

developing necessary processes and procedures and policy if
applicable based on the study of best practices.

ie Holley, VP for

Student Access & Success

9/1/2018

Open

79

Page 86 of 334




UNTS Enterprise Audit Report Inventory

Internal (Co- PwC Fiscal Year 2017/ 17-310 DAL Governance and | Scholarships Review UNT Dallas 1. Overall Governance of Scholarships Opportunities exist for Moderate [1.1.c. Financial Aid & Scholarships should evaluate the date at |1c. Director of Financial Aid has been hired effective 8/28/2017. Also, ie Holley, VP for 9/1/2018 Open
Sourced) Regulatory strengthening internal control processes related to the management which the automated packaging plan is initiated and/or funding has been allocated to hire an Accountant focused on Student Access & Success
Compliance of scholarships. Donations are received by various departments at implement a system of reviewing all open/current recipients of |Scholarships, Financial Aid, and gift funds. Additionally, management
UNT Dallas (including UNT Dallas College of Law). If the funds are renewable awards to verify eligibility. is in the process of creating a general scholarship committee, updating
received by any department other than Financial Aid & Scholarships ication criteria to be in alif with respective MOUs, and
to be awarded to students, an authorization form is filled out and ing necessary processes and procedures and policy if
sent to the UNT Dallas’ Financial Aid & Scholarships office. While applicable based on the study of best practices.

Institutional scholarship decisions are automated, and External
scholarships are selected by the donor and passed through the
system from the donor to the students, Donor scholarships are
backed by a written gift agreement outlining the use of the funds.
Note: Management was aware of concerns around Scholarship
Committee and Sharing of Information and requested that the review
specifically address these areas. See below for details on the
observations related to the management of scholarships I.
Scholarship Compliance Through review of documentation for a

Internal (Co- PwC Fiscal Year 2017/ 17-310 DAL Governance and | Scholarships Review UNT Dallas 1. Overall Governance of Scholarships Opportunities exist for Moderate |1.1.d. Financial Aid & Scholarships should perform a review of |1d. Director of Financial Aid has been hired effective 8/28/2017. Also, |Stephanie Holley, VP for 9/1/2018 Open
Sourced) Regulatory strengthening internal control processes related to the management students who are eligible for scholarships based on enrollment  |funding has been allocated to hire an Accountant focused on Student Access & Success
Compliance of scholarships. Donations are received by various departments at in a second 8- week mini-mester after the respective "Last Day |Scholarships, Financial Aid, and gift funds. Additionally, management
UNT Dallas (including UNT Dallas College of Law). If the funds are to Drop" to make sure they still meet eligibility requirements. is in the process of creating a general scholarship committee, updating
received by any department other than Financial Aid & Scholarships Additionally, Financial Aid & Scholarships should consider application criteria to be in alignment with respective MOUs, and
to be awarded to students, an authorization form is filled out and withholding disbursement of funds until after this date or developing necessary processes and procedures and policy if
sent to the UNT Dallas’ Financial Aid & Scholarships office. While recollecting the funds if the class is dropped before this date. applicable based on the study of best practices.

Institutional scholarship decisions are automated, and External
scholarships are selected by the donor and passed through the
system from the donor to the students, Donor scholarships are
backed by a written gift agreement outlining the use of the funds.
Note: Management was aware of concerns around Scholarship
Committee and Sharing of Information and requested that the review
specifically address these areas. See below for details on the
observations related to the management of scholarships 1.
Scholarship Compliance Through review of documentation for a
sample of 20 students (out of 1,263) receiving various scholarships
and awards in FY16, our testing identified the following (refer to
bullets a. — e. for details): a. One donor scholarship application (Fund#
240776) does not meet the criteria as outlined in the MOU. The MOU
requires two letters of recommendation, a minimum GPA of 3.0, an
on-campus interview, and need for financial assistance. However, the

Internal (Co- PwC Fiscal Year 2017/ 17-310 DAL Governance and | Scholarships Review UNT Dallas 1. Overall Governance of Scholarships Opportunities exist for Moderate |1.1.e. Financial Aid & Scholarships should evaluate how many |1le. Director of Financial Aid has been hired effective 8/28/2017. Also, ie Holley, VP for 9/1/2018 Open
Sourced) Regulatory strengthening internal control processes related to the management individuals should have access to the disbursement override funding has been allocated to hire an Accountant focused on Student Access & Success
Compliance of scholarships. Donations are received by various departments at function (i.e. Director and a delegate), restrict disbursement Scholarships, Financial Aid, and gift funds. Additionally, management
UNT Dallas (including UNT Dallas College of Law). If the funds are override access to appropriate personnel as necessary, and is in the process of creating a general scholarship committee, updating
received by any department other than Financial Aid & Scholarships consider requiring a second level of approval for manual ication criteria to be in alif with respective MOUs, and
to be awarded to students, an authorization form is filled out and overrides. developing necessary processes and procedures and policy if
sent to the UNT Dallas’ Financial Aid & Scholarships office. While applicable based on the study of best practices.

Institutional scholarship decisions are automated, and External
scholarships are selected by the donor and passed through the
system from the donor to the students, Donor scholarships are
backed by a written gift agreement outlining the use of the funds.
Note: Management was aware of concerns around Scholarship
Committee and Sharing of Information and requested that the review
specifically address these areas. See below for details on the
observations related to the management of scholarships I.
Scholarship Compliance Through review of documentation for a
sample of 20 students (out of 1,263) receiving various scholarships
and awards in FY16, our testing identified the following (refer to
bullets a. — e. for details): a. One donor scholarship application (Fund#
240776) does not meet the criteria as outlined in the MOU. The MOU
requires two letters of recommendation, a minimum GPA of 3.0, an
on-campus interview, and need for financial assistance. However, the
application only requires one letter of recommendation, a 2.25
minimum GPA, and does not mention an on-campus interview or
need for financial assistance. The application also requires additional
criterion, a personal statement, not included in the MOU. The review
disclosed that at least one student, who was awarded this scholarship
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Internal (Co- PwC Fiscal Year 2017 17-310 DAL Governance and Scholarships Review UNT Dallas 1. Overall Governance of Scholarships Opportunities exist for Moderate |1.2.a. UNT Dallas Student Access and Success, along with 2a. Director of Financial Aid has been hired effective 8/28/2017. Also, |Stephanie Holley, VP for 9/1/2018 Open
Sourced) Regulatory strengthening internal control processes related to the management Advancement, should work together to create a general funding has been allocated to hire an Accountant focused on Student Access & Success
Compliance of scholarships. Donations are received by various departments at scholarship committee, which would be comprised of members |Scholarships, Financial Aid, and gift funds. Additionally, management
UNT Dallas (including UNT Dallas College of Law). If the funds are from various departments, including, but not limited to, Student |is in the process of creating a general scholarship committee, updating
received by any department other than Financial Aid & Scholarships Access and Success, Advancement, Financial Aid & Scholarships, |application criteria to be in alignment with respective MOUs, and
to be awarded to students, an authorization form is filled out and Leadership Development & Multicultural Programs, Academic  |developing necessary processes and procedures and policy if
sent to the UNT Dallas’ Financial Aid & Scholarships office. While Affairs, and Finance & Administration. This committee should applicable based on the study of best practices.
Institutional scholarship decisions are automated, and External establish a system of communication to ensure that affected
scholarships are selected by the donor and passed through the departments receive pertinent information regarding related
system from the donor to the students, Donor scholarships are scholarships. Additionally, the committee should establish
backed by a written gift agreement outlining the use of the funds. policies and procedures around scholarships, establish a system
Note: Management was aware of concerns around Scholarship for reviewing/updating policies and procedures on at least an
Committee and Sharing of Information and requested that the review annual basis, and keep minutes for each scholarship committee
specifically address these areas. See below for details on the meeting to document the recipient selection process and final
observations related to the management of scholarships 1. decisions.
Scholarship Compliance Through review of documentation for a
sample of 20 students (out of 1,263) receiving various scholarships
and awards in FY16, our testing identified the following (refer to
bullets a. — e. for details): a. One donor scholarship application (Fund#
240776) does not meet the criteria as outlined in the MOU. The MOU
requires two letters of recommendation, a minimum GPA of 3.0, an
on-campus interview, and need for financial assistance. However, the
application only requires one letter of recommendation, a 2.25
minimum GPA, and does not mention an on-campus interview or
need for financial assistance. The application also requires additional
criterion, a personal statement, not included in the MOU. The review
disclosed that at least one student, who was awarded this scholarship
Internal (Co- PwC Fiscal Year 2017 17-302 HSC Governance and Financial Review of UNTHSC 1. PeopleSoft Upgrade Moderate |1.1.a. HSC should work with the UNT System Controller’s Office |1a. HSC Finance and Geoffrey Scarpelli, Vice 8/31/2018 Closed
Sourced) Regulatory UNTHSC Reserves to perform an analysis of financial and budget related Planning and the HSC President for Planning,
Compliance information, including queries and tables from the reporting System Controller’s Office and Paula Welch,
Several IT system-related issues have resulted from the recent tools as well as the reporting capabilities of those tools, to are currently developing Associate Controller
PeopleSoft identify the issue causing the errors in the budget reports and  |curriculum to provide
upgrade and subsequent chart of accounts conversion, causing HSC ensure alignment with the new version of PeopleSoft. training for HSC
schools, Additionally, Finance and Planning should perform a detailed departments to increase
colleges, and departments to ineffectively monitor their accounts. review of their chart of accounts to identify and resolve any the understanding on how
As part of the PeopleSoft system upgrade that went live on March 1, errors that resulted from the PeopleSoft upgrade. to use the accounting
2016, changes chart strings to effectively
were made to the chart of accounts to accommodate new system Refer to the recommendations below for details: record departmental
functionality. The transactions.
upgrade project experienced delays prior to going live, and the new a. Finance & Planning should provide additional training to
chart of accounts HSC personnel r for account to increase |Currently, the
was provided to schools, colleges, and departments with very little understanding of the relevant account chart strings. EIS/PeopleSoft system
time to provide Additionally, HSC should consider adding system controls (i.e. has high level combination
feedback and testing. Consequently, there was insufficient time to data input validation controls such as check digits or drop-down |edits in place to validate
verify that all menus) to EIS or PeopleSoft to reduce the risk of human error in |accounting chart strings at
accounts were appropriate by department or to perform proper allocating fund balances. a high level such as Fund
testing, and the upgrade Category and Fund. Drop
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Internal (Co- Fiscal Year 2017/ 17-302 HSC Governance and Financial Review of UNTHSC 1. PeopleSoft Upgrade Moderate |Note: In previous Audit Inventory Appendixes, this 1a. HSC Finance and Geoffrey Scarpelli, Vice 8/31/2018 Closed
Sourced) Regulatory UNTHSC Reserves recommendation was split into two making 6 recommendations |Planning and the HSC President for Planning,
Compliance for 17-302 HSC. It was combined into 1 rec (making 5 total System Controller’s Office and Paula Welch,
Several IT system-related issues have resulted from the recent recommendations) but this row is included so FY 2017 rec are currently developing Associate Controller
PeopleSoft numbers do not change. curriculum to provide
upgrade and subsequent chart of accounts conversion, causing HSC training for HSC
schools, 1.1.a. HSC should work with the UNT System Controller’s Office |departments to increase
colleges, and departments to ineffectively monitor their accounts. to perform an analysis of financial and budget related the understanding on how
As part of the PeopleSoft system upgrade that went live on March 1, information, including queries and tables from the reporting to use the accounting
2016, changes tools as well as the reporting capabilities of those tools, to chart strings to effectively
were made to the chart of accounts to accommodate new system identify the issue causing the errors in the budget reports and record departmental
functionality. The ensure alignment with the new version of PeopleSoft. transactions.
upgrade project experienced delays prior to going live, and the new Additionally, Finance and Planning should perform a detailed
chart of accounts review of their chart of accounts to identify and resolve any Currently, the
was provided to schools, colleges, and departments with very little errors that resulted from the PeopleSoft upgrade. EIS/PeopleSoft system
time to provide has high level combination
feedback and testing. C ly, there was i icient time to Refer to the recommendations below for details: edits in place to validate
verify that all accounting chart strings at
accounts were appropriate by department or to perform proper a. Finance & Planning should provide additional training to|a high level such as Fund
testing, and the upgrade HSC personnel r for account to increase |Category and Fund. Drop
went live with a significant amount of errors (as described below), understanding of the relevant account chart strings. down menus are also
creating confusion Additionally, HSC should consider adding system controls (i.e. available when
among the majority of users. For example, one concern was regarding data input validation controls such as check digits or drop-down [transactions are created
significant menus) to EIS or PeopleSoft to reduce the risk of human error in |online.
delays in the reception of purchasing card transaction data. Since the allocating fund balances. Additionally, the HSC
PeopleSoft Finance & Planning Office
upgrade went live, departments, schools, and colleges sometimes did and the HSC System
Internal UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Provost: 1a. To ensure security we discontinued the use of personal electronic |Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit and external devices to record or store PHI in the clinic. We have Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.a. Prohibit Clinic personnel (i.e. faculty, staff) and students |purchased four (4) University Mini IPads to be used in therapy rooms. |Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance from using any personal electronic and external devices (i.e. We need to purchase additional university equipment for the
with the Texas Medical Records Privacy Act (Texas House Bill 300/ iPad, smartphones, laptops, flash and hard drives, etc.) to record [remaining therapy rooms.
Texas Health & Safety Code § 181). and/or store PHI.
Specifically, we noted the following:
a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.
b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
ended.
c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.
d. Recorded sessions on the Clinic’s recording equipment were stored
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Internal UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Provost: 1b. We worked with the University of North Texas at Dallas OIT Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit department to implement recording equipment and secure recording |Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.b. Require that all patient PHI to be stored on encrypted software, Panopto, which works well for general recording and review. | Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance University issued devices. Create a log to document all The Panopto data is encrypted in both transfer and resting state. OIT
with the Texas Medical Records Privacy Act (Texas House Bill 300/ University devices provided to employees/students. Once the has a log of all University (laptops, iPads, etc.) used by faculty and staff
Texas Health & Safety Code § 181). semester ends, retrieve all issued devices and reconcile what it is | in the clinic therapy rooms. To ensure security we discontinued the
Specifically, we noted the following: documented on the log to ensure all devices have been using personal devices outside of the clinic to record PHI. We will
a. Graduate students were asked to purchase their own flash drive to returned. create a log to document all University devices checked out to faculty,
store Clinic's PHI. Although graduate students were instructed in the staff, or students for clinical use. We will develop a corresponding
course syllabus, to purchase an encrypted flash drive, no authorized policy and procedure indicating steps for retrieving issued devices and
Clinic personnel (i.e. faculty, staff) verified what type of flash drive reconciling all information and devices each semester. We will work
the students were using. The students kept their own flash drive after with OIT to ensure all devices are sanitized once a semester.

the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

Internal UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Provost: 1c. Counseling faculty are reviewing current Masters and Practicum Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit handbooks and will develop medical record privacy guidelines that Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.c. Develop medical record privacy guidelines for Clinic align with the Texas Medical Records Privacy Act for all faculty, staff, |Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance personnel (i.e. faculty, staff) and students to help ensure and students. We will make sure the guidelines are included in both
with the Texas Medical Records Privacy Act (Texas House Bill 300/ confidentiality of PHI (written, verbal or electronic) are in the counseling program’s Masters Handbook and the Practicum
Texas Health & Safety Code § 181). compliance with the Texas Medical Records Privacy Act. Handbook.

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored
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1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendations for the Provost:

1.1.d. Work with the Office of General Counsel to determine
appropriate action in regards to inappropriate safeguarding of
PHI in compliance with the Texas Medical Records Privacy Act.

1d. We will develop procedures to certify the appropriate safeguarding
of PHI. The Counseling Program Coordinator and the Dean of Human
Services need to work with General Council to determine appropriate
actions needed to safeguard PHI in accordance with Texas Medical
Records Privacy Act.

Betty Stewart, Provost/
Executive Vice President of
Academic Affairs

8/31/2019

Open

1. Protected Health Information

UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas High Recommendations for the Provost: 1e. To ensure security we changed the locks on the entrance and exit |Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit doors to the Clinic. Locks to the Director’s office, the Administrative Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.e. Require Clinic personnel (i.e. faculty, staff) and students to [ Assistant’s office, and to the computer workroom have been changed, | Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance lock the doors when no authorized personnel are present at the |and access restricted. Each semester counseling faculty and students
with the Texas Medical Records Privacy Act (Texas House Bill 300/ Clinic to prevent any unauthorized access to PHI. will need to get their identification cards activated with the campus
Texas Health & Safety Code § 181). police to gain access to the clinic entrance and backdoor.
Specifically, we noted the following:
a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Provost: 1f. To ensure security faculty and students no longer have access to Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit the administrative assistant’s office where keys to all locked file Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.f. Store graduate student workroom and PHI filing cabinet | cabinets in the clinic are stored in a locked drawer. PHI is now stored in | Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance keys in a locked drawer which is only accessible to the the back graduate student workroom in locked file cabinets that
with the Texas Medical Records Privacy Act (Texas House Bill 300/ Administrative Specialist and Clinic Director. remain locked at all times. PHI files are only accessible to the
Texas Health & Safety Code § 181). Administrative Specialist and Clinic Director. The door to the graduate
Specifically, we noted the following: student workroom remains locked at all times.
a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
deiiinen PN
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1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendations for the Provost:

1.1.g. Develop and provide a mandatory annual PHI state and
federal law training to Clinic personnel (i.e. faculty, staff) in
order for them to properly carry out their duties at the Clinic.

For students, this training should be mandatory each semester.

1g. To ensure students and faculty receive appropriate training on
confidentiality, we are conducting research to access the most
applicable package of training and certification materials, develop
procedures for administering the training and verifying compliance. Dr.
Trigg Even is researching is working to identify HIPAA/HB300 training
and certification options to use to provide mandatory annual PHI state
and federal law training for Clinic personnel and for students each

. Policies and pr related to y training will
be stored in the clinic director’s office.

Betty Stewart, Provost/
Executive Vice President of
Academic Affairs

8/31/2019 Open

Internal

UNT System Internal

Audit

Fiscal Year 2017

17-413 DAL

Governance and
Regulatory
Compliance

Community
Counseling Clinic Audit

UNT Dallas

1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendations for the Provost:

1.1.h. Require all Clinic personnel (i.e. faculty, staff) and
students to sign a written or electronic statement attesting to
the completion of the training and retain documentation in
accordance with the Texas Medical Records Privacy Act.

1h. Verifying and training for ¢ personnel,
faculty, and students working in the clinic will be the responsibility of
the Clinic Director and the Counseling Program Coordinator working
with the Administrative Specialist. The administrative specialists will
retain documentation of written or electronic statements, attesting to
the completion of the training, in student files. We need to develop
procedures for administering confidentiality training and develop a
process for attesting completion of training.

Betty Stewart, Provost/
Executive Vice President of
Academic Affairs

8/31/2019 Open
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Internal UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Provost: 1i. Counseling faculty will work to develop policies and procedures Betty Stewart, Provost/ 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit regarding PHI privacy regulations. Once the documents are created we |Executive Vice President of
Compliance During our review of the Clinic, we noted that the patient health 1.1.i. Develop a University policy regarding PHI privacy will submit them to the office of General Council for review and Academic Affairs
information (PHI) is not protected sufficiently to ensure compliance regulations and submit to the Office of General Council for approval
with the Texas Medical Records Privacy Act (Texas House Bill 300/ review and approval.

Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

Internal UNT System Internal | Fiscal Year 2017 17-413 DAL Governance and Community UNT Dallas 1. Protected Health Information High Recommendations for the Chief Financial Officer and the 2a. Hard drives were pulled from the counseling clinic lab computers  |Jim Main, Chief Financial Officer 8/31/2019 Open
Audit Regulatory Counseling Clinic Audit Director of Office of Information Technology: on 25,2017.0IT c itizing according to and Kevin Rocha, Director of
Compliance During our review of the Clinic, we noted that the patient health Department of Defense standards (DOD 5220.22) hard drives on Office of Information
information (PHI) is not protected sufficiently to ensure compliance 1.2.a. Sanitize and re-image all computer workstations and October 4, 2017. Technology (OIT)
with the Texas Medical Records Privacy Act (Texas House Bill 300/ server.

Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored
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1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendations for the Chief Financial Officer and the
Director of Office of Information Technology:

1.2.b. Ensure default passwords are changed immediately upon
acquisition.

2b. The former recording system, Salient's hard drives was removed.
On October 3, 2017 and were destroyed on October 6, 2017 to ensure
security.

Jim Main, Chief Financial Officer
and Kevin Rocha, Director of
Office of Information
Technology (OIT)

8/31/2019

Open

Internal

UNT System Internal
Audit

Fiscal Year 2017

17-413 DAL

Governance and
Regulatory
Compliance

Community
Counseling Clinic Audit

UNT Dallas

1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendations for the Chief Financial Officer and the
Director of Office of Information Technology:

1.2.c. All servers c sensitive and c
information should be set up on a secure network.

2c. To ensure security all computers will authenticate students at sign-
in so that students use their university-issued computer account ID.
The clinic’s shared computer account is de-activated. Local login was
only available on lab desktops and not reinstituted after sanitation.

Jim Main, Chief Financial Officer
and Kevin Rocha, Director of
Office of Information
Technology (OIT)

8/31/2019

Open
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1. Protected Health Information

During our review of the Clinic, we noted that the patient health
information (PHI) is not protected sufficiently to ensure compliance
with the Texas Medical Records Privacy Act (Texas House Bill 300/
Texas Health & Safety Code § 181).

Specifically, we noted the following:

a. Graduate students were asked to purchase their own flash drive to
store Clinic's PHI. Although graduate students were instructed in the
course syllabus, to purchase an encrypted flash drive, no authorized
Clinic personnel (i.e. faculty, staff) verified what type of flash drive
the students were using. The students kept their own flash drive after
the completion of the course and the Clinic did not have a protocol or
procedure to sanitize sensitive information on the students' flash
drive to permanently delete patient PHI.

b. We were informed by the Interim Director that graduate students
documented their session notes on their personal computers/laptops
at home. The Clinic did not have a protocol or procedure for ensuring
that the patient health records on students’ personal
computers/laptops were encrypted or properly sanitized after the
semester ended.

c. We were informed by the Interim Director and the Administrative
Specialist that graduate students were asked to record counseling
sessions on their personal iPad and/or laptop since January 2014
when the Clinic’s recording equipment were not operating. This
practice stopped at the beginning of Spring 2017 semester.

d. Recorded sessions on the Clinic’s recording equipment were stored

High

Recommendation for the Chief Financial Officer, Dean for School
of Human Services, and Director of Office of Information
Technology to collaborate with UNT System Chief Information
Security Officer to:

1.3.a. Develop a written security plan to protect the data and
technology used by the Counseling Clinic. The plan should at a
minimum, include the following:

* Relocate the server to the UNT Data Center utilizing secure
communication protocols to access the data.

* Software to remove data from all computer workstations on a
daily basis.

* Obtain all University issued devices from the Clinic and sanitize
sensitive data at the end of every semester.

 All portable devices issued to students should be encrypted.

* Deactivate the Clinic’s shared computer account and require
Clinic personnel (i.e. faculty, staff) and students to use their
University issued computer account or unique ID while using the
Clinic’s workstations.

* Secure back-up and disaster recovery capabilities.

3a. We will collaborate with Charlotte Russell to ensure security
standards and procedures are clearly documented. To ensure security,
data was removed from all computer stations in the graduate student
workroom. We are working with the OIT department to ensure that all
computer stations have “deep freeze” software installed so that every
time the machine starts it is wiped clean, and sanitized after each use.
To ensure security, all portable devices used in the clinic are issued to
students will be encrypted. We will work with OIT to secure back-up
and disaster recovery capabilities.

Jim Main, Chief Financial
Officer, Constance Lacy, Dean
of School of Human Services,
and Kevin Rocha, Director of
Office of Information
Technology in collaboration
with Charlotte Russell, UNT
System Chief Information
Security Officer

8/31/2019

Open

Internal

UNT System Internal
Audit

Fiscal Year 2017

16-109 HSC

Governance and
Regulatory
Compliance

UNTHSC IT Change
Management

UNTHSC

1. Segregation of Duties: Segregation of duties did not exist between
the development of new code to bringing the code into the
production environment.

No evidence was produced to show that segregation of duties existed
during change management between the development and
production environment.

High

Recommendations for Chief Information Officer, ITS:

1. 1a. Strengthen controls around moving code changes into
production by:

* Acquiring and i
system, or if that is not feasible;

* Designating more resources for development changes over
critical applications.

I ing a confi ion

We are adding resources/reassigning duties to expand the
development pipeline to include Quality Assurance (QA). QA will
review code before it is moved into Staging and Production. The
addition of QA into the production pipeline for segregation of duties
will occur in the second quarter of 2017.

Anthony Tissera, Director of
Product Development and
Engineering, Information
Technology Services

6/30/2017
Rev. 08/31/2018

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2017

17-412 UNT

Governance and
Regulatory
Compliance

College of Music
Transition Audit

1. The box offices in the College of Music are in noncompliance with
Payment Card Industry Data Security Standard (PCI DSS).

C: d di d a PCI DSS li review of UNT in May
2016. The review covered various areas, including the box office in
the Murchison Performing Arts Center (MPAC). The CampusGuard PCI
DSS compliance review report identified various instances of

li with PCI DSS, includil
[ General use workstations being used for payment processing;
[ No procedures related to a monitoring program for point of
interaction devices; and
[ A need to verify that there is an annual check of compliance for
third party service providers with whom cardholder data is shared.
Based on communication with the Associate Dean for Operations,
MPAC Business Manager, and Network Manager, the College of Music|
did not receive the CampusGuard PCI DSS compliance review report.
The MPAC Business Manager said that he was not aware of any
corrective action to address the issues identified during the
CampusGuard PCI DSS review.
In addition to the box office in the MPAC, the College of Music
maintains a box office in Voertman Concert Hall. The Voertman
Concert Hall box office was not included in the May 2016
CampusGuard PCI DSS review. Internal Audit observed the box office
in Voertman Concert Hall and noted that its configuration is similar to
that of the box office in the MPAC.

High

Recommendations for C. Aaron LeMay, Associate Vice
Chancellor and System Controller:

1.1.a. Coordinate with the College of Music to correct the
findings identified in the Murchison Performing Arts Center box
office during the CampusGuard PCI DSS compliance review.

1a. Management concurs with this finding and will:

[ Create a segregated payment system on the point of sale stations in
the Murchison box office. date of b
29,2017.

[ Develop comprehensive controls to strengthen PCl compliance at the
Murchison. This will be part of a campus wide effort. Estimated
completion date of December 31, 2017.

C. Aaron LeMay, Associate Vice
Chancellor for Finance and
System Controller

12/31/2017

Closed
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1. The box offices in the College of Music are in noncompliance with
Payment Card Industry Data Security Standard (PCI DSS).

C: d a PCIDSS li review of UNT in May
2016. The review covered various areas, including the box office in
the Murchison Performing Arts Center (MPAC). The CampusGuard PCI
DSS compliance review report identified various instances of

li with PCI DSS, includil
[ General use workstations being used for payment processing;
[ No procedures related to a monitoring program for point of
interaction devices; and
[ A need to verify that there is an annual check of compliance for
third party service providers with whom cardholder data is shared.
Based on communication with the Associate Dean for Operations,
MPAC Business Manager, and Network Manager, the College of Music,
did not receive the CampusGuard PCI DSS compliance review report.
The MPAC Business Manager said that he was not aware of any
corrective action to address the issues identified during the
CampusGuard PCI DSS review.
In addition to the box office in the MPAC, the College of Music
maintains a box office in Voertman Concert Hall. The Voertman
Concert Hall box office was not included in the May 2016
CampusGuard PCI DSS review. Internal Audit observed the box office
in Voertman Concert Hall and noted that its configuration is similar to
that of the box office in the MPAC.

High

Recommendations for C. Aaron LeMay, Associate Vice
Chancellor and System Controller:

1.1.b. Review PCI DSS compliance in the Voertman Concert Hall
box office and coordinate with the College of Music to correct
any issues identified.

1b. Management agrees with this finding and will:

[ Create a segregated payment system on the point of sale stations in
the Voertman box office. Estimated completion date of September 29,
2017.

[ Review PCl compliance in the College of Music Voertman Concert
Hall. Estimated completion date of December 31, 2017.

[ Develop comprehensive controls to strengthen PCl compliance at the
Murchison. This will be part of a campus wide effort. Estimated
completion date of December 31, 2017.

C. Aaron LeMay, Associate Vice
Chancellor for Finance and
System Controller

12/31/2017

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2017

16-108 SYS

Governance and
Regulatory
Compliance

Student Data Access
Audit

UNT

1. Unauthorized Users with Access

75 unauthorized users had access to personal student data including
cell phone numbers on February 3, 2017.

Non-Employees with No Authorization (42)

Internal Audit requested the authorization form for the access
granted to non-employees. The authorization form is called the
FERPA Training Completion and Request for EIS Access to View Basic
Student Records Form (FERPA Form).

“Non-employees” as used here is defined as users that have no
record in the HR database and no vendor authorization form with
ITSS. Information Owners and departmental Access Control
Executives (ACEs) at each entity worked with Internal Audit to locate
the FERPA Form. There were 42 instances where an authorization
form could not be located.

Former Employees Access Never Revoked (29)

Internal Audit worked with ITSS to determine the employment status
of all users with access and identified 29 users that had been former
employees. The reason for the inappropriate access was the failure of
an automated tool, and in one case, oversight of a manual process.
ITSS created a PeopleSoft bolt-on to deprovision access accounts
immediately upon a change of employment status in 2005. During
the audit, it was discovered that the automated tool occasionally

High

Recommendations for UNT Senior Director, Registrar:

1.1.b. Separate the certification of completed FERPA training
from the form to obtain access to student data, so that all users
trained do not automatically receive access.

1b. We agree. The registrar’s office will re-engineer current procedures
and will separate the certification of completed FERPA training from
the form to obtain access to student data, so that all users trained do
not automatically receive access.

Lynn McCreary, Registrar, UNT

Exp. Imply. Date:
12/15/2017

Revised Imply. Date:
3/1/2018

Closed

Internal

UNT System Internal
Audit

Fiscal Year 2017

17-007 UNT

Governance and
Regulatory
Compliance

Joint Admission
Medical Program Audit

UNT

None

NA

NA

NA

NA

NA

N/A
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Governance and
Regulatory
Compliance

Chancellor's
Expenditure Review

UNT System

UNTS Enterprise Audit Report Inventory

N/A

Internal UNT System Internal | Fiscal Year 2017 17-003 HSC Governance and President's UNTHSC 1. Personally Identifiable Information - During our review of travel, Moderate |1. Recommendations for the University: 1a and 1b - Implement a "Business Expense Reimbursement Checklist" |Susan Ross, Executive Director, 10/27/2016 Closed
Audit Regulatory Expenditure Review business and entertainment support di i to help reinforce important steps in processing, including masking Office of the President
Compliance in Enterprise Information System and/or ImageNow, we noted a. Mask credit card and bank account information that is bank account and credit card information. The checklist will be used by
Personally Identifiable Information was not redacted prior to upload uploaded and retained in Enterprise Information System and/or |all President Office staff members responsible for preparing
in the system. In detail the following was noted: ImageNow, to help ensure sensitive information is not reimbursement requests for the president's business expenses and
compromised. travel expenditures.
* 15 out of 30 (50%) invoices reviewed had personal checks with
checking account numbers not redacted.
* 3 out of 30 (10%) invoices reviewed had credit card statements with
credit card numbers not redacted.
Internal UNT System Internal | Fiscal Year 2017 17-003 HSC Governance and President's UNTHSC 1. Personally Identifiable Information - During our review of travel, Moderate |1. Recommendations for the University: 1a and 1b - Implement a "Business Expense Reimbursement Checklist" |Susan Ross, Executive Director, 10/27/2016 Closed
Audit Regulatory Expenditure Review business and entertainment support i to help reinforce important steps in processing, including masking Office of the President
Compliance in Enterprise Information System and/or ImageNow, we noted b. Develop a travel/entertainment support checklist to minimize | bank account and credit card information. The checklist will be used by
Personally Identifiable Information was not redacted prior to upload any oversight during preparation of documentation support to |all President Office staff members responsible for preparing
in the system. In detail the following was noted: enhance completeness and accuracy. reimbursement requests for the president's business expenses and
travel expenditures.
* 15 out of 30 (50%) invoices reviewed had personal checks with
checking account numbers not redacted.
* 3 out of 30 (10%) invoices reviewed had credit card statements with
credit card numbers not redacted.
Internal UNT System Internal | Fiscal Year 2017 17-003 HSC Governance and President's UNT System 1. Personally Identifiable Information - During our review of travel, Moderate |2. Recommendation for the UNT System: 2a - Accounts Payable, UNTS Controller operations will take the Abdul N Mohammad, Sr. 4/30/2017 Closed
Audit Regulatory Expenditure Review business and entertainment support di i following actions: Director of Operations, UNT
Compliance in Enterprise Information System and/or ImageNow, we noted a. Provide training to individuals processing reimbursement to System, Office of the Controller
Personally Identifiable Information was not redacted prior to upload ensure all support documentation reviewed/processed does not | Communicate to all employees and strongly emphasize in Travel
in the system. In detail the following was noted: contain personally identifiable information (PIl). Additionally, process training provided across each component institution, the
when support documentation containing Pll is received, we importance of protecting and redacting personal credit card and bank
* 15 out of 30 (50%) invoices reviewed had personal checks with recommend returning the documentation back to the submitter |information on supporting documents submitted through the system.
checking account numbers not redacted. with explanation for the Pll to be redacted. Training will also be provided to Accounts Payable staff to identify any
* 3 out of 30 (10%) invoices reviewed had credit card statements with Personally identifiable information (PIl) on supporting documents
credit card numbers not redacted. submitted and if any PIl is received without redaction, documents will
be returned back to the submitter with explanation requiring required
Pll redaction prior to final processing.
Internal UNT System Internal | Fiscal Year 2017 17-002 UNT Governance and President's UNT None NA NA NA NA NA N/A
Audit Regulatory Expenditure Review
Compliance
920
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Internal UNT System Internal | Fiscal Year 2017 17-004 DAL Governance and President's UNT Dallas 1. Personally Identifiable Information - During our review of travel, Moderate 1. Recommendations for the University: 1a and b —Effective October 27, 2016, the Office of the President staff |The Office of the President 10/27/2016 Closed
Audit Regulatory Expenditure Review business and entertainment support i will mask all credit card and bank account information to help ensure
Compliance in Enterprise Information System and/or ImageNow, we noted a. Mask credit card and bank account information that is sensitive information is not compromised. The Office of the President
Personally Identifiable Information was not redacted prior to upload uploaded and retained in Enterprise Information System and/or |staff will also attend “process reimbursement” training (when
in the system. Specifically, the bank account number on two personal ImageNow, to help ensure sensitive information is not available) to ensure we are following the recommended guidelines
checks was not redacted. compromised. appropriately.
Internal UNT System Internal | Fiscal Year 2017 17-004 DAL Governance and President's UNT Dallas 1. Personally Identifiable Information - During our review of travel, Moderate 1. Recommendations for the University: 1a and b —Effective October 27, 2016, the Office of the President staff |The Office of the President 10/27/2016 Closed
Audit Regulatory Expenditure Review business and entertainment support di i will mask all credit card and bank account information to help ensure
Compliance in Enterprise Information System and/or ImageNow, we noted b. Develop a travel/entertainment support checklist to minimize |sensitive information is not compromised. The Office of the President
Personally Identifiable Information was not redacted prior to upload any oversight during preparation of documentation support to |staff will also attend “process reimbursement” training (when
in the system. Specifically, the bank account number on two personal enhance completeness and accuracy. available) to ensure we are following the recommended guidelines
checks was not redacted. appropriately.
Internal UNT System Internal | Fiscal Year 2017 17-004 DAL Governance and President's UNT System 1. Personally Identifiable Information - During our review of travel, Moderate 2. Recommendation for the UNT System: 2a - Accounts Payable, UNTS Controller operations will take the Abdul N Mohammad, Sr. 4/30/2017 Closed
Audit Regulatory Expenditure Review business and entertainment support di i following actions: Director of Operations, UNT
Compliance in Enterprise Information System and/or ImageNow, we noted a. Provide training to individuals processing reimbursement to System, Office of the Controller
Personally Identifiable Information was not redacted prior to upload ensure all support documentation reviewed/processed does not | Communicate to all employees and strongly emphasize in Travel
in the system. Specifically, the bank account number on two personal contain personally identifiable information (PIl). Additionally, process training provided across each component institution, the
checks was not redacted. when support documentation containing Pll is received, we importance of protecting and redacting personal credit card and bank
recommend returning the documentation back to the submitter |information on supporting documents submitted through the system.
with explanation for the Pll to be redacted. Training will also be provided to Accounts Payable staff to identify any
Personally identifiable information (PIl) on supporting documents
submitted and if any PIl is received without redaction, documents will
be returned back to the submitter with explanation requiring required
Pll redaction prior to final processing.
Internal UNT System Internal | Fiscal Year 2017 17-008 HSC Governance and Family Medicine UNTHSC No findings/deficiencies. NA None NA NA NA N/A
Audit Regulatory Residency Program
Compliance
91

98 of

334



UNTS Enterprise Audit Report Inventory

Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 1. Cash Handling: UNT cash handling policies were not consistently Moderate 1. 1a. Develop written cash handling procedures as required by |1a. Mary Braden (Budget Officer) will develop a draft procedure Mary Braden, Administrative 3/1/2017 Closed
Audit Regulatory and Design followed in the College of Visual Arts and Design. document for the College to be approved by the College Executive Coordinator IV; Peter Hyland,
Compliance Transitional Audit Committee, based on the UNT cash handling policy. We will explore Director of the Onstead
Written cash handling procedures in the College of Visual Arts and the use of a cash handling template that is available for use. Once Institute for Education; Susan
Design were either nonexistent or incomplete and did not comply approved each individual who handles cash will be expected to adhere |Sanders, CVAD Development
with UNT cash handling policies. Additionally, individuals who receive to these procedures. Director
cash in the College of Visual Arts and Design either do not
consistently record cash receipts in a log or do not maintain a cash
receipts log at all.
Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 1. Cash Handling: UNT cash handling policies were not consistently Moderate 1. 1b. Ensure that those individuals who receive cash and checks | 1b. The three individuals named will maintain either paper or Mary Braden, Administrative 3/1/2017 Closed
Audit Regulatory and Design followed in the College of Visual Arts and Design. record the receipt of funds in a log. electronic logs to record their cash handling. Coordinator IV; Peter Hyland,
Compliance Transitional Audit Director of the Onstead
Written cash handling procedures in the College of Visual Arts and Institute for Education; Susan
Design were either nonexistent or incomplete and did not comply Sanders, CVAD Development
with UNT cash handling policies. Additionally, individuals who receive Director
cash in the College of Visual Arts and Design either do not
consistently record cash receipts in a log or do not maintain a cash
receipts log at all.
92
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2. Personally Identifiable Information: Credit card information was
not redacted prior to upload in ImageNow.

During our review of travel
ImageNow (Perceptive Content), we noted 3 of 21 travel vouchers
(14.3%) where credit card numbers were not redacted prior to upload
in the system. Two unredacted account numbers were for corporate
credit cards. The other unredacted account number was for a
personal credit card.

support ionin

Moderate

2. 1a. Mask credit card and bank account information to help
ensure sensitive information is not compromised.

1a. We willimmediately begin masking all credit card and bank
information. We will send a reminder to all appropriate staff about
the recent e-mail that outlined this policy.

Jerry Aul, Administrative
Coordinator |

4/30/2017

Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 2. Personally Identifiable Information: Credit card information was Moderate 2. 1b. Develop a travel support checklist to minimize any 1b. We will ensure a checklist is created and implemented. Jerry Aul, Administrative 4/30/2017 Closed
Audit Regulatory and Design not redacted prior to upload in ImageNow. oversight during preparation of documentation support to Coordinator |
Compliance Transitional Audit enhance completeness and accuracy.
During our review of travel support ionin
ImageNow (Perceptive Content), we noted 3 of 21 travel vouchers
(14.3%) where credit card numbers were not redacted prior to upload
in the system. Two unredacted account numbers were for corporate
credit cards. The other unredacted account number was for a
personal credit card.
Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 3. Budget Tracking: Personnel in the College of Visual Arts and Design |Moderate Recommendation for Dean: 1a. We will check to ensure that staff have indeed participated and if |Greg Watts, Dean of the College 3/31/2017 Closed
Audit Regulatory and Design (CVAD) indicated during interviews that they were experiencing not we will make sure that they seek and participate in appropriate of Visual Arts and Design
Compliance Transitional Audit difficulties with budget tracking, using PeopleSoft 9.2, and the new 3. 1a. Ensure individuals with budget tracking responsibilities training. As notification of trainings are issued, we will continue to
chart of accounts. have received training related to PeopleSoft 9.2 and the new encourage staff to take advantage of these opportunities.
chart of accounts. Continue to work with the UNT Budget Office
It was mentioned that the PeopleSoft 9.2 upgrade and to improve and resolve challenges CVAD is experiencing.
implementation of the new chart of accounts has added complexity
to the budget tracking process. Personnel stated during interviews
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Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 3. Budget Tracking: Personnel in the College of Visual Arts and Design |Moderate Recommendation for UNT Budget Office: 2a. Since the audit field work was for the CVAD t Beverly Cotton, Associate Vice 4/1/2017 Closed
Audit Regulatory and Design (CVAD) indicated during interviews that they were experiencing Audit, many additional reporting and training resources have been President for Budget and
Compliance Transitional Audit difficulties with budget tracking, using PeopleSoft 9.2, and the new 3. 2a. Develop a task force or user groups as a ism to developed and impl d by the UNT Budget office for the UNT Analytics
chart of accounts. improve transparency and communication with the campus. campus. Reporting and training requires coordinated efforts between
This will assist the Budget Office in understanding the challenges | many functional offices, including the UNT System areas of ITSS,
It was mentioned that the PeopleSoft 9.2 upgrade and the campus is experiencing, improving training materials, and Budget, and Financial Reporting and also for UNT’s areas of Office of
implementation of the new chart of accounts has added complexity developing support handouts (e.g. FAQ sheets or brochures). Data Analytics & Institutional Research and Grants Accounting, all of
to the budget tracking process. Personnel stated during interviews which are needed for correct information for budget to actual financial
that additional resources and guidance on common challenges and data. The front line support of Budget Office Analysts positions are
issues would be useful. Moreover, CVAD personnel noted difficulty in fully staffed since November. The four Analysts are continuously
obtaining clear, sufficient, and timely assistance from the UNT Budget learning as the daily application of the implementation is occurring
Office. and new business processes are developed and trained in the
department by the UNT Budget Director and the two Budget Financial
Analysts.
Highlights of implemented new and enhanced resources include:
[ Training: Two new training courses provided by the budget office
added with a subject matter expert from the reporting area in the
training also; Open Lab with the Budget office provided monthly —an
Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 4. Scholarships: Student Financial Aid and Scholarships' Best Practices [ Moderate 4. 1a. Create a departmental policy for awarding scholarships. | 1a. Seek guidance from the Scholarship Office on what is an Jerry Aul, Administrative 4/30/2017 Closed
Audit Regulatory and Design for Scholarships and Awards are not consistently followed within the acceptable documentation of a departmental scholarship process. Coordinator |
Compliance Transitional Audit College of Visual Arts and Design.
Internal Audit noted the following in CVAD:
- There are no working departmental scholarship polices;
- Scholarship Committee minutes are not maintained; and
- Scholarship criteria listed in the CVAD scholarship database did not
match all the criteria in the corresponding donor agreements and
other support documentation.
Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 4. Scholarships: Student Financial Aid and Scholarships' Best Practices [ Moderate 4. 1b. Document Scholarship Committee meeting minutes. 1b. Maintain scholarship minutes. Jerry Aul, Administrative 4/30/2017 Closed
Audit Regulatory and Design for Scholarships and Awards are not consistently followed within the Coordinator |
Compliance Transitional Audit College of Visual Arts and Design.
Internal Audit noted the following in CVAD:
- There are no working departmental scholarship polices;
- Scholarship Committee minutes are not maintained; and
- Scholarship criteria listed in the CVAD scholarship database did not
match all the criteria in the corresponding donor agreements and
other support documentation.
Internal UNT System Internal | Fiscal Year 2017 17-408 UNT Governance and | College of Visual Arts UNT 4. Scholarships: Student Financial Aid and Scholarships' Best Practices [ Moderate 4. 1c. Ensure that criteria in the CVAD scholarship database 1c. Review scholarship database to ensure criteria correspond with Jerry Aul, Administrative 4/30/2017 Closed
Audit Regulatory and Design for Scholarships and Awards are not consistently followed within the correspond with donor agreements and other support donor agreements and other support documentation. Coordinator |
Compliance Transitional Audit College of Visual Arts and Design. documentation.
Internal Audit noted the following in CVAD:
- There are no working departmental scholarship polices;
- Scholarship Committee minutes are not maintained; and
- Scholarship criteria listed in the CVAD scholarship database did not
match all the criteria in the corresponding donor agreements and
other support documentation.
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Internal UNT System Internal | Fiscal Year 2017 16-108 SYS Governance and | Student Data Access 1. Unauthorized Users with Access High Recommendations for UNT Senior Director, Registrar: 1c. We agree. The registrar’s office will redesign the access Lynn McCreary, Registrar, UNT Exp. Impl. Date: Closed
Audit Regulatory Audit authorization form to include the users job and employment status. 12/15/2017
Compliance 75 unauthorized users had access to personal student data including 1.1.c. Change the access authorization form to include the user’s
cell phone numbers on February 3, 2017. job and employment status. Revised Impl. Date:
3/1/2018
Non-Employees with No Authorization (42)
Internal Audit requested the authorization form for the access
granted to non-employees. The authorization form is called the
FERPA Training Completion and Request for EIS Access to View Basic
Student Records Form (FERPA Form).
“Non-employees” as used here is defined as users that have no
record in the HR database and no vendor authorization form with
ITSS. Information Owners and departmental Access Control
Executives (ACEs) at each entity worked with Internal Audit to locate
Internal UNT System Internal | Fiscal Year 2017 16-109 HSC Governance and UNTHSC IT Change UNTHSC 2. i Process and D ion: The change di dations for Chief Information Officer, ITS: We will transition change approval and di ation |Nathan Ribelin, Director, 3/31/2017 Closed
Audit Regulatory Management process and documentation requirements were not being followed. to a centralized location (probably Jira) and educate ITS staff on Helpdesk and Client Services,
Compliance 2. 1a. Establish a practice that ddi entering and documenting changes. Information Technology
ITS used a combination of software to communicate internally and the following: Services
manage their projects. Documentation for recent changes that were  Classification process to determine the level of risk and impact
identified as formal could not be produced to prove that the business of the change;
impact was considered, a back-out plan existed, segregation of duties * Requirement for all changes to be documented and kept in
was maintained, or peer review was conducted. one central location;
* Document the justification for the change and the impact to
HIM and ITS implement changes to the NextGen application. When a business, including the information security impact of the
high impact change requires the approval of the NextGen Task Force change;
Committee. Representatives from each clinic attend, and a vote is * Require formal approval of all high risk or high impact changes
taken on whether or not to implement the proposed change. and retain evidence of approvals;
However, the result of the vote is not documented. * Document who will be responsible for creating, testing, and
implementing the change;
* Document fallback procedures for aborting and recovering
Internal UNT System Internal | Fiscal Year 2017 16-109 HSC Governance and UNTHSC IT Change UNTHSC 2. Inconsistent Process and Documentation: The change ions for Chief Operations Officer, UNT Health: | agree with the all recommendations listed and expect to have the Cynthia Loza, HIM Template 9/1/2017 Closed
Audit Regulatory Management process and documentation requirements were not being followed. following items implemented by March 31, 2017: Editor, Central Business Services
Compliance 2. 2a. Follow UNTHSC Policy 14.650 UNT Health IT Change * Create a back-out plan as required for changes classified as major;
ITS used a combination of software to communicate internally and Management Policy, specifically: * Document who will be responsible for creating, testing, and
manage their projects. Documentation for recent changes that were * Document all changes in one central location regardless of implementing the change as part of the Implementation Plan on major
identified as formal could not be produced to prove that the business classification; changes;
impact was considered, a back-out plan existed, segregation of duties * Create a back-out plan as required for changes classified as * Require a test plan for standard and major changes; and
was maintained, or peer review was conducted. major; * Retain evidence of approvals.
* Document who will be responsible for creating, testing, and In collaboration with the IT department | expect to have the following
HIM and ITS implement changes to the NextGen application. When a implementing the change as part of the ion Plan on |item il by 1,2017.
high impact change requires the approval of the NextGen Task Force major changes; * Document all changes in one central location regardless of
Committee. Representatives from each clinic attend, and a vote is * Require a test plan for standard and major changes; and classification
taken on whether or not to implement the proposed change. * Retain evidence of approvals.
However, the result of the vote is not documented.
Internal UNT System Internal | Fiscal Year 2017 16-109 HSC Governance and UNTHSC IT Change UNTHSC 3. Administrative Input on Risk : The of di dations for Chief Information Officer, ITS: The Information Security and Privacy Committee will be assessing and |Information Security and 3/31/2017 Closed
Audit Regulatory Management mission critical applications and services has not been reviewed by assigning risk for applications and services beginning in the first Privacy Committee (Co-Chairs:
Compliance UNTHSC Administration in over a year. 3. 1a. Perform a risk with UNTHSC A ation to |quarter of 2017. Chief Compliance Officer and
risk-rank applications and services and formally identify those Chief Information Officer).
After meeting with the Chief Information Officer, it was noted that critical to the Institution.
ITS has not had the opportunity to discuss which applications and
services are most critical with administrators of UNTHSC. The Chief
Information Officer formulated a risk assessment of UNTHSC
applications and services based on her expertise, however it would be
b ial to have an with senior leadership. According to
the CIO, input was given by the Business Continuity Lead over a year
ago, but that role no longer exists.
Internal UNT System Internal | Fiscal Year 2017 17-005 SYS, UNT, HSC, DAL Governance and Investments Audit UNT System 1. Conflict of Interest- SYS/UNT/DAL/HSC: Testing identified that all of High ions for the Vice Chancellor for Currently, we have the approved form for investment officers to sign |James Mauldin, Associate Vice 6/1/2017 Closed
Audit Regulatory System Investment Advisory Committee members and component Treasury: certifying that there are no COI's, which will be sent out to each Chancellor for Treasury and
Compliance Investment Officers did not complete Conflict of Interest disclosure investment officer by the end of January 2017. Gary Finney, Director of Human
forms for FY 2016 indicating any personal business relations with a Ensure the following recommendations made in Internal Audit Resources
business organization offering to engage in an investment transaction Report #16-004 UNT System, UNT, UNT Dallas are implemented:
with UNT System, UNT, UNT Dallas and UNTHSC.
1. 1a. Management to work with Office of General Counsel and
This finding was also identified on last year's Internal Audit Report 16- Human Resources to establish a mechanism, which includes a
004 UNT System, UNT, UNT Dallas and 16-009 UNTHSC FY 2015 conflict of interest disclosure form, through which investment
P . Aeidisin bin coooeoen : T TN SO, ceiennio iind cnoflices a6
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UNT System Internal | Fiscal Year 2017
Audit

17-005 SYS, UNT, HSC, DAL

Governance and
Regulatory
Compliance

Investments Audit

UNT System
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1. Conflict of Interest- SYS/UNT/DAL/HSC: Testing identified that all of
System Investment Advisory Committee members and component
Investment Officers did not complete Conflict of Interest disclosure
forms for FY 2016 indicating any personal business relations with a
business organization offering to engage in an investment transaction
with UNT System, UNT, UNT Dallas and UNTHSC.

High

Recommendations for the Associate Vice Chancellor for
Treasury:

Ensure the following recommendations made in Internal Audit
Report #16-004 UNT System, UNT, UNT Dallas are implemented:

We are developing slide(s) for Human Resources to incorporate into
their orientation training, which should be completed and approved
by Friday, January 27, 2017 at the latest. Human Resources will then
incorporate this aspect into their “compliance day” training.

James Mauldin, Associate Vice
Chancellor for Treasury and
Gary Finney, Director of Human
Resources

6/1/2017

Closed

Internal

UNT System Internal | Fiscal Year 2017
Audit

17-005 SYS, UNT, HSC, DAL

Governance and
Regulatory
Compliance

Investments Audit

UNTHSC

1. Conflict of Interest- SYS/UNT/DAL/HSC: Testing identified that all of
System Investment Advisory Committee members and component
Investment Officers did not complete Conflict of Interest disclosure
forms for FY 2016 indicating any personal business relations with a
business organization offering to engage in an investment transaction
with UNT System, UNT, UNT Dallas and UNTHSC.

This finding was also identified on last year's Internal Audit Report 16-
004 UNT System, UNT, UNT Dallas and 16-009 UNTHSC FY 2015
Investment Compliance Audit in two separate observations.

UNT System Management concurred with Internal Audit's
recommendations, but in order to establish a more comprehensive
solution with the Office of General Counsel (OGC) and UNT System
Human Resources, they were not able to fully implement a Conflict of
Interest Disclosure process by the initial implementation date of
August 31, 2016.

Furthermore, UNTHSC Management concurred with Internal Audit's
r i and impl d a process, however due to

turnover, the i monitoring process was not
sustained.

High

Recommendation for the UNTHSC Chief Financial Officer:

1. 2a. Work with the UNTHSC Institutional & Clinical Compliance
Office to implement a monitoring process to ensure applicable
staff complete an annual conflict of interest disclosure form.

The Compliance office will ensure 100% of the forms are completed
and returned for FY2017 and future years. Any forms not returned by
the due date (January 31st for FY 2017) will be followed up by the
Compliance office shortly after January 31st with prompt escalation to
supervisors and senior management, if needed. Any person not
completing the form after follow-up by Compliance department will be
subject to disciplinary action up to and including termination.

Elaine Anderson, Interim Chief
Compliance and Enterprise Risk
Officer

3/31/2017 Closed

Internal

UNT System Internal | Fiscal Year 2017
Audit

17-005 SYS, UNT, HSC, DAL

Governance and
Regulatory
Compliance

Investments Audit

UNT System

1. Conflict of Interest- SYS/UNT/DAL/HSC: Testing identified that all of
System Investment Advisory Committee members and component
Investment Officers did not complete Conflict of Interest disclosure
forms for FY 2016 indicating any personal business relations with a
business organization offering to engage in an investment transaction
with UNT System, UNT, UNT Dallas and UNTHSC.

This finding was also identified on last year's Internal Audit Report 16-
004 UNT System, UNT, UNT Dallas and 16-009 UNTHSC FY 2015
Investment Compliance Audit in two separate observations.

UNT System Management concurred with Internal Audit's
recommendations, but in order to establish a more comprehensive
solution with the Office of General Counsel (OGC) and UNT System
Human Resources, they were not able to fully implement a Conflict of
Interest Disclosure process by the initial implementation date of
August 31, 2016.

Furthermore, UNTHSC Management concurred with Internal Audit's
r i and impl d a process, however due to

turnover, the i monitoring process was not
sustained.

High

Recommendation for the Associate Vice Chancellor for Treasury:

1. 3a. Implement a monitoring process to request confirmation
from all institutions to ensure annual conflict of interest
disclosure forms were completed by all investments officers and
designees.

Going forward, annually a process will be in place to request
confirmation from all institutions that annual conflict of interest
disclosure forms were completed by all investments officers and
designees.

James Mauldin, Associate Vice
Chancellor for Treasury

3/31/2017 Closed
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Internal UNT System Internal |Fiscal Year 2017  17-005 SYS, UNT, HSC, DAL Governance and Investments Audit UNT System 2. Board of Regents Public Funds Investment Act Training: Public Moderate |Recommendation to the Secretary to the UNTS Board of The Office of the Board Secretary will create a tracking system that will | Dr. Rosemary Haggett, 6/30/2017 Closed
Audit Regulatory Funds Investment Act (PFIA) testing identified two of the newly Regents: be used to monitor the completion of the variety of required trainings |Secretary to the UNTS Board of
Compliance appointed Regents did not have PFIA training completed within six for new Regents. The tracking system will include the training required, | Regents

months after taking office or assuming duties. Based on our detail
testing, trainings were completed by the Board of Regent members
eight and ten months after taking office.

2. 1a. Develop follow-up procedures to help ensure that Board |required completion date, when reminder emails are sent, and when
of Regents complete PFIA required training session within six training was completed.

months after taking office of assuming duties in accordance with
the statute.

Internal UNT System Internal | Fiscal Year 2017 17-005 SYS, UNT, HSC, DAL Governance and
Audit Regulatory

Compliance

Investments Audit UNT System ion for the

3. Annual Review and Adoption of Financial Institutions and
Broker/Dealers: The Board of Regents has not reviewed and adopted
a list of financial institutions and broker/dealers qualified and
authorized to engage in investment transactions with and for the
System.

This finding was also identified on last year's Internal Audit Report 16-
004 UNT System, UNT, UNT Dallas and 16-009 UNTHSC FY 2015
Investment Compliance Audit.

UNT System Management concurred with Internal Audit's
recommendations, but they were unable to implement the corrective
actions by the initial implementation date of November 30, 2016
because a consulting firm was obtained to review treasury
operations. Additionally, management communicated they will be
implementing recommendations provided by the consulting firm and
Internal Audit.

Vice Chancellor for Treasury: | The investment policy will be revised to reflect that only the list of James Mauldin, Associate Vice
broker/dealers requires Board of Regents approval. This revision and |Chancellor for Treasury

3. 1a. Establish procedures to ensure compliance with System the list of broker/dealers will be provided to the Board of Regents for
Regulation 08.2000, Section 2005, paragraph 10 and review the |review and approval at the May 2017 Board of Regents meeting.
System Regulation to see if requirement is applicable as is and
make revisions as necessary.

6/30/2017 Closed

Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and
Audit Regulatory

Compliance

IT Change
Management

UNT System 1. Lack of Permanent Standards: Standard being used for ServiceNow | Moderate |Recommendation for IT Shared Services:

changes not detailed, current or approved.

ITSS will update and finalize a policy and associated standards for use |Charlotte Russell, Chief
during changes to vendor supplied applications, as recorded in Information Security Officer
ServiceNow.

7/31/2017 Closed

1. 1a. Update and finalize a detailed policy and associated
standards for use during changes to vendor supplied
applications, as recorded in ServiceNow.

CM processes used by Image Now, Office 365, and Blackboard Learn
are called "Provisional CM Process" and the "CM Standard Operating
Procedures". They were put in place over 3 years ago and are not
updated, current or approved.
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Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 2. Lack of Script Standards: There are no standards for Script type Moderate |Recommendation for IT Shared Services: The script workflow within PHIRE provides Separation of Duties (SoD), |Dorothy Flores, Executive 7/31/2017 Closed
Audit Regulatory Management changes in Phire. and an audit trail for monitoring these types of changes. ITSS will Director of Enterprise
Compliance 2. 1a. Add requirements to the EA Development Standards review and update the standards di to include d ion | Applicatit
EA Development Standards do not indicate or specify requirements specifying controls required during changes to the CR Script necessary to specify additional controls required during changes to the
for the Script CR type. type. CR Script type.
Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 3. Lack of Segregation Duties: The same person assigned to and Moderate |Recommendation for IT Shared Services: ITSS will revise standards to comply with Separation of Duties based Kendra Ketchum, Chief 7/31/2017 Closed
Audit Regulatory Management completing the change in the development environment moved it to on Texas Administrative Code Chapter 202.76 “Security Controls Technology Officer
Compliance the production environment. 3. 1a. Strengthen controls around moving code changes into Standards Catalog”, Section AC-5 Separation of Duties and 1SO 27002,
production for applications using ServiceNow by designating section 6.1.2.
The ServiceNow tool does not actually move changes from one more resources over critical applications or cross-training
environment to another, including into production. Per the change existing resources. ITSS IT Service Management will follow the ITILv3 framework for
record, the same person assigned to and performing the change also change management and identify all aspects of the service design and
moved that change into production, resulting is a lack of Segregation service transition requirements prior to planning the ‘go-live’ into a
of Duties (SOD). production environment. There are changes to the environments that
our outside project work and reside in operational work, these
changes will also follow the ITILv3 change management framework.
Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 4. Backout plans and post implementation review not required or Moderate |Recommendation for IT Shared Services: ITSS will revise standards to include backout plans and post- Charlotte Russell, Chief 7/31/2017 Closed
Audit Regulatory Management recorded: Backout Plans and Post-Implementation reviews are not implementation reviews for changes recorded in Phire in the CM Information Security Officer
Compliance required for changes made in Phire, and no records tested contained 4a. Include requirements for backout plans and post- standards, and will include post implementation reviews that are
these items. In ServiceNow, three of seven (43%) changes tested did implementation reviews for changes recorded in Phire in the CM during Change meetings are documented in
not indicate a Post: Review was di d, as standards. ServiceNow. To clarify, ITILv3 has Continuous Improvement as the last
required by ITIL. cycle and we will use that to identify our post-
implementation reviews as part of the Service Lifecycle, as many of the
In Phire, Backout Plans and Post-Implementation reviews are not services are already in production. 1SO 27002, Section 12.1.2 Change
required, and none of the records tested contained these items. Management, Texas Administrative Code Chapter 202.76 “Security
Post Implementation reviews are indicated in ServiceNow by a task Controls Standards Catalog”, Section CM-Configuration Management,
called "Post Implementation Testing". During testing, this was and ITIL v3 Framework will be utilized to address this observation.
considered a Yes if the State indicated "Closed Complete". Three of
seven (43%) changes tested did not contain this indication.
Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 4. Backout plans and post implementation review not required or Moderate |Recommendation for IT Shared Services: ITSS will revise standards to include backout plans and post- Charlotte Russell, Chief 7/31/2017 Closed
Audit Regulatory Management recorded: Backout Plans and Post-Implementation reviews are not implementation reviews for changes recorded in Phire in the CM Information Security Officer
Compliance required for changes made in Phire, and no records tested contained 4b. Ensure post implementation reviews conducted during standards, and will include post implementation reviews that are
these items. In ServiceNow, three of seven (43%) changes tested did weekly Change meetings are in [¢ during Change meetings are documented in
not indicate a Post-Implementation Review was conducted, as ServiceNow. ServiceNow. To clarify, ITILv3 has Continuous Improvement as the last
required by ITIL. development cycle and we will use that to identify our post-
implementation reviews as part of the Service Lifecycle, as many of the
In Phire, Backout Plans and Post-Implementation reviews are not services are already in production. 1SO 27002, Section 12.1.2 Change
required, and none of the records tested contained these items. Management, Texas Administrative Code Chapter 202.76 “Security
Post Implementation reviews are indicated in ServiceNow by a task Controls Standards Catalog”, Section CM-Configuration Management,
called "Post Implementation Testing". During testing, this was and ITIL v3 Framework will be utilized to address this observation.
considered a Yes if the State indicated "Closed Complete". Three of
seven (43%) changes tested did not contain this indication.
Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 5. Stakeholders and Communication Plan not included in change di dation for Chief Technology Officer: ITSS will use the ITILv3 framework to identify all necessary Kendra Ketchum, Chief 7/31/2017 Closed
Audit Regulatory Management requests: Stakeholders and Communication Plan not included in requirements in the service design process, this includes developinga |Technology Officer
Compliance change requests as required by standards. 5a. Identify a location in the ServiceNow change request to communication plan. We will ensure that the stakeholders are
identify stakeholders of the change. identified and included in that communication plan and we will attach
The ServiceNow records tested did not have a field or indicate in the the plan to the ServiceNow ticket for the change.
record who were the Stakeholders of the change.
Two of six (33%) changes tested did not contain a Communication
plan. ITSS provided external communication of changes which
occurred as part of the change process. While the ServiceNow record
may serve as a communication of the change taking place, there was
not a specific plan indicated.
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Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 5. Stakeholders and Communication Plan not included in change ion for Chief T Officer: ITSS will use the ITILv3 framework to identify all necessary Kendra Ketchum, Chief 7/31/2017 Closed
Audit Regulatory Management requests: Stakeholders and Communication Plan not included in requirements in the service design process, this includes developinga |Technology Officer
Compliance change requests as required by standards. 5b. Include a Ci ication Plan and ion of the communication plan. We will ensure that the stakeholders are
change to interested parties in the ServiceNow change request. |identified and included in that communication plan and we will attach
The ServiceNow records tested did not have a field or indicate in the the plan to the ServiceNow ticket for the change.
record who were the Stakeholders of the change.
Two of six (33%) changes tested did not contain a Communication
plan. ITSS provided external communication of changes which
occurred as part of the change process. While the ServiceNow record
may serve as a communication of the change taking place, there was
not a specific plan indicated.
Internal UNT System Internal | Fiscal Year 2017 16-103 SYS Governance and IT Change UNT System 6. Specifications and Notes not included in change requests.: Moderate |Recommendation for IT Shared Services: ITSS will review and update the standards document as needed to Dorothy Flores, Executive 7/31/2017 Closed
Audit Regulatory Management Specifications and Notes were not included in change requests as indicate the purpose of specifications and notes within PHIRE CR’s. Director of Enterprise
Compliance required by standards. 6a. Either enforce the standard requiring specifications and The Software Development Lifecycle (SDLC) process currently utilized |Applications
notes in a change request, or eliminate this requirement from  |for coding changes captures requil and other i
The EA Development Standards require Specifications and Notes to the standards. that document the change.
be included in all Change Requests.
48 of 50 (98%) of records did not include Specifications
45 of 50 (90%) of records did not include Notes
Internal UNT System Internal | Fiscal Year 2017 17-411 UNT Governance and Behavioral Analysis UNT This was a management advisory service. NA NA NA NA NA N/A
Audit Regulatory PhD Program Funding
Compli Review,
Advisory Service
Report
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 1. Personally Identifiable Information High Recommendations for Interim Vice Provost for International 1a. Management agrees and took the following actions in November, |[Amy Shenberger, Interim Vice 11/22/2016 Closed
Audit Regulatory Sponsored Students Affairs: 2016. UNT-I staff who oversee data management met with Provost for International Affairs
Compliance Process Review Internal Audit noted personally identifiable information (PlI) (i.e. representatives from AITS, ITSS and Internal Audit on 11/18/16, to
passports, social security numbers, bank account numbers) on UNT 1.1.a Develop procedures to help ensure that all personally review UNT-I’s handling of sensitive data. In follow up to this meeting,
International (UNT-I) support documentation was being transmitted identifiable information (PII) is appropriately protected. AITS changed settings on all UNT-I printers so that scanned documents
insecurely via email. are received using “#secure” channels. The VP sent a message to all
UNT-I staff on 11/22/16, communicating expectations regarding the
Additionally, copies of checks containing Pl were located in the UNT-I handling of sensitive data based on process changes that were
Main Office and not properly secured. rec by AITS for i i All UNT-I staff
were advised to utilize “#secure” when emailing PII; the email included
a link to a video resource on secure messaging.
UNT-I completed a Sensitive/Confidential Information assessment of
all units as requested and submitted it to UNT System Internal Audit
on 12/15/2016.
UNT-I has not received further guidance from AITS regarding secure
shared drive storage of PII.
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 1. Personally Identifiable Information High Recommendations for Interim Vice Provost for International 1b. Management agrees. UNT-I has complied fully with ongoing Amy Shenberger, Interim Vice 11/22/2016 Closed
Audit Regulatory Sponsored Students Affairs: training requirements from AITS including the annual Security Provost for International Affairs
Compliance Process Review Internal Audit noted personally identifiable information (PII) (i.e. Awareness Training. The VP expects further guidance in this area as
passports, social security numbers, bank account numbers) on UNT 1.1.b. Ensure all employees receive training related to the part of standard security training for all UNT faculty and staff who
International (UNT-I) support documentation was being transmitted protection of PIl. handle sensitive/confidential information.
insecurely via email.
Expected Implementation Date: 11/22/16 (email on procedural
Additionally, copies of checks containing Pl were located in the UNT-I changes); ongoing compliance with training requirements per guidance
Main Office and not properly secured. from AITS/ITSS. Fully implemented.
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Internal UNT System Internal | Fiscal Year 2017 16-108 SYS Governance and | Student Data Access UNT 1. Unauthorized Users with Access High Recommendations for UNT Senior Director, Registrar: 1d. We agree. The registrar’s office will request view access to job Lynn McCreary, Registrar, UNT 12/15/2017 Closed
Audit Regulatory Audit records from Human Resources in HRPD and upon receiving that
Compliance 75 unauthorized users had access to personal student data including 1.1.d. Before granting access, verify the job and employment access, will verify that job and employment status of the individual is
cell phone numbers on February 3, 2017. status are accurate and reasonable to justify access to student [reasonable to justify access to student data.
data.

Non-Employees with No Authorization (42)

Internal Audit requested the authorization form for the access
granted to non-employees. The authorization form is called the
FERPA Training Completion and Request for EIS Access to View Basic
Student Records Form (FERPA Form).

“Non-employees” as used here is defined as users that have no
record in the HR database and no vendor authorization form with
ITSS. Information Owners and departmental Access Control

[ACECN 2k nnch antityvnclod with Intarnal Avdis o lnzakn

Internal UNT System Internal | Fiscal Year 2017 16-108 SYS Governance and | Student Data Access UNT 1. Unauthorized Users with Access High Recommendations for UNT Senior Director, Registrar: 1e. We agree. The Registrar’s office will annual review access lists Lynn McCreary, Registrar, UNT Exp. Impl. Date: Closed

Audit Regulatory Audit based on documented risk management decisions. 12/15/2017
Compliance 75 unauthorized users had access to personal student data including 1.1.e. Annually review access lists based on documented risk
cell phone numbers on February 3, 2017. management decisions. Revised Impl. Date:
09/14/18

Non-Employees with No Authorization (42)

Internal Audit requested the authorization form for the access
granted to non-employees. The authorization form is called the
FERPA Training Completion and Request for EIS Access to View Basic
Student Records Form (FERPA Form).

“Non-employees” as used here is defined as users that have no
record in the HR database and no vendor authorization form with
ITSS. Information Owners and departmental Access Control
Executives (ACEs) at each entitv worked with Internal Audit to locate

Internal UNT System Internal | Fiscal Year 2017 16-108 SYS Governance and | Student Data Access UNT Dallas 1. Unauthorized Users with Access High Recommendations for UNT Dallas, Registrar: 3e. We agree. There will be an annual review of all UNT Dallas Karen Jarrell, Registrar, UNT Exp. Impl. Date: Closed
Audit Regulatory Audit employees with EIS security to ensure access is accurate and Dallas 9/1/2017
Compliance 75 unauthorized users had access to personal student data including 1.3.e. Annually review access lists based on documented risk appropriate and any foreseeable risk mitigated.
cell phone numbers on February 3, 2017. management decisions. Revised Impl. Date:
1/16/2018

Non-Employees with No Authorization (42)

Internal Audit requested the authorization form for the access
granted to non-employees. The authorization form is called the
FERPA Training Completion and Request for EIS Access to View Basic
Student Records Form (FERPA Form).

“Non-employees” as used here is defined as users that have no
record in the HR database and no vendor authorization form with
ITSS. Information Owners and departmental Access Control
Executives (ACEs) at each entity worked with Internal Audit to locate
the FERPA Form. There were 42 instances where an authorization
form could not be located.

Former Employees Access Never Revoked (29)

Internal Audit worked with ITSS to determine the employment status
of all users with access and identified 29 users that had been former
employees. The reason for the inappropriate access was the failure of
an automated tool, and in one case, oversight of a manual process.
ITSS created a PeopleSoft bolt-on to deprovision access accounts
immediately upon a change of employment status in 2005. During
the audit, it was discovered that the automated tool occasionally
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4. PeopleSoft Enterprise Information System Access

During the course of this review, Internal Audit noted that multiple
employees in different departments throughout UNT International
(UNT-1) were using a generic, shared PeopleSoft Enterprise
Information System (EIS) login.

Additionally, Internal Audit noted the department thought the access
was exclusively read-only; however, based on further review it
appeared to be more than read-only.

High

Recommendations for Interim Vice Provost for International
Affairs:

4.1.a. Discontinue the use of the generic, shared login for
PeopleSoft Enterprise Information System (EIS).

1a. Management agrees that the generic EIS log-in inappropriately
gave staff access to modify student information. UNT-I addressed the
concern that the generic log in to EIS was unintentionally assigned
broader access than needed to complete tasks and took the following
action. UNT-I Database/EIS Manager Tam Vo requested that ITSS
remove any ability to modify information assigned to the generic,
shared login for PeopleSoft Enterprise Information System (EIS) and
requested that it be restricted to batch processing as was originally
intended. As of 12/16/2016, it was confirmed that permissions
assigned to this log-in no longer included the ability to modify any
student records or information and that the access was read-only.

Amy Shenberger, Interim Vice
Provost for International Affairs

12/16/2016

Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 4. PeopleSoft Enterprise Information System Access High Recommendations for Interim Vice Provost for International 1b. Management agrees. UNT-I has directed staff and supervisorsto  |Amy Shenberger, Interim Vice 12/1/2017 Closed
Audit Regulatory Sponsored Students Affairs: luate and request individual PeopleSoft EIS access as needed for Provost for International Affairs
Compliance Process Review During the course of this review, Internal Audit noted that multiple employees to
employees in different departments throughout UNT International 4.1.b. Evaluate job duties and grant PeopleSoft EIS access for complete their job duties with a goal of eliminating the need for any
(UNT-1) were using a generic, shared PeopleSoft Enterprise employees as appropriate to align with job duties. generic access.
Information System (EIS) login.
Additionally, Internal Audit noted the department thought the access
was exclusively read-only; however, based on further review it
appeared to be more than read-only.
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 10. Query Reliability ion for Director of Sponsored Student Programs  [1a. Management agrees with the recommendation. The Director of Aleka Myre, Director of 6/30/2018 Closed
Audit Regulatory Sponsored Students and Director of Financial Services, Student Finance: Sponsored Students and Student Finance will work with the Registrar |Sponsored Student Programs,
Compliance Process Review UNT International (UNT-1) Sponsored Students and Special Programs to correct current queries being used for invoicing. Management will  |and Jeane Olson, Director of
Center employees were using a query to pull sponsored students 10.1.a. Coordinate to determine what information needs to be |review all reports, identifying the appropriate personnel to validate Financial Services, Student
class schedules and generate invoices. Based on discussions with UNT-| included in the query used to invoice sponsors and develop an  |the data. Finance
| Sponsored Students and Special Programs Center employees, this updated, accurate query.
query failed to pull students’ classes and charges for waitlisted, online
courses that the student was enrolled in. This query had not been
updated since inception. UNT-I Sponsored Students and Special
Programs Center employees were having to manually review student
schedules to verify if all courses and charges were accurately
reflected on the invoice.
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 6. UNT-I Sponsored Students Procedure Manual Moderate |Recommendations for Director of Sponsored Student Programs: |1a. Management agrees with the recommendation and will complete | Aleka Myre, Director of 7/30/2017 Closed
Audit Regulatory Sponsored Students the following action. The Sponsored Students procedure manual will  [Sponsored Students
Compliance Process Review UNT International (UNT-1) Sponsored Students and Special Programs 6.1.a. Update procedure manual to reflect current program be updated to reflect actual processes by July 30, 2017
Center procedure manual was outdated and did not reflect actual processes.
processes, including guidelines for inputting financial guarantee
information, preparing and sending invoices, and required payment
terms for sponsors and students.
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Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International 6. UNT-I Sponsored Students Procedure Manual Moderate |Recommendations for Director of Sponsored Student Programs: |1b. Management agrees with the recommendation. The director will  [Aleka Myre, Director of 7/30/2017
Regulatory Sponsored Students establish two dates per academic year to review the procedure manual|Sponsored Students

6.1.b. Establish a specific periodic review process to ensure that |to ensure that it is updated, accurate, and aligns with university

Center procedure manual was outdated and did not reflect actual the Sponsored Student and Special Programs Center procedure |procedures. Each version of the manual will reference the last time it

processes, including guidelines for inputting financial guarantee manual is up-to-date and adequately addresses relevant issues. |was reviewed and record the date of any revisions. Review dates will

information, preparing and sending invoices, and required payment The procedures should indicate the last time it was reviewed. occur during the second weeks of November and April of each year.
terms for sponsors and students.

Closed

Compliance Process Review UNT International (UNT-1) Sponsored Students and Special Programs
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Internal UNT System Internal | Fiscal Year 2017 17-412 UNT Governance and College of Music UNT 10. Scholarship Policy di dation for John Dean of the College of 1a.The Assistant Dean will be responsible for: Raymond Rowell, Asst. Dean for 1/31/2018 Closed
Audit Regulatory Transition Audit Music: i. Coordinating with Student Financial Aid and Scholarships to evaluate [Enrollment Management and
Compliance The College of Music scholarship policy does not contain all the and update, where applicable, the current College of Music External Affair; John Richmond,
elements as set forth in Student Financial Aid and Scholarships’ Best 10.1.a. Coordinate with Student Financial Aid and Scholarships |Scholarship policy. Dean, College of Music; College
Practices for Scholarships and Awards. to evaluate and update, where applicable, the current College of |ii. Review policy recommendations with the Dean of the College for of Music Council of Division
The process for the selection of scholarship committee members and Music Scholarship policy. feedback and further recommendations. Chairs; UNT Student Financial
the length of appointment for committee members are not included iii. Present revised policy to the Council of Division chairs for approval. [Aid and Scholarships
in the College of Music Scholarship Policy. Additionally, there is no iv. Implement all policy revisions on behalf of the College.
process for appeals in the policy.
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 11. Sponsor Forms Moderate |Recommendations for Director of Sponsored Student Programs: [1a. Management agrees with the recommendation. The Director of Aleka Myre, Director of 6/30/2018 Closed
Audit Regulatory Sponsored Students Sponsored students will send the agreement out to all sponsorsin an |Sponsored Student Programs
Compliance Process Review UNT International (UNT-1) Sponsored Students and Special Programs 11.1.a. Ensure all sponsors sign the Office of General Counsel attempt to get them signed by the appropriate personnel. If
Center Office of General Counsel (OGC) approved forms were not (OGC) approved Sponsor Agreement forms. agreements are not signed, SSP will meet with Larry Worthy, Special
applied consistently to all sponsors. The forms were only being Assistant to the CFO, to determine if the current process of collecting a
incorporated with new sponsors. financial guarantee from the sponsor for each student is permissible.
Additionally, the UNT-I Sponsored Students and Special Programs
Center has recently added a Parent’s Program; however, the form for
the Parent’s Program has been reviewed by OGC but has not received
official OGC approval.
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 8. Communication with Students Moderate |Recommendations for Director of Sponsored Student Programs: [2a. Management agrees with the recommendation. The Director of Aleka Myre, Director of 7/30/2017 Closed
Audit Regulatory Sponsored Students Sponsored Students has I a deadline/procedure for ponsored Student Programs
Compliance Process Review There is no process in place to formally communicate to students that 8.2.a. Establish deadline to provide advance notification to providing advance notice to students when payment has not been
payment has not been received from a sponsor and charges will be students when payment has not been received from their received from their sponsor and that charges will be placed on the
placed on the student’s account. The students only receive notice sponsor and charges will be placed onto their account. student’s account. Notifications will be issued 15 business days before
when charges are placed onto their account with no advance notice. Document in procedure manual. balances are reflected on the student accounts. In addition, they will
determine guidelines for exceptions based on extenuating
Additionally, during interviews it was noted a staff member was using circumstances in the student’s home country impacting a sponsor’s
a personal cell phone to contact students concerning their accounts. ability to reasonably meet the payment deadline. Procedure will be
updated in the manual by July 30, 2017
Internal UNT System Internal | Fiscal Year 2017 17-409 UNT Governance and International UNT 8. Communication with Students Moderate |Recommendations for Director of Sponsored Student Programs: |2b. Management agrees with the recommendation. The Director of  [Aleka Myre, Director of 7/30/2017 Closed
Audit Regulatory Sponsored Students Sponsored Students has developed a template, currently in use, to Sponsored Student Programs
Compliance Process Review There is no process in place to formally communicate to students that 8.2.b. Develop and utilize a template to provide advance notify students about non-payment of tuition by their sponsor,
payment has not been received from a sponsor and charges will be notification to students when payment has not been received  |allotting them 15 business days to correspond with their sponsor and
placed on the student’s account. The students only receive notice from their sponsor and charges will be placed onto their correct the situation. The template will be added to the financials
when charges are placed onto their account with no advance notice. account. Document in procedure manual. procedures manual by July 30, 2017
Additionally, during interviews it was noted a staff member was using
a personal cell phone to contact students concerning their accounts.
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8. Communication with Students

There is no process in place to formally communicate to students that
payment has not been received from a sponsor and charges will be
placed on the student’s account. The students only receive notice
when charges are placed onto their account with no advance notice.

Additionally, during interviews it was noted a staff member was using
a personal cell phone to contact students concerning their accounts.

Moderate

Recommendations for Director of Sponsored Student Programs:

8.2.c. Ensure employees are aware it is not appropriate to use
personal cell phones to communicate with students concerning
their accounts.

2c. Management agrees with the recommendation. Following indicial
meeting with Internal Audit concerning this issue, all employees were
notified during a recurring staff meeting on approximately December
13, 2017, that it is not appropriate to use personal cell phones to
communicate with students concerning their account. This was
documented on the General Office Procedures manual.

Aleka Myre, Director of
Sponsored Student Programs

7/30/2017

Closed

Internal
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UNT

11. Sponsor Forms

UNT International (UNT-1) Sponsored Students and Special Programs
Center Office of General Counsel (OGC) approved forms were not
applied consistently to all sponsors. The forms were only being
incorporated with new sponsors.

Additionally, the UNT-I Sponsored Students and Special Programs
Center has recently added a Parent’s Program; however, the form for
the Parent’s Program has been reviewed by OGC but has not received
official OGC approval.

Moderate

Recommendations for Director of Sponsored Student Programs:

11.1.b. Ensure the Parent’s Program for Sponsored Students
form obtains OGC approval for multiple uses.

1b. Management agrees with the recommendation. The Director of
Sponsored Students and the UNT-I Director of Global Partnerships and
Research Engagement will consult with OGC to ensure that all
documents used are approved for multiple uses.

Aleka Myre, Director of
Sponsored Student Programs

6/30/2018

Closed
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Internal UNT System Internal | Fiscal Year 2017 17-021 UNT Governance and Residence Hall - UNT 14. Maple Hall Circuit Breaker Box ion for Gina , Director of Housing and 1a. Work order request #149282 was submitted on April 20, 2017 to  |Gina M. Vanacore, Director of 12/31/2017 Closed
Audit Regulatory Student Safety Residence Life: address this matter. Director Vanacore will follow up with existing, Housing and Residence Life
Compliance Practices Description references in the circuit breaker boxes do not always work orders. Director Vanacore will prepare work orders for facilities
accurately reflect the item being switched on or off. 14.1.a. Prepare a work order for Maple Hall and any other older |to check all residence halls to have circuit breaker box descriptions
residence halls to have circuit breaker box descriptions reviewed |reviewed and updated where applicable.
and updated where applicable.
Internal UNT System Internal | Fiscal Year 2017 17-021 UNT Governance and Residence Hall - UNT 16. Fire Extinguishers ion for Gina , Director of Housing and 1a. Currently all residence halls are in compliance with risk Gina M. Vanacore, Director of 12/31/2017 Closed
Audit Regulatory Student Safety Residence Life: management’s guidelines about the placement of fire extinguishers, as [Housing and Residence Life
Compliance Practices Two resident halls lack a fire extinguisher in certain areas. it relates to Code. Director Vanacore will coordinate with Risk
16.1.a. Coordinate with Risk Management to evaluate the areas |Management to re-evaluate the areas in residence halls where fire
1) No fire extinguisher in laundry room at Traditions; in residence halls where fire extinguishers should be placed or  |extinguishers should be placed or added.
added.
2) No fire extinguisher in the common area at Santa Fe Square; and
3) No fire extinguishers for the resident rooms in Santa Fe Square
that have built in stove top burners.
Internal UNT System Internal | Fiscal Year 2017 17-021 UNT Governance and Residence Hall - UNT 17. Site Review ion for Gina , Director of Housing and 1a. Director Vanacore will coordinate a residence hall safety advisory |Gina M. Vanacore, Director of Exp. Impl. Date: Closed
Audit Regulatory Student Safety Concerns with outdoor lighting, exit lighting, surveillance cameras, Residence Life: committee to review and evaluate recommendations for safety Housing and Residence Life 12/31/2017
Compliance Practices and exit door closures. additions and enhancements. Members of this advisory committee
17.1.a. Coordinate and conduct a safety site review at all the will include students of the residence hall association, UNT PD, risk
Auditors conducted interviews with Hall Directors, residence halls and their surrounding areas. Housing should management, and facilities staff. Facilities will coordinate to make sure Revised Impl. Date:
administered questionnaires, and performed walkthroughs of include the following departments: UNT Police, Risk that housing facilities meet all applicable codes. UNT has a standard 07/31/2018
residence halls. As a result, the following concerns Management, and Facilities. for outdoor lighting that housing facilities should meet.
and/or communications were expressed:
= Two of fourteen residence Hall Directors requested additional
outdoor and exit door lighting. The
Hall Director for Traditions and Santa Fe expressed a desire for
additional lighting in the
hotiinon Tenditinne and Canta En Ualle Uall Nisackar
Internal UNT System Internal | Fiscal Year 2017 17-407 SYS Governance and Retirement UNT System 1. Logical Access and Change Controls High Recommendations for the Assistant Vice Chancellor of Total 1a. The Total Rewards HRIS team removed write access from users not |Christopher DeClerk, Assistant 2/28/2017 Closed
Audit Regulatory Contributions Rewards: in a bona-fide Super User position. Vice Chancellor of Total
Compliance Inappropriate logical user access to benefit plan tables exists and a Rewards
contribution 1.1.a. Remove access rights from users which are not
rate change review process is not in place. commensurate with their job function.
During our review of user logical access and change controls as they
relate to retirement
contributions tables and payroll adjustments within Enterprise
Information System (EIS) PeopleSoft,
we noted the following:
* Access rights to certain users who were part of the beta testing
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1. Logical Access and Change Controls

Inappropriate logical user access to benefit plan tables exists and a
contribution
rate change review process is not in place.

During our review of user logical access and change controls as they
relate to retirement

contributions tables and payroll adjustments within Enterprise
Information System (EIS) PeopleSoft,

we noted the following:

* Access rights to certain users who were part of the beta testing

High

Recommendations for the Assistant Vice Chancellor of Total
Rewards:

1.1.b. Develop and implement a review and approval process
when updates are made to the ORP contribution percentage
table.

1b. In the future, table entries required by legal limits will be entered
by a Senior Benefits Consultant and verified by the Benefits Manager.
The Benefits Manager will retain a signed screen shot verifying this
step occurred.

Christopher DeClerk, Assistant
Vice Chancellor of Total
Rewards

2/28/2017

Closed
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1. Logical Access and Change Controls

Inappropriate logical user access to benefit plan tables exists and a
contribution
rate change review process is not in place.

During our review of user logical access and change controls as they
relate to retirement

contributions tables and payroll adjustments within Enterprise
Information System (EIS) PeopleSoft,

we noted the following:

* Access rights to certain users who were part of the beta testing

High

Recommendations for the Assistant Vice Chancellor of Total
Rewards:

1.1.c. On an annual basis, perform a review of user access rights
based on job functions.

1c. The HRIS team has added annual access review to the operating
calendar.

Christopher DeClerk, Assistant
Vice Chancellor of Total
Rewards

2/28/2017

Closed
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1. Logical Access and Change Controls

Inappropriate logical user access to benefit plan tables exists and a
contribution
rate change review process is not in place.

During our review of user logical access and change controls as they
relate to retirement

contributions tables and payroll adjustments within Enterprise
Information System (EIS) PeopleSoft,

we noted the following:

* Access rights to certain users who were part of the beta testing

High

Recommendations for the Assistant Vice Chancellor of Total
Rewards and Senior Director of Controller Operations:

1.2.a. Evaluate and remove any super user’s access to this
functionality when it is not essential to their job function.

2a. We evaluated and due to the system limitations, found we cannot
remove super users’ access to update retirement tables as indicated in
the audit report. In our EIS configuration, super users such as the
Benefits Manager and Associate Director of Controller Operations
(Payroll) must have access to make changes for their respective areas
and specific access cannot be carved-out. Thus they must have access
to all of these tables.

Abdul Mohammad, Sr. Director
of Operations and Christopher
DeClerk, Assistant Vice
Chancellor of Total Rewards

8/31/2017

Closed
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1. Logical Access and Change Controls

Inappropriate logical user access to benefit plan tables exists and a
contribution
rate change review process is not in place.

During our review of user logical access and change controls as they
relate to retirement

contributions tables and payroll adjustments within Enterprise
Information System (EIS) PeopleSoft,

we noted the following:

* Access rights to certain users who were part of the beta testing
team for the PeopleSoft Human

Capital Management (HCM) module upgrade to version 8.9 were not
removed. Specifically,

> 2 out of a total population of 17 (12%) users tested have edit
rights to the Retirement Plan

Tables. This user access allows individuals to alter the ORP
contribution rates which affect ORP

payroll deductions.

> 5 out of a total population of 94 (5%) 